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Huawei Certification System
Based on the "Platform+Ecosystem" strategy and the cloud-pipe-device synergy, the
Huawei certification system covers Information and Communications Technology (ICT)
architecture certification, platform and service certification, and industry ICT
certification for all ICT technologies, which is unique in the industry.

The Huawei certification system offers three levels of certification: Huawei Certified
ICT Associate (HCIA), Huawei Certified ICT Professional (HCIP), and Huawei Certified
ICT Expert (HCIE). The certification covers all ICT fields and complies with the industry
trend of ICT convergence. With its leading talent development system and certification
standards, Huawei is committed to fostering new ICT talents in the digital era and
building a sound ICT talent ecosystem.

HCIA-Cloud Service (Huawei Certified ICT Associate-Cloud Service) certification is
designed for developing engineers who understand the cutting-edge Cloud information
and who are familiar with eight HUAWEI CLOUD products. This document is intended
for candidates who take the HCIA-Cloud Service exam or technical personnel who want
to understand basic cloud services and how to use, manage, and maintain HUAWEI
CLOUD products. The HCIA-Cloud Service certification covers the basic knowledge of
laas, Paas, and Saas, including the operation and use of cloud products such as
computing, storage, network, management & governance, and relational database
services in HUAWEI CLOUD.

Passing the HCIA-Cloud Service certification proves that you have a certain
understanding of HUAWEI CLOUD products and technologies, and you can
independently use HUAWEI CLOUD products.

Enterprises with engineers who have passed HCIA-Cloud Service certification have
mastered the scenarios and usage of various HUAWEI CLOUD products, facilitating
their cloud transformation in the ICT environment.
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About This Document

Overview

This document provides a training course for HCIA-Cloud Service certification. It is
intended for candidates who are preparing for the HCIA-Cloud Service exam or readers
who want to understand basic cloud services and technologies related to the use,
management, and maintenance of HUAWEI CLOUD products.

Description

This document consists of six chapters, introducing operations on computing, storage,
network, management, and relational database services, and scenario-specific operations.
Those operations cover the usage of main cloud products in HUAWEI CLOUD and help
you understand the functions and positions of these products in the HUAWEI CLOUD

architecture.

experiment

Content

This chapter describes operations on Elastic Cloud Server (ECS), Image
Management Service (IMS), and Auto Scaling (AS), including creating
and logging in to an ECS, modifying the specifications of a Linux ECS
and verifying the modification, creating a Windows system disk image
from an ECS, modifying the system disk image, creating a shared image,
adding or deleting tenants who share the image, replicating an image
within a region, creating an AS configuration, an AS group, and an AS
policy, and verifying the elastic scaling function. This chapter also
describes operations on ECSs and containers, including creating and
logging in to an ECS, performing basic container operations, building a
container image using Dockerfile, and building a private registry.

This chapter describes operations on Elastic Volume Service (EVS),
Object Storage Service (OBS), Scalable File Service (SFS), and Cloud
Backup and Recovery (CBR)

This chapter presents network services, including verifying that two ECSs
in a Virtual Private Cloud (VPC) can communicate with each other by
default and that communication can be controlled by security groups,
enabling Internet access after binding an EIP to the ECS, distributing
traffic using Elastic Load Balance (ELB), creating a VPC peering
connection to enable ECSs in different VPCs in the same region to
communicate with each other, and creating a VPN connection to enable
ECSs in different regions to communicate with each other.

This chapter introduces management services, including creating an IAM
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experiment Content

user account and assigning permissions to the account, using Cloud
Trace Service (CTS) to acquire operation records of resources,
monitoring resources using Cloud Eye, and using Log Tank Service (LTS)
to view and search for logs.

This chapter describes basic operations on Relational Database Service
5 (RDS), including buying an RDS MySQL DB instance, and connecting to a
MySQL through DAS, a private network, or a public network.

This chapter describes how to deploy a website with cloud resources.
ECSs function as service nodes. VPC provides network resources for ECSs.
AS can be used based on service requirements. AS dynamically adds and
6 deletes ECSs using images of the service nodes to ensure stable and
efficient running of services. ELB automatically distributes incoming
traffic across multiple ECSs to balance their workloads. Cloud Eye
monitors the status of services in real time.

Lab Environment Overview

All operations described in this document are performed on HUAWEI CLOUD
(https://www.huaweicloud.com/intl/en-us/) . You need to register a HUAWEI CLOUD
account and perform identity authentication in advance. All the products described in this
document are operated and used on HUAWEI CLOUD. Obtain the latest product
documentation from HUAWEI CLOUD Help Center.


https://www.huaweicloud.com/intl/en-us/
https://www.huaweicloud.com/intl/en-us/
https://www.huaweicloud.com/intl/en-us/
https://support.huaweicloud.com/intl/en-us/index.html
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Compute Services

1.1 ECS, IMS, and AS

1.1.1 Introduction

The ECS service provides scalable, on-demand cloud servers for secure, flexible, and
efficient application environments, ensuring reliable, uninterrupted services.

IMS provides full lifecycle management for images to help users deploy services quickly.

AS automatically adjusts resources based on business requirements and configured AS
policies. You can configure a scheduled, periodic, or alarm policy to change the number
of user resources along with service traffic, reducing costs and ensuring stable service
running.

This exercise involves the ECS, IMS and AS services, including creating and logging in to
ECSs, modifying ECS specifications, creating Windows private images, creating shared
images, and automatically scaling resources.

1.1.2 Objectives

Upon completion of this exercise, you will be able to:

e (Create and log in to an ECS.

® Modify the specifications of an ECS.

e (Create a Windows system disk image using an ECS.
® Modify image attributes and share images.

e (Create an AS configuration, AS configuration group, and AS policy.

1.1.3 Tasks

ECSs are mainly used as web servers, small-sized database servers, and servers that
handle a large number of 1/Os. Generally, the ECS service is used together with other
cloud products. In this exercise, ECS is used together with IMS and AS.

1.1.4 ECS Lifecycle Management
1.1.4.1 Creating Two ECSs Running Different OSs

Step 1 Open a browser and navigate to HUAWEI CLOUD.

Step 2  Register an account and perform real-name authentication as prompted.


https://www.huaweicloud.com/intl/en-us/
https://support.huaweicloud.com/intl/en-us/usermanual-account/en-us_topic_0069252244.html

If you already have an account, click Log In in the top right corner of the page.

c & https://www.huaweicloud.com/intl/en-us/

% HUAWEI CLOUD Search Q

AboutUs - Products ~  Soluions - Pricing ~  Markefplace ~  Leam ~  Partners

Certified by NIST CSF

HUAWEI CLOUD, China's First Cloud Service Provider
Who Earned NIST CSF Certification

Step 3  Enter the username and password and click Log In.

Account Login

Account name or email

Password &

Mobile Number Login Remember me

Free Forgot lAM User  HUAWEILID
Registration  Password Login Login

Use Another Account ~

Step 4 On the management console, set the target region to AP-Hong Kong.

HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers

Page 9
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Hong-Kong

HUAWEI CLOUD

HLUKST

My Resources [Ho

na-Konal

- th-Guangzhou
o Elastic Cloud Server AP-Hong-Kong 0
Elastic Volume Service 0

Elastic IP

Recently Visited Services

Elasfic

Elastic Cloud Server

Image Management Senvice

Step 5 In the Service List, click Virtual Private Cloud under Network to switch to Network
Console.
e HUAWEICLOUD @ Hong-Kong
= Service List » a
=)  Elastic Cloud Server Recently Visited Services: Elastic Cloud Server Image Management Service Elastic IP Auto Scaling Virtuz
¢ Relational Database Service Computing Storage Network
. Elastic Cloud Server | Elastic Volume Service |
Auto Scaling
Auto Scaling | Dedicated Distributed Storage Service Elastic Load Balance

Bare Metal Server

Image Management Service Storage Disaster Recovery Service Virtual Private Network

Elastic Volume Service

Volume Backup Service

Virtual Private Cloud

Elastic Load Balance

Dedicated Host

Cloud Container Engine
Bare Metal Server
FunctionGraph

Dedicated Cloud

Cloud Server Backup Service
Cloud Backup and Recovery
Volume Backup Service
Object Storage Service

Data Express Service

Step 6 Click Create VPC, set the parameters, and click Create Now.

Status

Name

Subnets

Region: AP-Hong Kong

Q

Search by Tag

Route Tables  Operation

v ||C|| O

Direct Connect
Domain Name Service
NAT Gateway

Elastic IP

Cloud Connect
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e Name: Enter a name.
® Other parameters: Retain their default settings.

< Create VPC @

Basic Information

Region AP-Hong-Kong -

ther. Resources are region-specific and cannot be used across regions through internal network connections. For
ect the nearest region.

Name vpc-default

CIDR Block 192

168 | - . /| 16~ | Ifyouintend to use VPC peering, specify a CIDR block that does not overiap with that of another VPC in

Recommended: 10.0.0.0/8-24 (Select) 172.16.0.0/12-24 (Select) 192.168.0.0/16-24 (Select)
Advanced Settings ~ Tag
Default Subnet
Name subnet-c4dg
CIDR Block . S0 / 24+ | @ Available IP Addresses 251

Advanced Settings v Gateway DNS Server Address | DHCP Lease Time | Tag

(® Add Subnet

Free

Step 7 Switch back to the VPC page to view the created VPC.

Mame - Q Search by Tag clg
Status Subnets Route Tables  Operation
Available 0 1 Modify CIDR Block | Delete

Step 8 Switch back to the console homepage. In the Service List, click Elastic Cloud Server under

Computing.
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HUAWEI CLOUD Console @ Hong-Kong

U

— Service List »
=y Elastic Cloud Server Recenily Visited Services: Virtual Private Clol
&4 Relational Database Service Computing
Elastic Cloud Server | |
Auto Scaling

Auto Scaling e — |
.

=) Bare Metal Server . .
— Image Management Service

[-]  Elastic Volume Service Dedicated Host
Cloud Container Engine

Volume Backup Service
Bare Metal Server |

™ Virual Private Cloud FunctionGraph
Elastic Load Balance Dedicated Cloud

(%) ElasticIP

Step 9 Click Buy ECS and configure basic settings.

Elastic Cloud Server @) Gaucune: LS
The password reset plug-in can now be Installed after creating an ECS, to install the plug-in,
More + cello
Name/iD v St 7 Specifications/image 1P Address Biling Mode T Operation

e Billing Mode: Pay-per-use
® Region: AP-Hong Kong

e AZ:Random

e CPU Architecture: x86

e Specifications: General computing | s6.small.1 | 1 vCPUs | 1 GB (You can change the
specifications by selecting a different flavor, if required.)
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@) Configure Basic Settings (2) Configure Network () Configure Advanced Settings (@ Confirm

Billing Mode Vearly/Monthly Spot Price ®

Regl care ed from each other. Resource: e used acro: nal network connections. For low n t quick resour
. m o
e B
Specifications Latest generation v | weeus | Al v | Memory | Al + | Flavor Name Q
General computing-plus [N Rl | Memory-optimized  Larg y  High-p ecomputing  Disk-intensve  Ultra-high /O GPU-accelerated
Flavor Name VCPUs | Memory {= CPU = Assured | Maximum Bandwidth () J=
‘@;‘ s2small.1 1wCPUs |1 GB Intel E5-2680V4 24GHz 0.1/0.5 Gbitys
s2.medium.2 1vCPUs | 2 GB Intel E5-2680V4 24GHz 0.1/0.5 Gbitys
s2.medium4 1wCPUs | 4 GB Intel E5-2680V4 2.4GHz 0.1/0.5 Gbit/s
s2large.2 2VvCPUs | 4 GB Intel E5-2680V4 2.4GHz 0.2/0.8 Gbit/s
s2larged 2vCPUs | 8 GB Intel E5-2680V4 2.4GHz 0.2/0.8 Gbit/s
s2xlarge.2 4vCPUs | 8 GB Intel E5-2680V4 2.4GHz 0.4/1.5 Gbit/s
s2xlarge 4 4vCPUs | 16 GB Intel E5-2680V4 2.4GHz 0.4/1.5 Gbit/s
s52.2xlarge.2 8VCPUs | 16 GB Intel E5-2680V4 2.4GHz 0.8/3 Ghit/s

Selected specifications  General computing | s2.small.1]1vCPUs | 1 GB

e [mage: public image, CentOS 7.6 64bit (40GB)
e System Disk: high 1/0O, 40 GB

Image Public image Private image Shared image Marketplace image

& CentOS v CentOS 7.6 64bit(40GB) | C

System Disk High /0 v 40 |+ | GB 10PS limit: 1,440, IOPS bur

Free package benefits are applied when you select a 40 GB of High I/O disk. Learn more

2 dISkS.

(® Add Data Disk You can attach 23 mo

Step 10  Click Next: Configure Network.

e Network: Select the VPC created in Step 5.

e Extension NIC: Default setting

e  Security Group: Default or create a new one

e EIP: Auto Assign

® EIP Type: Dynamic BGP

e Billed By: Bandwidth

e Bandwidth Size: 1 Mbit/s (You can specify another bandwidth size, if required.)
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‘: ) Configure Basic Settings o Configure Network @ Configure Advanced Settings ® Confirm

Network vpc-default{192.168.0.0/16) * | © | subnet-c4d8({192.168.0.0/24) w | C | Automatically-assigned IP address =
Create VPC

Extension NIC ® Add NIC You can add 11 more NICs

Security Group ;9931 a4f9-c0d8-4356-a092-db0es514bde. * | C Create Security Group (@

Similar to a firew

Security Group Rules

EIP (®) Auto assign Use existing Mot required @
EIP Type Dynamic BGP
Greater than or equal to 99.95% service availability rate
Billed By Bandwidth Traffic Shared bandwidth
For heavy/stable traffic For light/sharply fluctuating For staggered traffic
Billed based on usage duration irrespective of traffic; configurable maximum bandwidth size.
Bandwidth Size 10 100 200 Custom 1 + |7
f Dynamic BGP-based bandwidth billed by traffic. Learn mare

Step 11 Click Next: Configure Advanced Settings.

e ECS Name: ecs-Linux

® Login Mode: Password

e Password: Enter a password, for example, Huawei@123.
e Confirm Password: Enter the password again.

e ECS Group (Optional): Default

e Advanced Options: Default



HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers

Elastic Cloud Server

C:' Configure Basic Settings ———— '@} Configure Network ———— 9 Configure Advanced Settings @ Confirm
ECS Name ecs-linux Allow duplicate ECS names

Login Mode Set password later

Username

Password you og in t

Confirm Password

ECS Group
(Optional)

Advanced Options

T -

Create ECS Group

Configure now

Page 15

Step 12 Click Next: Confirm. After confirming parameter settings, read the service agreement,
select the check box, and click Next.

ettings (@) configure Network (@) configure Advanced Settings O confirm
Basic £
Pay-per-use Hong-Kong A2
General computing | s2small1 | 1 vEPUs | 1 GB CentOs 7.6 64bit High 1/0,40 GB
Network &
vPC pe-default(192.168.0.0/16) default Primary NIC subnet-c4d8(192.168.0.0/24)
EP Dynamic BGP | Biled By: Bandwidth | Bandwidth: 1 Mbit/s
Advanced 2
ECS Name ecs-linux Login Mode password
1 +

1 have read and agree to the Service Lev

JSDsmour @

deducted preferentially. Learn more

greement and Huave

Image Disclaimer.

Previous
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Request submitted successfully.

Creating ECS ecs-linux...

Back to ECS List

The purchased ECS is displayed on the Elastic Cloud Server page.

Elastic Cloud Server @

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in
More ¥
Name/ID Fv g Status 7 Specifications/Image 1P Address
a7z Runnin 1vCPUs | 1 GB | s2small1 59.138.. 8 (EIP) 1 Mbit/s
466a88ec-08a8-452e-92ad-b682323158f7 - unning CentOs 7.6 64bit 192.168.0.215 (Private IP

Step 13 Repeat the preceding operations to create another ECS with the following parameter
settings:

e Billing Mode: Pay-per-use
® Image: public image, Windows Server 2012 R2 Standard 64bit English (40GB)

Image Private image Shared image Marketplace image

£ Windows v Windows Server 2012 R2 Standard 64bit English(40GB) r | O

e ECS Name: ecs-Windows2012
® Other parameters: same as those of ecs-Linux
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@ Configure Basic Settings ———— @ Configure Network ———— 9 Configure Advanced Settings

ECS Name ecs-Windows2012 Allow duplicate ECS names

If multiple ECSs are created at the same time, the system automatically adds a hyphen follo
ecs-0001. If an ECS with the name ecs-0010 already exists, the name of the first new ECS wi

Login Mode kKey pair Set password later

Username Administrator

Password Keep the password secure. If you forget the password, you can log in to the ECS console and

Confirm Password

ECS Group Anti-affinity @)

(Cptional)

Create ECS Group

Advanced Options [] Configure now

The purchased ECSs are displayed on the Elastic Cloud Server page.

Elastic Cloud Server @

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in.

More ¥
Name/ID A v Status 7 Specifications/image 1P Address
ecs-Windows2012 2 o & 1vCPUs | 1 GB | s2smallt 112.833.27 (EIP) 1 Mbitys
74817¢75-556¢-47f6-89be-a095704385fa unning Windows Server 2012 R2 Standard 64bit Eng... 192168025 (Private IP)
ecs-linux 1vCPUs | 1 GB | s2smallt 159.138.39.198 (EIP) 1 Mbit/s
- - AZ2 © Running e
466a88ec-088-452¢-02ad-b68232315817 Centos 7.6 64bit 192.168.0215 (Private IP)

——End

1.1.4.2 Logging In to the ECSs

Step 1 On the Elastic Cloud Server page, click Remote Login in the Operation column of each
ECS.
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ecifications/Image 1P Address Billing Mode 77 Operation
52012 . o 1%CPUs | 1 GB | s2small1 19.8.33.27 (EIP) 1 Mbit/s Pay-per-use femote Login
56¢-4716-80be-2005704a85fa ° unning Windows Server 2012 R2 Standard 64bit Eng..  192.168.0.25 Created on Aug 12, 2020 17:09; e
ecs-linux X 1vCPUs | 1 GB | s2small.l EIP) 1 Mbit/s Pay-pe
ac . - . AT2 Running . :
4662882c-0838-452¢-92ad-h68232315817 9 CentOs 7.6 64bit t Craate

Step 2 Enter login information.

® Linux
Username: root

Password: Enter a password, for example, Huawei@123.
Lentls Linux 7 (Lore
Kernel 3.1H.H-1H62. cx=x0b b1 on an =06 64

linux login: root
sword

belcome to Huawei Cloud Service

Ilrootlecs -1 inux -~ 1

e Windows
Username: Administrator
Password: Enter a password, for example, Huawei@123.

If Press Ctrl+Alt+Delete to sign in is displayed, click Ctrl+Alt+Del in the upper left of
the remote login page.

& SendRemote Command ~ | CrlbAlsDel  LocalCursor B3 Copy&Paste  Full Screen

Press Ctrl+Alt+Delete to sign in.

1716

Wednesday, August 12

&
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Administrator

If a page similar to the following is displayed, the ECSs are logged in.

Networks

T—;l Network

Do you want to find PCs, devices, and
content on this network, and
automatically connect to devices like
printers and TVs?

We recommend that you do this on
your home and work networks.

For more details about parameter settings, see Purchasing an ECS.
--—-End

1.1.4.3 Modifying ECS Specifications (Linux)

If the specifications of an ECS fail to meet your service requirements, you can modify the
ECS specifications at any time.

The following operations use a Linux ECS as an example.
Step 1  On the Elastic Cloud Server page, check the status of the target ECS.
Ensure that the ECS is stopped.


https://support.huaweicloud.com/intl/en-us/qs-ecs/ecs_02_0009.html
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Elastic Cloud Server (&

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in.

Start Reset Password Maore -

B nName/D AZ T Status Y7

ecs-Windows2012 Z

f:\\zz p——
74817¢7a-556-47f6-80be-3005704a85f3 Running

ecs-linux
v AZ2 nnin
B oeansec-08a8-4520.023d.b6823231587 Running

Step 2 Click More in the Operation column and select Modify Specifications.

Elastic Cloud Server @ ra quck Lok [ IEEEE

Step 3 On the Modify ECS Specifications page, select the desired ECS type, vCPUs, and memory
and click Next. After confirming parameter settings, read the service agreement, select
the check box, and click Submit.

The status of the ECS changes to Resizing on the Elastic Cloud Server page.
Elastic Cloud Server @

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in.

Mare ~
Name/ID AZ Y Status 7 Specifications/Image IP Address
'CS-) 52012 . 1wCPUs | 1GB |s2small1 11¢
- o e AZ2 Running " 5 ‘ "
17¢72-556c-476-890e-3095704a85fa : Windows Server 2012 R2 Standard 64bit Eng... 19216

ecs-linux . . 1wCPUs | 1GB |s2small1 15¢
AZ2 5
466a88ec-08a8-452e-92ad-b682323158f7 @ Resized| CentOS 7.6 64bit 19216

Step 4  After the ECS status changes to Running, check whether its specifications have been
modified.
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Elastic Cloud Server @

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in

Start Stop Reset Password More ¥

B Name/ip AZ T Status 7 Specifications/Image 1P Address

1 Mbit/s

102.168.0.25

Step 5 (Optional) Log in to the modified ECS and check its specifications on the CLI.

e Run the cat /proc/cpuinfo| grep "processor”| wc -l command to view vCPUs
(originally 1 vCPU).

Manually run this command. Pay attention to the command format if you copy-paste
the command.

[rontfPecs-linux ~1# cat sprocscpuinfol grep “processor”! we -1
r

LrootPecs-1inux 18

® Run the cat /proc/meminfo command to view memory.

MemTotal shows the total memory size.

[rootlPecs-linux “1# cat ~oroc-meminfo
“emTotal : 1881688 kB
Memfree: 1495316 kB
Memfivailable: 1591988 kB
Buffers: 17656 kB
Cached: ZHB8856 kB
SwapCached : H kB

Active: 151236 kB
Inactive: 162560 kB
Activelanon): 88364 kB
Inactive(anon): 8468 kB
Activel(file)l: 62872 kB
Inactive(file): 1541868 kB

The specifications modification is successful.
----End

1.1.5 Creating a Windows System Disk Image Using an ECS

If you have created an ECS and configured it (such as by installing software and
deploying an application environment) based on your business requirements, you can
create a system disk image with the configured ECS. Then, the configurations will be
applied to all the new ECSs created from this image.

For example, the process of creating a Windows system disk image using an ECS is as
follows:

1. Log in to a Windows ECS.
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2. Configure the ECS.
3. Use the ECS to create a system disk image.

1.1.5.1 Configuring a Windows ECS
Step 1 Log in to the ECS (ecs-Windows2012 is used as an example).
Step 2 Configure DHCP for the ECS NICs.

1. Choose Start > Control Panel.

ini ®
Administrator P

Windows Administrative
PowerShell Tooks

e

Control Panel

2. Click Network and Sharing Center.

3. Click the connection (for example, Ethernet 2).

[ All Control Panel ltems
T _Ui » Control Panel » All Control Panel ltems » v Search Control P
Adjust your computer's settings Viewby: Small icons *
¥ Action Center 1 Administrative Tools mg AutoPlay
KX Color Management B Credentia Manager Date and Time
l;-,- Default Programs g% Device Manager ™5 Devices and Printers
B Display b‘ Ease of Access Center I Folder Options
i Fonts €4 Internet Options &} 505 Initiator
£2 Keyboard € Language ¥ Mouse
| :‘: MNetwork and Sharing Center 55 Motification Area lcons £ Phone and Modem
a Power Options B Programs and Features o ] Region
':u Remotefpp and Desktop Connections & Sound 1B System
_ Taskbar and Navigation Text te Speech & Troubleshooting
B, User Accounts W Windows Firewall & Windows Update

Page 22
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T
CREORA

Control Panel Home

5% « All Control Panel ltems » Network and Sharing Center v ¢ | | Search Control Panel o |

View your basic network information and set up connections

View your active networks
Change adapter settings
Change advanced sharing Network Access type: Internet
settings Public network Connections: |
Change your networking settings %

Set up a new connection or network
* Setup a broadband, dial-up, or VPN connection; or set up a reuter or access peint.

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

4. Click Properties.

Connection
IPv4 Cannectivity: Internet
]:i[%ﬁ Connectivity: No network access
Media State: Enabled
Duration: 00:24:24
Speed: 100.0 Ghps

.
Sent — g —— Received

e
Bytes: 574,108 | 162,053,625

| @eropertes || ypsable || Disgnose |

5. Double-click Internet Protocol Version 4 (TCP/IPv4).



6.
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 Networking |

Metwaorking

Connect using:
&¥ Red Hat Vil Bthemet Adapter

This connection uses the following fems:

Client for Microsoft Nebworks

File and Printer Shanng for Microsoft Networks
QoS Packet Schaduler
-4 Microsoft Metwor Adapter Multiphexor Protocol
-4 Link-Layer Topology Discovery Mapper /0 Driver
<& |ink-Layer Topology Discovery Responder

AARR AR AR RS

J

. Intemet Protocol Version 4 (TCR/1Pv4)

| nstal. || Uninstal | Propenes

Descrih
Allows your computer to access resources on a Microsoft
retwark,

| ok || Cance |

If Obtain an IPv6 address automatically and Obtain DNS server address

Page 24

automatically are selected, DHCP has been configured. Otherwise, select the two

check boxes and click OK.

General

You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPvé settings.

(@) Obtain an IPvE address automatically

Default gateway

(®) Cibtain DNS server address automatically
() Use the following DS server addresses:

Preferred DNS server:

Alternate DNS server

() Usze the following IPvé address:
IPvE address: |
Subinet prefix length:

[] vabdate settings upon exit
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Step 3  Click Start, right-click Computer, and choose Properties. In the left navigation pane of the
System page, click Remote settings. Select Allow remote connections to this computer.
Click OK.

System

T |1¥ » Control Panel » All Control Panel ltems » System

Control Panel Home R I

) System Properties
Device Manager

Computer Name | Hardware | Advanced | Remote
#) Advanced system settings Remote Assistance rver°2012 R2

Allow Remote Assistance connections to this comp

Ramote Deskiop
(Choose an option, and then specify who can connect.

) Don't allow remote connections to this computer @ Change settings

[ Mlow connestions oriy from computers runring Remote
Desktop with Network Level Authentication recommended)

Help me chooss ‘ Select Users..

Action Center oK | | Cancel
Windows Update

Windows Server 2012 R4

Step 4 Go to Start > Control Panel and navigate to Windows Firewall. In the left pane, select
Allow an app or feature through Windows Firewall.

Step 5 Select apps that are allowed by Windows Firewall for Remote Desktop based on your
network requirements and click Allow another app....
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Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? ¥ Change sethings

Allowed apps and features:

MName Private  Public |~
[ Routing and Remote Access

[ Secure Socket Tunneling Protocol

O SNMP Trap

CJ TPM Virtual Smart Card Management

O virtual Machine Monitoring

O windews Firewall Rermote Management

O Windews Management Instrumentation (WMI)
b Windows Remote Management

% Windows Remate Management (Compatibilty) @ & |
O Windows Security Configuration Wizard

WinRM HTTPS [%,‘
B WinRM HTTPS

QIR 0000000

OFEOEOO0OOOOOO

mO0O

=

| Allow another app...

Step 6 Install Cloudbase-Init on the ECS.

If Cloudbase-Init is not configured for the ECS, custom information cannot be injected into the
new ECSs created from the private image and you can only log in to the ECSs with the password
specified in the image.

In this exercise, the ECS is created from public image windows2012 R2 for which
Cloudbase-Init is installed by default. You can go to Control Panel > Programs and
Features to check whether Cloudbase-Init has been installed on the ECS.

i Programs and Features \;li-
c + 4 [ « Al Control Panel tems » | Programs and Features v & | [ Search Programs and Features 2 |

Control Panel Hi .
ontietFane Heme Uninstall or change a program

View installed updates To uninstall a program, select it from the lict and then click Uninstall, Change, or Repair.
B Tumn Windows features on or

off Organize = =~ @
Mam - Publisher Installed On
8 Cloudbase-Init 0.9.11 Cloudbase Solutions Srl 11/30/2018
5] GPL PV Drivers for Windows 2.5.0.136 James Harper 8/15/2010
P UVP VMTools for Windows 2.5.0.156 Redhat 8/15/2019
< [ >

— Currently installed programs Total size: 148 MB
3 programs installed

-

L]
“
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For the ECSs created from a private image or an external image file, install and configure
Cloudbase-Init for them by referring to IMS User Guide.

——End

1.1.5.2 Creating a Windows Private Image

Step 1

Go back to the HUAWEI CLOUD management console and choose Computing > Image
Management Service in Service List.

e HUAWEI CLOUD 0 > @ Hong-Kong

= Service List >

=y Elastic Cloud Server Recently Visited Services: Elastic
&% Relational Database Service Computing

) Elastic Cloud Server
Auto Scaling

Auto Scaling

&  Bare Metal Server Image Management Service
[2]  Elastic Volume Service Dedicated Host
- Cloud Container Engine
=]l Volume Backup Service
Bare Metal Server
™ \irtual Private Cloud

FunctionGraph

Elastic Load Balance Dedicated Cloud

Step 2 On the Image Management Service page, click Create Image.

Image Management Service ® [Cowe e |

The IMS service is now in commercial use. You will be charged the private image storage fees

No charges will be incurred after you delete the created images. For details, see IMS pricing.

Public Images Images Shared with Me

You are advised to optimize private images that do not support fast ECS creation. To check whether a private image supports this function, go to its detalls page. Leamn more X

All images v || Aloss v Name - Q|| seachbyTag ¥ || C ||

Name i= Status 05 Type os Image Type Disk Capacity (GB) ~ Encrypted Created ¥ I= Operation

No data available.

Step 3 Set parameters on the Create Image page and click Next.

e Type: Select System Disk Image.
e Source: Select ECS and then the desired ECS, for example, ecs-Windows2012.
e Name: Enter a name, for example, image-windows2012.


https://support.huaweicloud.com/intl/en-us/usermanual-ims/en-us_topic_0030730602.html
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‘ © The IMS service is now in commercial use. You will be charged the private image storage fees. For detalls, see IMS pricing

Image Type and Source

Type Full-ECS image Data disk image 150 image

* Source Image File

s You can only use a running or stopped ECS to create a private image.

= You need to first customize and optimize the ECS to suit your needs. For example, you need to install Cloud-Init if the ECS runs Linux
and install Cloudbase-Init if the ECS runs Windows. Learn more

« Do not perform any operation on the selected ECS or associated resources during image creation.

All statuses - Name - Qllc
os Status Private IP Address Created
Windows Server 2012 R2.. Running 192.168.0.25 Aug 12, 2020 17.09:06.
~ ecs-linux Cent0S 7.6 64bit Running 192.168.0.215 Aug 12, 2020 17.03:19.

Selected: ecs-Windows2012|05: Windows Server 2012 R2 Standard 64bit|System Disk: High 1/0 | 40 GB

Buy ECS

Image Information

Encryption Unencrypted (2)

* Name image-windows2012

mmended that you use T

id resou

View predefined tags

Description

Step 4 Confirm the settings. Then, select | have read and agree to the Huawei Image Disclaimer

and click Submit.

Step 5 Switch back to the Private Images tab page to view the image status.

The time required for creating an image varies depending on the image file size.

Generally, it takes about 10 to 20 minutes. The image is created successfully when its

status changes to Normal.

Image Management Service @

The IMS service is now in commercial use. You will be cha

5. No charges will be incurred after you delete the created images. For details, see IMS pricing

Public Images Private Images Images Shared with Me

You are advised to optimize private images that do not support fast ECS creation. To check whether a private image supports this function, go to its details page. Learn more

All images A All O5s
Name J= 05 Type 0s Image Type Disk Capacity (GB)
image-windows. Windows Windows Server 2012 R2 Standard 64bit ECS system disk image 40

——End

Encrypted

Mo
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Step 1 Locate the row that contains the image to be modified and click Modify in the Operation

column.

Image Management Service @

The IMS service Is now in commercial use. You will be charged the private image storage fees. No charges will be incurred after you delete the created images. For detalls, see IMS pricing

Public Images Private Images Images Shared with Me

You are advised to optimize private images that do not support fast ECS creation. To check whether a private image supports this function, go to its details page. Lean

n more
You can Create 49 more private images.
Allimages - || Anoss v || Name Q|| search by Tag v
Status 05 Type os Image Type Disk Capacity (GB)  Encrypted Created 7 45 Operation
Normal Windows Windows Server 2012 R2 Standard 64bit ECS system disk image 40 No Aug 12, 2020 19:28:34 GMT+08:00 Apply for Server

Step 2 You can modify the image name, memory, and other information.

Modify Image
* Name image-windows

Description

Minimum Memoary

Unlimited 1GB 2GB m

8 GB 16 GB 32GB 64 GB
128 GB

Maximum Memory 4GB 32 GB 64 GB
128 GB

NIC Multi-Queue Supported Not supported

Boot Mode m UEFI

e S bl ool e ralecm e e e i d £

---End

1.1.5.4 In-Region Image Replication

Step 1 Locate the row that contains the image to be replicated and choose More > Replicate in

the Operation column.
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Nome v Q][ sy v |[c]|[C

Hame = Status 05 Type os Image Type Disk Capacity (GB)  Encrypted Created 7 Operation

2012 R2 Standard B2bit £CS system cisk image 0 No Aug 12, 2020 19:28;34 GMT+0800 App More =

Step 2 In the displayed Replicate Image dialog box, enter a new name for the image and click
OK.

Replicate Image

Image Size 04 GE

05 Type Windows

0s Windows Server 2012 R2 Standard 64bit
Created Aug 12, 2020 19:28:34 GMT+08:00

Replication Mode Across Regions

= Name copy_image-windows
Description
Encryption KMS encryption @

The new image is displayed on the Private Image tab page and its status is Creating.

Public Images Private Images Images Shared with Me

You are advised to optimize private images that do not support fast ECS creation. To check whether a private image supports this function, go to its details page. Learn more

1 4 e pi
All images R All OSs
Name J= Status 0S Type os Image Type Disk Capacity (GB)  Encrypted
Creating . . . . . ek i
0% Windows Windows Server 2012 R2 Standard 64bit ECS system disk image 40 No
image-windows Normal Windows Windows Server 2012 R2 Standard 64bit ECS system disk image 40 No

~---End

1.1.5.5 Creating a Shared Image

You can share your images with another user. Before sharing the images, you need to
obtain the account name of the user (if the user is a DeC or multi-project user, you also
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need to obtain their project name). In this exercise, sharing a single image is used as an
example.

Step 1 On the Private Images tab page, select the private image to be shared and choose
More > Share in the Operation column.

Normal Windows Windows Server 2012 R2 Standard 64bit ECS system disk image 40 No Aug 12, 2020 19:28:34 GMT+08:00 Apply for Server | Modify [More 4

Step 2 Click the Shared Images tab, enter the account name of the target user and click Add.

If the user is a DeC or multi-project user, you also need to enter their project name. To
share the image with multiple users, enter their account names (and project names).

Share Image

Image Details

Image Name image-windows
05 Type Windows
0s Windows Server 2012 R2 Standard 64bit
Image Size 94GE

Shared Images Stop Sharing
Enter an account name of the recipient. Learn how to obtain an account name and a project name

whjo322 ap-southeast- v | Add |
Account Name Project Mame Project ID Operation

Step 3  Go to the image details page to check whether the image has been successfully shared

with the user. On this page, you can also add or remove users who can use the shared
image.
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Share Image

Image Details

Image Name image-windows

05 Type Windows

0s Windows Server 2012 R2 Standard 64bit

Image Size 94GB

Shared Images Stop Sharing

Enter an account name of the recipient. Learn how to obtain an account name and a project name

whj0322 ap-southeast-1 v

Account Name Project Mame Project ID Operation

m Cancel
———-End

1.1.5.6 Applying for an ECS Using a Private Image

Page 32

Step 1 On the Private Images tab page, locate the target image and click Apply for Server in the

Operation column.

Image Management Service @

The IMS service is now in commercial use. You wil be charged the private image storage fees. No charges will be incurred after you delete the created Images. For detalls, see IMS pricing

public Images Private Images Images Shared with Me

You are advised to optimize private images that do not support fast ECS creation. To check whether a private image supports this function, go to its detalls page. Learn more

All images v || Aloss v || Name
Name J= Status 05 Type os Image Type Disk Capacity (GB) ~ Enerypted Created 7 =
copy_image-win. Normal Windows Windows Server 2012 R2 Standard 64bit ECS system disk image 40 No Aug 12, 2020 20:06:08 GMT+0800
image-windows Normal Windows Windows Server 2012 R2 Standard 64bit ECS system disk image 40 No Aug 12, 2020 19:268:34 GMT+08:00

Q| | search by

Operation

Apply for Server

Step 2 Set Billing Mode to Pay-per-use and Image to Private image. Set other parameters as

needed.



Billing Mode

Region

AZ

CPU Architecture

Specifications

Image
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Yearly/Monthly

Spot Price

| ravperuse

Page 33

Regions ca ated from each other. Resou eg d twark cc n t
” =
Kunpeng @
Latest generation v vCPUs | All v Memory | All - Flavor Name Q
General computing-plus General computing Memory-optimized g v High-performance computing Disk-intensive Ultra-high 170
Flavor Name VCPUs | Memory = CPU = Assured / Maximum
s2small1 1vCPUs |1 GB Intel E5-2680V4 24GHz 0.1/0.5 Gbit/s
s2.medium 2 1vCPUs | 2 GB Intel E5-2680V4 2.4GHz 0.1/0.5 Gbit/s
@ s2.medium4 1 vCPUs | 4 GB Intel E5-2680V4 2.4GHz 0.1/0.5 Gbit/s
52 large2 2vCPUs | 4GB Intel E5-2680V4 2.4GHz 0.2/0.8 Gbit/s
s2larged 2vCPUs | 8 GB Intel E5-2680V4 2.4GHz 0.2/0.8 Gbit/s
s2xlarge.2 4 vCPUs | 8 GB Intel E5-2680V4 2.4GHz 0.4/1.5 Gbit/s
s2.xlarge.4 4 vCPUs | 16 GB Intel E5-2680V4 2.4GHzZ 0.4/1.5 Gbit/s
s2.2xlarge 2 8 vCPUs | 16 GB Intel E5-2680V4 2.4GHz 0.8/3 Ghit/s

selected specifications  General computing | s2.medium.4 | 1 vCPUs | 4 GB

Public image Shared image

image-windows (40GB)

Marketplace image

v | © Create Private Image

Step 3  Go back to the ECS list to view the ECS purchased using the private image.

Elastic Cloud Server (&)

The passward reset plug-in can n

Hame/ID

——End

1.1.6 AS Operations

AS automatically adjusts resources based on your service requirements and configured AS
policies. In this section, bandwidth scaling is performed.

1.1.6.1 Creating an AS Configuration

Step 1

Auto Scaling.

AENE
a
Specifications/mage 1P Address Operation
b
wCPUs |4 a
1 M
WCPUs |1 G
"
P med i

Log in to the management console. On the homepage, choose Service List > Computing >
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HUAWEI CLOUD Console @ Hong-K
= Service List »
= Elastic Cloud Server Recently Visited Services: Image Managemen
& Relational Database Service Computing
Elastic Cloud Server |
Auto Scaling
Auto Scaling ' |
-

= [} Al S r - -
& Bare Metal Serve Image Management Service

r, Elastic Volume Service Dedicated Host

) Cloud Container Engine
Volume Backup Service

Bare Metal Server ) |
5 Virtual Private Cloud FunctionGraph
Elastic Load Balance Dedicated Cloud

Step 2 Click Create AS Configuration.

——————
Instance Scaling Create AS Configuration

Name Status AS Configuration Current instances Expacted Instances Min. Instances Max Instances  Operation

Step 3 Set the following parameters:
e Region: AP-Hong Kong
e Name: Use the default name as-config-f1e6 here.

e Configuration Template: Select Use the specifications of an existing ECS. Click Select
ECS. In the Select ECS dialog box, select an existing ECS, for example, ecs-
Windows2012.
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< | Create AS Configuratiol

* Region [ #p-Hong-kang ] -]

I
Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used across regions through internal network connec
For low network latency and quick resource access, select the nearest region.

* Name as-config-fle6

The ECS created using this AS configuration is named in the format of the AS configuration name followed by an 8-digit random code.

* Configuration You can select an existing ECS to create an AS configuration of the same specifications, except the image and disk that are in the original state.

Template N N
Create a new specifications template

|

X
Select ECS
‘ @ You can only select an ECS in Running or Stopped state
Name  ~ Q| |c
Name Status Specifications Image Created
ecs-test Running s2medium.4 | 1 vCPUs. image-windows Aug 12, 2020 20:3045.

5@ ecs-Windor Running szsmall1 | 1vCPUs | 1.. Windows Server 2012..  Aug 12, 2020 17:09:06..

ecs-linux Running s2medium.2 | 1 vCPUs. CentOS 7.6 64bit Aug 12, 2020 17:03:19.

* Login Mode m Cancel

e EIP: Automatically assign

e Type: Dynamic BGP

e Billed By: Bandwidth

e Bandwidth: 1 Mbit/s

® Login Mode: Password

e Password: Enter a desired password.

® Enter the password again for Confirm Password.

EP @ Do not use Automatically assign
* Type Dynamic BGP

# Billed By

""" Bandwidth A Traffic Shared bandwidth
For heavy/stable traffic For light/sharply fluctuating For staggered traffic

dwidth

duration irres| urable maximum

* Bandwidth

5 10 100 200 Custom 1 + he bandwidth can be fro

* Login Maode Key pair

Username Administrator

* Password

* Confirm Password | eeveenvens

Advanced Settings Do not configure Configure now

zcs price $0.04 USD/hour

45 is free of charge. The fees are for the ECSs added based on the AS configuration for the AS group and are for reference only.
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Step 4 Click Create Now.

The following page is displayed.

Request submitted successfully.

Creating AS configuration as-config-fled...

Back to AS Configuration List

Step 5 In the AS Configuration list, view the created AS configuration as-config-f1e6.

Instance Scaling ) eate AS Grou Create AS Conflguration

——End

1.1.6.2 Creating an AS Group

Step 1 On the AS console, click Create AS Group.

Instance Scaling @ Create AS Group
AS Groups as ons

All statuses - Q

Name Status AS Configuration Current Instances Expected Instances Min. Instances Max. Instances  Operat

Step 2  Set the following parameters and then click Create Now.

® Region: AP-Hong Kong

® AZ: Select all AZs. All AZs in the same region can communicate with each other over
an intranet.

e  Multi-AZ Expansion Policy: Load-balanced
e Name: for example, as-group-CB

e Max. Instances: 3

e Expected Instances: 2

® Min. Instances: 1
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< | Create AS Group

* Region AP-Hong-Kong -

LAZ (D AZ1 AZ2 - C
+ Multi-AZ Extension Policy (@ (®) Load-balanced Sequenced

* MName as-group-CB

# Max. Instances 3

* Expected Instances (@ 2

# Min. Instances 1

e AS Configuration: Select the created AS configuration as-config-f1e6.

® VPC: Select an existing VPC from the drop-down list for VPC. If no VPC is available,
click Create VPC.

® Subnet: Retain the default value. The system automatically selects a subnet in the
VPC.

e Load Balancing: Do not use

e AS configuration Instance Removal Policy: Oldest instance created from oldest AS
configuration

® EIP: Release

e Data Disk: Release

e Health Check Method: ECS health check
e Health Check Interval: 5 minutes

e Health Check Grace Period (s): 600

e Tag: not required
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* AS Configuration as-config-fle6 +

*VPC @ vpc-default (192.168.0.0/16) ¥ C Create VPC

* Subnet subnet-c4d8 (192.168.0.0/24) ~  This subnet is used by the primary NIC.
(® Add Subnet You can add 4 more subnets. C Create Subnet

Load Balancing Elastic load balancer

* Instance Removal Policy Oldest instance created from oldest AS c..

EP Do not release

Data Disk Do not release

* Health Check Method (@) ECS health check -
ce f
* Health Check Interval (@ 5 minutes -
* Health Check Grace Period (s) (B 600
Taa T the same tag to I redefined tags
s price $0.01 USDjhour [

Step 3  Click Back to AS Group List to view the created AS group as-group-CB.

Request submitted successfully.
Creating A5 group as-group-CB...

After the AS group is created, add AS policies to it to trigger scaling actions.

Add AS Policy Back to AS Group List

Instance Scaling @

AS Groups AS Configurations

You can create 9 more AS groups. All statuses
Name Status AS Configuration Current Instances Expected Instances Min. Instances
as-group-CB 2 Enabled as-config-fle 0 2 1

Step 4 Locate the row that contains the target AS group and click View AS Policy in the
Operation column.



Instance Scaling @

AS Groups AS Configurations
Name Status
as-group-CB Enabled

Step5 Click Add AS Policy.

< as-group-CB

Overview Monitoring Instances

An AS policy defines the condition for triggering a sc

Name |= Status

Step 6 In the Add AS Policy dialog box, set the following parameters:

AS Configuration Current Instances Expected Instances
as-config-fle6
Scaling Actions AS Polidies Motifications Tags

aling action. Learn more

Policy Type 7 Trigger Condition |= Scaling Action

No data available.

e Policy Name: for example, as-policy-test1

e Policy Type: Periodic

e |[nterval: One day
e Triggered At: 18:00

e Time Range: Retain the default value.

e Scaling Action: Add 1 instance
e Cooldown Period (s): 900
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e AS e

Al statuses

Min. Instances Max. Instances

Lifecycle Hooks

Cooldown Perio...
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Add AS Policy

Policy Name as-policy-test1 |

Policy Type Alarm Scheduled

Interval ‘ One day - |

Time Zone GMT+08:00

Triggered At 18:00

Time Range ‘ Aug 12, 2020 20:52:43 — Aug 13,2020 2052 X [H |

Scaling Action | | instances

T ‘

Cooldown Period (s) (@

Step 7 Click OK and then click Add AS Policy again.

Step 8

< as-group-CB

Overview Menitoring Instances Scaling Actions AS Policies Motifications Tags

Lifecycle Hooks

An AS policy defines the condition for triggering a scaling action. Learn more

Enable Disable Delete | vyou can add 10 more policies.

[] Name y= Status Policy Type 17 Trigger Condition = Scaling Action

No data available.

Mame

Cooldown Perio..  Created |=

Set the following parameters:

® Policy Name: for example, as-policy-test2
® Policy Type: Periodic

e Interval: One day

e Triggered At: 23:00

e Time Range: Retain the default value.

e Scaling Action: Reduce 1 instance

e Cooldown Period (s): 900



Step 9

Step 10
Step 11
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Add AS Policy

Policy Name ” as-policy-test2 ‘

Policy Type Alarm Scheduled

Interval | One day - ‘

Time Zone GMT+08:00

Triggered At 2300

Time Range | Aug 12,2020 20:5412 — Aug 13, 2020 20:54.. X ‘

Scaling Action | Reduce A H 1 H instances v ‘

Cooldown Period (s) (@

Click OK.

Wait till the triggering times of both AS policies expire.

Click the Monitoring tab and reserve the changes in the number of instances triggered by
the two periodic policies as shown in the following figure.

Considering time restrictions, you can click Execute Now to make the created policy as-
policy-test1 take effect immediately. A new instance is then added.

Execute AS Policy

A Are you sure you want to execute this AS policy
now?

ame
aspoliytstt ASDONCT-bT6-4168.9503- 734038,

Lo

¢ asgroup-cB Disable Modity
Overview | Manitoring Scalling Actions | ASPolicies  Notifications  Tags  Lifecyrle Hooks

add Remove Remove and Delete Mo - | @ protected @0 I

[ Hame Uifecycle Status T Health Status T Instance Protection Added Operation

E‘ a5 conlig-11e5-UAGWUYMG Adding to AS grovp < wualzng aconfig 11es Auatomatic Aug 12,2020 205721 GMTA0B00  ermave | Rermove and Delete
[ ss-config-fes-26qU4L40 Enabled @ normal as-contig-f1e6 Automatic a» Au 12,2020 205051 GMT-0B00  Remiove | Remove and Delete
[ as-config-fles-FAGQZQSE Enabled © Normal as-config-N1es Aatomate a» A0 12,2020 205051 GMT-QED0  Remiove | Remove and Delete

~---End
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1.1.6.3 (Optional) Creating a Bandwidth Scaling Policy
Step 1 On the management console, choose Service List > Computing > Auto Scaling.

Step 2 In the left navigation pane, choose Bandwidth Scaling. Click Create Bandwidth Scaling
Policy.

Bandwidth Scaling (%

(oo s

Step 3 Set the following parameters:

® Region: AP-Hong Kong

® Policy Name: for example, as-policy-test

e Resource Type: EIP. Select an existing EIP or create a new one.
e Policy Type: Scheduled

e Triggered On: Retain the default setting. Generally, the value is several minutes later
than the current time.

e Scaling Action: Set to 5 Mbit/s
e Cooldown Period (s): 300

< Create Bandwidth Scaling Policy

Region AP-Hong-Kang

a5 policy test
B e ancuaan

EP 11983327 v | C BuyElR

Bandwidth Size 1 Mbit/s Only pay-per-use shared bandwidths of EIPs can be scaled.

R— o —

GMT+08:00

Triggered On Aug12,2020203022 X [@

Scaling Action Set to v 5 Mbit/s

Cooldown Peried (s) (2 300
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Step 4 Click Create Now.

Step 5 Wait for a short while and then return to the page that displays the bandwidth scaling
policy list.

Bandwidth Scaling @

Name Status AS Resource Policy Type Trigger Condition Sealing Action

as-policy-test Enabled Do Scheduled Triggered On: Aug 12, 2020 21:20:00

Step 6 Locate the row that contains the target policy and click the EIP.
On the page that displays the details about the EIP, the bandwidth has been changed to

5 Mbit/s.
Bandwidth Tags
ecs-Windows2012-bandwidth-b1e1 £ Pa
2407a7-0458-452a-9866-1476145888b4 [T View Metric ‘
Bandwidth
Dedicated
——-End

1.2 Container Operations

1.2.1 Introduction

This exercise involves ECSs and Docker containers, including creating and logging in to an
ECS, creating, viewing, and running a Docker container, building a Docker image, and
setting up a private registry.

1.2.2 Objectives

Upon completion of this exercise, you will be able to:
e (Create, view, enter, and run a container.

e Build a container image.

® Set up a private registry.

1.2.3 Tasks

In this exercise, you will perform container-related operations on the ECS.
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1.2.4 Basic Container Operations
1.2.4.1 Logging In to the ECS

Step 1
Step 2

Create a Linux ECS. If an existing Linux ECS is available, skip this step.
Log in to the ECS.

e Username: root
e Password: Enter the password you set when creating the ECS.

CentDS Linux 7 (C

.el?. x86_64 on an =B6_64

ailed login: Tue Jun 9 13 Z8ZA on ttyl
were 3 failed login attemp the last successful login.

kelcome to Huawei Cloud Service

[rootBecs-1inux ~ 1%

If information highlighted in the red box is displayed, you have logged in to the ECS
successfully.

---End

1.2.4.2 Installing the Docker Environment

Step 1

Step 2

Check the kernel version of the system.

uname -r

lrootlie

3.18.8-

Log in to CentOS as user root. Update the Yellowdog Updater, Modified (YUM) package
to the latest version.

sudo yum update

YUM is a free, open-source RPM package management tool in Linux. Enter y in the
subsequent operations.

i 7.6 kB ©H:806:88
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perl-macros
plymouth
plymouth-core-1i
plymouth
olicycoreuti

ps
python
python-§

I-mime-info

3-16
1.1.31-51.e

this ok

ME B8 :88:36

r . plumouth . xB6_6
plymouth-co i _| B .33.28148113 .17 . cent: plymouth
policyco
postf
puthon
puthon-1ib
python-u

pm-build-11t
rpm-python . =8
ibh_b4

54.e17_8

72.e1?

Step 3 Install the required software package (yum-util provides yum-config-manager
functionality).

sudo yum install -y yum-utils device-mapper-persistent-data lvm2



HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 46

y yum-utils device-mapper-p

B will

package :

/:1.82.164-¢
inst

nt . :
1.1-5.el? wi lled
for p 21 pyth kitchen-1.1.1-5.el’

will be in 11

1led

Step 4 Set the yum source.

sudo yum-config-manager \--add-repo \https://download.docker.com/linux/centos/docker-ce.repo

cer . com 1 i (Er—CE . I'epo

icker-ce . repo

.repo to selcsyum.repos.dsdocker-ce.repo

Step 5 View Docker versions in all repositories and select a specific version for installation.

yum list docker-ce --showduplicates | sort -r
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1% yum list do

1
ched hostfi

m
r.bit.edu.cn
cin

Step 6 Install Docker. Enter y in the subsequent operations. (The installation duration depends

on the bandwidth of the ECS. If a small bandwidth is used, you may need to wait for 5 to
10 minutes.)

sudo yum install docker-ce
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-4.el? will be installed
5-8.e1? will be install
64 B:2.5-14.el? will be i
python-IP 5
too

xB6_64

76 kD 60:08:88
48 kB ©H0:88:88
kB ©88:88
AS1 ignature,

do e-19. > 6_64.rpm iz not installed
ce-19.63.11

|11
88

Total 2.9 ] BB:68:38
Retri / 5/

r-ce.xib_64

y I le
dit-1ibs-python.xB

If an error occurs during the installation, you can manually input the command. Pay attention to
the command format and the space between commands. You can also install Docker in other
methods.

Step 7 Start Docker and add it to the startup items list.

sudo systemctl start docker
sudo systemctl enable docker
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“18 sudo s 4 start docker

Step 8 Check whether the installation is successful. If the command output contains client and
service, Docker is installed and started successfully.

docker version

It do

gine -

H.18.8
fe

——End

1.2.4.3 Running a Container
Step 1 Create an httpd container named huawei.
docker create --name huawei httpd

name huawei httpd
locally

: 1 bz 635f
Down loaded newer image for

888dcd 1e 7 Beedbba3c?Z20bI 4

Step 2 View the container status.

docker ps -a
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x 1t docker ps -a
IMAGE COMAND CREATED STATUS FORTS HAMES

httpd "httpd-foreground”  About a minute ago Created huawe i

Step 3  Start the huawei container.

docker start huawei

[rootlPecs-1linnz ~ It docker start huawei

Step 4 Check the huawei container status again. The status is Up.

docker container s

r container l=

COHMAND

"httpd-foreground"”

Step 5 Stop the huawei container and verify that the container is in the Exited state.

docker stop huawei
docker ps -a

T docker stop huawei

COHRHD CREATED STATUS

hitpd "httpd-foreground” 8 minutes ago Exiteds(B)nfibout a m

Step 6 Delete the huawei container and check the container information.

docker rm huawei
docker ps -a

COMMAND

The container is deleted successfully.
----End

1.2.4.4 Entering a Container Using the docker exec Command

Step 1 Run an httpd container named httpd1 at the backend and map its service port 80 to port
8080 of the host machine.

docker run --name httpd1 -d -p 8080:80 httpd
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[rootiecs-linux ™ I# docker run —-—nmame hitpdl -d -p GHEH:BH httpd

1f 1dcd65d 2cBde4Bad 12cBf BeBdBcef da98cB5babf 1638bdb556a1d4d 11 Bd4e8
Step 2 Access the container httpd1.

curl 127.0.0.1:8080

[rootPecs-linux " 18 curl 127.4.8.1:86884

{html ><body><h1>It works?<{ hl><{ body><{ html>

Step 3  Enter the container httpd1.

docker exec -it httpd1 bash

[rootPecs-1inux 18 docker exec -it httpdl bash

root@1f 1dcdeSd2cB : susr~ local apacheZn ls
bin build cocgi-bin conf error htdocs 1cons  Iinclode logs modoles

Step 4 Modify the static files in the httpd1 container and enter exit to exit.

cd htdocs

ls

echo "update to httpd" > index.html
exit

root@1f1dcd65d2c #loc ] # cd htdocs
rootiélt ldcdbSdLcH 5
i hitml
P1fldcdet H s heZshtdocs#t echo “"update to httpd” > index.html
rooti1f 1dcdbSd L slocalsapache-htdocs#t exit
exit
[rootlecs-1inux ~

Step 5 Access the container httpd1 again. If the container can be accessed, the exit does not end
the container process.

curl 127.0.0.1:8080

[rootlPecs-linnx It curl 127.H.H.1:8488H

update to httpd
Lrootlecs-11nux I

~---End
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1.2.5 (Optional) Building a Container Image Through Dockerfile

Step 1

Step 2

Step 3

Create a dockerfile folder in the /root directory.

mkdir dockerfile

[rootBecs-linux 18 mkdir dockerfile

[rootBecs-1inux ~1#

Create a Dockerfile file named dockerfile1.

cd dockerfile
touch dockerfile1

[rootPecs-linux " 1# mkdir dockerfile
[rootlecs-linux — 1# cd dockerfiles

[rootPecs-1linux dockerfilel#t touch dockerflfilel

Edit the dockerfile1 file using the vi editor.
vi dockerfile1

Enter the following content:

FROM httpd

MAINTAINER Gale@Huawei.com

RUN echo “dockerfile test"> /usr/local/apache2/htdocs/index.html

Press Esc and run the :wq command to save the configuration and exit.
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Step 4 Build an image named httpd:vi1.

docker build -t httpd:v11 -f dockerfile1 /root/dockerfile

entered d
ent re
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Step 5 View the built image.

docker images

-linux ~14 docker images i . hitml

l_lll L Wl 2 |:|_|_| [n]
latest i

s-linu= I

Step 6 Run a container created from the image httpd:v11.

docker run -d -p 8081:80 httpd:v11

[rootlecs-1linux ~1# docker ruan -d -p 8HE1:84 httpd:iull

bESTac2bbbS569aelcBd Ich 54588 1 22542h6e? Y ceede V7 2d Yeab 1540092685

Step 7  Access the container.

curl 127.0.0.1:8081

1.2.6 (Optional) Setting Up a Private Registry
Step 1 Create a myregistry folder in the /root directory to store the private registry.

mkdir myregistry

[rootBecs-linux 718 mkdir myregistry

Step 2 Run a registry container and map the host's port 1000 to the container's port 5000 and
mount the folder created in the preceding step as the image storage folder.

docker run -d -p 1000:5000 -v /root/myregistry:/var/lib/registry registry
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dockerd:

It curl

egistry regis

Step 3 Change the format of httpd:v11 to the format required by the registry.

docker tag httpd:v11 127.0.0.1:1000/michael/httpd:v11
docker images

Step 4 Upload the michael/httpd:v11 image to the registry.

docker push 127.0.0.1:1000/michael/httpd:v11

dbf 1dc49c1d siz

Step 5 View the image in the registry.
curl 127.0.0.1:1000/v2/_catalog

I ocurl 147 .H.H. 10 1HHHAY s cata log

:["michael httpd"1)
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Step 6 Delete the httpd:v11 image from the host.

docker rmi httpd:v11

[rootlecs-1inux shaZboli docker rmi httpd ol

Untagged: httpd:wll
----End

1.3 Deleting Resources

Step 1 Delete the ECSs.

Elastic Cloud Server @ Quick Links
= Renw oo
G : s o
o it
] i '
Step 2 Delete the private images.
Image Management Service (7 B
B mMame = staus OS Ty g sk C G E d ed
]
=
Step 3 Delete the AS group and configuration.
=]
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Step 4 Delete the subnet and then delete the VPC.
----End
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Storage Services

2.1 EVS

2.1.1 Introduction

EVS provides persistent block storage for computing services such as ECS and BMS. EVS
offers high availability and durability with extremely little latency thanks to advanced
data redundancy and cache acceleration capabilities. You can format your EVS disks,
create file systems on them, attach them to ECSs, and use them for persistent data
storage. This section describes how to purchase an EVS disk and then attach the disk to
an ECS.

2.1.2 Objectives

Upon completion of this section, you will be able to:

®  Purchase an EVS disk.

e Attach an EVS disk to an ECS.

® |nitialize the EVS disk (on a Windows or Linux server).
® Use snapshots.

2.1.3 Tasks

You can expand the capacity of an EVS disk to meet the requirements of the service
system or production environment. You can attach an EVS disk to an ECS or detach it
when it is no longer needed. This example describes how to attach an EVS disk to a
Windows or Linux server.

e A system disk is automatically created and attached when an ECS is purchased.
System disks cannot be purchased separately.

e |f you purchase a data disk when creating an ECS, the system automatically attaches
the data disk to the ECS. You can also purchase a data disk separately and attach it
to the ECS later.

2.1.4 Attaching an EVS Disk to a Windows ECS

2.1.4.1 Purchasing an EVS Disk

In this section, an ECS running Windows Server 2012 R2 Standard 64bit English (40GB)
purchased in the AP-Hong Kong region will be used as an example to illustrate the
process.



Step 1

Step 2

Step 3

Step 4
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In the AP-Hong Kong region, buy an ECS running Windows Server 2012 R2 Standard
64bit English (40GB) by referring to instructions in section 1.1.4.1. You can also use an
existing ECS running Windows Server 2012.

Log in to the management console and choose Service List > Storage > Elastic Volume
Service.

= Service List >
& Elastic Cloud Server Recently Visited Services: Elastic Cloud Server Cloud Container Engine Image

Identity and Access Management
¢ Relational Database Service

Computing Storage
Auto Scalin
a aing Elastic Cloud Server | Elastic Volume Service
=) Bare Metal Server Auto Scaling | Dedicated Distributed Storage Servi...

Image Management Service Storage Disaster Recovery Service
r, Elastic Volume Service - g = ?
Dedicated Host Cloud Server Backup Service
= volume Backup Service _ ~ .
Cloud Container Engine Cloud Backup and Recovery
@ Wirtual Private Cloud Bare Metal Server | Volume Backup Service

FunctionGraph
Elastic Load Balance

Dedicated Cloud
Elastic IP

Scalable File Service

Click Buy Disk.
Elastic Volume Service ( - F E

Process Flow

Buy Disk Attach Disk initialize Disk

Configure the basic information about the EVS disk.

e Billing Mode: Pay-per-use
e Region: AP-Hong Kong
e AZ:Select the AZ where the ECS is located.

e Disk Specifications: Select Common I/O. If Common I/O is unavailable, select an
available one.

e (Capacity: 20 GB

e Auto Backup: Deselect it.

®  More: Skip this parameter.

o Disk Name: volume-winadded (user-defined)
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< Buy Disk
Billing Mode Yearly/Monthly

Disks are billed based on capacity and duration of use, and fees are paid after use. Select this option if your requirements may change over time

Region AP-Hong-Kong v
ed acr ternal network connections

AZ @
Disk specifications High 10 - 20 +|GB @ select Data Source v

OPS limit: 1,320, 10PS burst limit: 5,000
Auto Backup [ Recommended |

it is recommended that you back up EVS data. The cost of backups will be included in the final bill 1 GB of backed up data will cost $0.046 USD per mont
More v Share | SCSI | Encryption | Tag
Disk Name volume-winadded

f you buy mul

four-digit number. For
Quantity 1 =+ | You can create 395 more disks. You can create a maximum of 100 disks at a time. Increase Quota

Step5 Click Next.

Step 6 On the Details page, confirm the disk configuration and click Submit to start the creation.
If you need to modify the configuration, click Previous to modify parameters.

Details
Resource Configuration Billing Mode Quantity Subtotal
Region Hong-Kong
AZ1
Data Source Not required
20
Disk High 1o Pay-per-use 1 $0.004 USD/hou
No
veD
Disk Sharing Disabled
Disk Name volume winadded

Step 7 Return to the disk list and take note of the disk status on the Elastic Volume Service
page. When the disk status changes to Available, the disk creation is complete.
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Elastic Volume Service & @ Process Flow

Process Flow

uy Disk Expand Disk

-

Buy Disk

Disk Name Status Disk Specificat.. ¥ Function Server Name Disk Sharing 7' Device Type Encrypted v

Data disk - Disabled VED No AT

——End

2.1.4.2 Attaching an EVS Disk to an ECS

EVS disks purchased separately are automatically data disks. In the disk list, the function
of such disks is displayed as Data disk, and the status is displayed as Available. Now you
need to attach the data disk to an ECS.

A system disk is purchased and attached to an ECS automatically when you purchase the
ECS. In the disk list, the function of such a disk is displayed as System disk, and the status
is displayed as In-use. If a system disk is detached from an ECS, the disk function changes
to Bootable disk, and the status changes to Available. A non-shared EVS disk is like an
SSD or SATA disk purchased for a regular PC. After being attached to an ECS, it functions
as regular hard drive, like a D or E drive on a PC.)

Step 1 Locate the disk in the list and click Attach. The Attach Disk dialog box is displayed.

Elastic Volume Service & @ Process Flow

Status Disk Specificat.. ¥ Function Server Name Disk Sharing ¥ Device Type Encrypted AZ v

o
Han | Data disk - Disabled VBD No ATl
2068

Step 2 Select the target Windows ECS and select a mount point from the drop-down list. Ensure
that the EVS disk and ECS are in the same AZ.
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X
Attach Disk
Diskvolume-winadded | Hong-Kong | AZ1 | VED | Non-shareable
Mame v Q||C
Name Mount Point (%) Status VW Image Private IP ...  EIP
d ecs-windows2012 Data disk Running Windows .. 192.168.0.. 119.833.27

Step 3  Return to the disk list page. The status of the disk is Attaching, indicating that the disk is
being attached to the ECS. When the disk status changes to In-use, the disk has been
attached to the ECS, but will still need to be initialized before it can be used.

0 The attaching process is NOT completed yet. You must
You can :reaLeVSBA more disks. The disks can use up to 32,428 GB of storage space. initialize the disk before using it.
To renew multiple disks at a time, switch to the Renewals page.
Delete All statuses = | | Disk nami
[] Disk Name Status Disk Specificat.. ¥ Function rerypted AZ 7
[ volume-winadded © In-use 292;!0 Data disk [ ox | o AZ1

Step 4 Switch to the ECS list, select the Windows ECS that the EVS disk was attached to, and
click Remote Login.

Elastic Cloud Server @

F5 Quick Links m
The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in.
More ~ cl s
Name/ID v Status ¥ Biling Mode ¥ Operation
ecs-windows2012 .
f21b2ed-3886-4374-8841-002425763773 At Running

Pay-per-use ]
Created on Aug 13,2020 10014 | Remote Lo

Step 5 On the ECS desktop, choose Start > Server Manager.
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Windows Administratee
Server Manager PowerShell Tools

o -

Task Manager

= £

Contrel Panel Internet Explorer

Step 6 In the left navigation pane, choose File and Storage Services > Disks.

= Server Manager -8 .

DISKS

Servers

Volumes

i
m Storage Focls Number Virtual Disk ~ Status Capacity Unallocated  Partition  Read Only  Clustered ubsystem  Bus Type

4 ecs-windows2012 (2)

0 Online 400GB 0008 MBR SCSI
1 Online 200GB  200GB Unknown Scsi A
[
refreshed
VOLUMES STORAGE POOL
Related Volumes | 2 tota! TASKS - Red Hat VirtlO SCSI Disk De o TASKS =
2 - v
a Status Provisioning Capacity Free Spa

4 ecs-windows2012 (2)

WAVolume{Sc... I50MB 722 MB

c Fixed 397 GE 227 GB

Step 7 If the newly attached disk is in the Offline state, right-click in the disk and choose Bring
Online from the shortcut menu. If the newly attached disk has not been initialized, right-
click the disk and choose Initialize from the displayed menu.



r Manage  Tools

a
4]
51
4

4

B

in

7

G

4

1= Servers
-l Volumes e o B~ @~ >
m Storage Pools Number Virtual Disk  Status Capacity Unallocated  Partition Read Only Clustered Subsystern Bus Type N
4 ecs-windows2012 (2)
i} Online 400GB 000 MBR scsl H

Online 200GB 20.0GB pknown
New Volume...

Take Offline

[ " >
Last refrashed on 8/1
VOLUMES STORAGE POOL
TASKS Red Hat Virtl0 SCSI Disk Device on ecs-windows2... | TASKS ¥

Related Volumes | 0 tota

No related storage pool exists
Vo related storage poel exists

To create a volume, start the New Wolum.

f Task Progress

Initializing disk

Server Name Name Task Progress Status

ecs-windows2012 Red Hat VirlD 5C Initializing disk Runining

Step 8 Right-click at the unallocated partition and choose New Volume from the shortcut menu.

f' Manage  To

DISKS _
[ Servers |E| Al disks | 2 total TASKS _w
] Volumes — =
= Filter 0 B H~¥ ~
m Storage Pools Mumber Virtual Disk ~ Status Capacity Unallocated  Partition  Read Only  Clustered  Subsystem  Bus Type

4 ecs-windows2012 (2)
0 Cmline 400GB  000B MEBR

Online 200GB  199G8

New Valuy e

Rescan $tofage
Refresh

< "

Last refreshed on 8/13/2020 10:34:52
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Step 9 On the displayed New Volume Wizard, click Next.

Before you begin

Server and Disk

I 1 )

This wizard helps you create 2 velume, ascign it a drive letter er folder, and then farmat it with a file
system.

You can create a volume on a physical disk or a virtual disk, A virtual disk is a collechion of one or
mare physical disks from a previously created storage pool. The Layout of data across the physical
disks can increase the reliability and parformance of the valumea.

To continue, click Next.

] Don't show this page again

< Previous Next > Create Cancel

Select the server and disk

Befors You Bzgin

Size

Drive Letter or Folder

Server
Prowision to Status Cluster Role Destination
ecs-windows2012 Online Not Clustered Local
Disks
Cusk Virtual Disk  Capacity Free Space  Subsystem
Dhsk 1 20.0 GB 199 GB

Step 10  Specify the volume size and click Next. The default value is the maximum size.

Page 65
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L e ==

Specify the size of the volume

Befors You Begin Available Capacity: 195 GB

Server and Disk Minimum size: 8.00 MB

Valume size: 19.9

Drrive Letter or Folder

< Brevious | | HNext[s | Create Canerl

Step 11 Assign a drive letter and click Next.

Assign to a drive letter or folder

Select whether to assign the volume to a drive letter or a folder, When you assign 2 volume to 2

Befors vYou Begin
folder, the volume appears as a folder within a drive, such as DAUserData.

Server and Disk

Size Assign to:
Dt
File System Settings C) The fallowing folder:

) Don't assign to a drive letter or folder,

|¢ﬁam|| Mext > | Create Caneel

Step 12 Select Format this volume with the following settings, set parameters based on actual
requirements, and select Perform a quick format. Then click Next.
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& Computer Management - u] x
File Action View Help
&= x5 iE =
& Computer Management (Local [ Volume [ Layout [ Type [ File System [ Status [ c [Actions
~ [l System Tools = | New Simple Volume Wizard | Partition) 3¢ Disk Management -
> (1) Task Scheduler - 5(
Event Viewer Format Partition More Actiens »
> @z Shared Folders To store data on this partition, you must format it first
> & Local Users and Groups
> (&) Performance
Choose whether you wart to format this volume, and if so, what settings you want to use
& Device Manager
v 25 Storage
> ¥ Windows Server Backug () Do not format this volume
& Disk Management (®) Formizt this volume with the following settings:
> s Services and Applications Fils system: NTFS )
<4 ] Perfom a quick fomat ’
= [ Enable file and folder compression
Ba
40,
On Part
<Back | MNet> | | Cancel
= Disk 1
Basic
99.88 GB 99.33 GB
Online Unallocated

"
v

B Unallocated Bl Primary partition

Step 13 Confirm the settings and click Create.

EBeforz You Begin

Server and Disk

L

Drive Letter or Folder

File Systam Settings

Confirm selections

Confirm that the following are the correct settings, and then click Create.

WVOLUME LOCATION

CErver ecs-wandows2012
Diske Disk 1

Free space: 199 GB
WOLUME PROPERTIES

Volume size: 199 GB

Drive letter or folder: Dy

Volume label: New Volume

FILE SYSTEM SETTINGS

File system: NTFS
Shart file name creation: Disabled
Allocation unit size: Default
< Previous Mext > |

Step 14  After the creation is complete, click Close.
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Completion

Task

Gather information
Create new partition
Farmat volume

Add access path
Update cache

You have successfully completed the New Volume Wizard.

Progress Status

I o pleted
I ompleted
I o pleted
I ompleted

—— mpleted

< Previous MNext > | | Close || Cancel

Switch to This PC.

If a new drive is displayed, the disk has been successfully attached to the ECS.

Computer View

+ ||l,l v ThisPC »

w & | [ SearchThisec

v

» |

T Favorites 4 Folders (6)
B Desktop
4 Downloads h Desktop
5] Recent places
5 This BC h Downloads
i Desktop
| Documnents h Pictures
A Downloads
A Music

4 Devices and drives (2)

I:l Documents
b Music

Videos

New Volume (D:)

= Pictures )
- ¢ aml Local Disk (C:)
8 Videos S I
i Local Disk (C:) 22,6 GB free of 30.6 GB

@ Mew Volume (k)

ﬁ Metwork

8 ibems

| =" |
SV rcnne e 9808

——End
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2.1.5 Attaching an EVS Disk to a Linux ECS

Step 1 Buy a Linux ECS by referring to instructions in section 1.1.4.1. In this example, an ECS
running CentOS 7.6 64-bit is used, but the tool used, fdisk, should be the same regardless
of which Linux distribution you select.

astic Cloud Server @ 7 Quick Link

The passward reset plug-in can now be installed after creating an ECS. Learn how to Install the plug-in.

More v

1P Address

1021680.48

Step 2 Purchase a non-shared EVS disk and attach it to an ECS by referring to instructions in
section 2.1.4. Ensure that the data disk is in the same AZ as the Linux ECS.

sssssss

Step 3 Remotely log in to the Linux ECS and run the following command to view the newly
added data disk:

fdisk -
[root@ecs-1linux ~]# fdisk -1

Disk /dev/vda: 42.9 GB, 42949672960 bytes, 83886080 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x0002af06

Device Boot Start End Blocks Id System
/dev/vdal * 2048 83886079 41942016 83 Linux

Disk /dev/vdb: 10.7 GB, 10737418240 bytes, 20971520 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
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The command output shows that the ECS has two disks, system disk /dev/vda and data
disk /dev/vdb.

Step 4 Use fdisk, the disk partitioning tool, to partition the new data disk. In the example here,
we are partitioning disk /dev/vdb, so the command is as follows:
fdisk /dev/vdb

[root@ecs-1linux ~]# fdisk /dev/vdb
elcome to fdisk (util-linux 2.23.2).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table
Building a new DOS disklabel with disk identifier 0x35a056c7.

Enter n and press Enter to create a partition.

Command (m for help): n

Partition type:
p primary (0 primary, 0 extended, 4 free)
e extended

Step 5 In this example, a primary partition is created. Therefore, enter p and press Enter to
create a primary partition. Primary partition number 1 is used in this example. Enter 1
and press Enter.

Select (default p): p
Partition number (1-4, default 1): 1
First sector (2048-20971519, default 2048):

First sector indicates the start cylinder number. The value range is 2048 to 20971519, and
the default value is 2048.

Step 6 Select the default first cylinder number 2048 and press Enter.

Command (m for help): n

Partition type:
p primary (0 primary, 0 extended, 4 free)
e extended

Select (default p): p

Partition number (1-4, default 1): 1

First sector (2048-20971519, default 2048):

Using default value 2048

Last sector, +sectors or +size{K,M,G} (2048-20971519, default 20971519): N

Last sector indicates the last cylinder number. The value range is 2048 to 20971519, and
the default value is 20971519.



Step 7

Step 8

Step 9

Step 10
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Select the default last cylinder number 20971519 and press Enter.

Command (m for help): n

Partition type:
p primary (@ primary, 0 extended, 4 free)
e extended

Select (default p): p

Partition number (1-4, default 1): 1

First sector (2048-20971519, default 2048):

Using default value 2048

Last sector, +sectors or +size{K,M,G} (2048-20971519, default 20971519):
Using default value 20971519

Partition 1 of type Linux and of size 10 GiB is set

A primary partition has been created for a 10 GB data disk.
Enter p and press Enter to view the details of the new partition.

Command (m for help): p

Disk /dev/vdb: 10.7 GB, 10737418240 bytes, 20971520 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x35a056c7

Device Boot Start End Blocks Id System
/dev/vdbl 2048 20971519 10484736 83 Linux

Details about the dev/vdb1 partition are displayed.

Enter w and press Enter to write the changes to the partition table.

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
S ] disks.

Note that if you want to exit fdisk without keeping the changes made before, input q.

Run the following command to synchronize the new partition table to the OS:

partprobe
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Step 11 Run the following command to create an ext4 file system format for the created
partition;

mkfs -t ext4 /dev/vdb1

[root@ecs-1linux ~]# mkfs -t extd4 /dev/vdbl
mke2fs 1.42.9 (28-Dec-2013)
Filesystem label=
0S type: Linux
Block size=4096 (log=2)
Fragment size=4096 (log=2)
Stride=0 blocks, Stripe width=0 blocks
655360 inodes, 2621184 blocks
131059 blocks (5.00%) reserved for the super user
First data block=0
Maximum filesystem blocks=2151677952
80 block groups
32768 blocks per group, 32768 fragments per group
8192 inodes per group
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632

Allocating group tables: done

riting inode tables: done

Creating journal (32768 blocks): done

riting superblocks and filesystem accounting information: done

The formatting takes little time. Do not exit until the task status changes to done.

Step 12 Run the following command to create a mount point /mnt/sdc:

mkdir /mnt/sdc

Step 13 Run the following command to mount the new partition to the mount point created in
the previous step:

mount /dev/vdb1 /mnt/sdc

[FrootPecs-1inux ~ 180 mkdir smnt-sde

sdevsudbl smntszsdc

[rootEecs-1inux ~ 14

Step 14  Run the following command to view the results:

df -TH
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[root@ecs-1linux ~]# df -TH
Type Size Avail Use% Mounted on
devtmpfs 509M 509M 0% /dev
tmpfs 520M 520M 0% /dev/shm

tmpfs 520M 513M 2% /run

tmpfs 520M 520M 0% /sys/fs/cgroup

extd 43G 386 6% /

tmpfs 104M 104M 0% /run/user/0
/dev/vdbl extd 116 38M 9.96 1% /mnt/sdc

The new partition /dev/xvdb1 is mounted to /mnt/sdc.
---—-End

2.2 OBS

2.2.1 Introduction

OBS is a stable, secure, efficient, and easy-to-use cloud storage service. It supports
standard REST APIs, and can store unstructured data of any amount and types. This
section describes how to use OBS Browser+ to manage object storage.

2.2.2 Objectives

Upon the completion of this section, you will be able to:
e [nstall OBS Browser+.

e Use basic OBS Browser+ functions, such as creating buckets and folders, uploading,
downloading, and deleting files or folders, and deleting buckets.

2.2.3 Tasks

When you log in to the OBS console using your HUAWEI CLOUD account or as an IAM
user, OBS authenticates your account or IAM user credentials.

When you access OBS using the tools (OBS Browser+ or obsutil), SDKs, or APIs, instead of
your HUAWEI CLOUD account or IAM user account, OBS requires the access keys (AK
and SK) for authentication. Therefore, you need to obtain the access keys (AK and SK)
before you access OBS using any methods other than OBS Console.

2.2.4 Preparations
2.2.4.1 Obtaining AK and SK

Step 1 In the upper right corner of the console homepage, select My Credentials under the
username.
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L...—:_0C 1ol momc oo a

Basic
My Credentials

Identity and Access Management

Step 2 Select Access Keys and then click Create Access Key.

Projects

Access keys can be downloaded only once after they are generated. Keep them secure, change them periodically,

I@ Create Access Key | fou can create 2 more access keys

Access Key ID =  Description

Step 3 In the Create Access Key dialog box, enter the email or SMS verification code. Click OK to
automatically download the file.

Create Access Key

Email Address wrwi@huawel.com

* Verification Code

)
Lr
wn

m Cancel

Step 4 Save the key file when prompted.



HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 75

Projects
Access keys can be downloaded only once after they are ge

@ Create Access Key
Access Key ID 1=

ABMN3FL

Ba credentials.csv ~

Keep the access keys properly.
Step5 Open the downloaded file, credentials.csv, to obtain the AK and SK pair.
---—-End

2.2.4.2 Downloading and Initializing OBS Browser+
Step 1 On the console homepage, choose Service List > Storage > Object Storage Service.

= semice List | >

¢ Elastic Cloud Server Recently Visited Services: Elastic Cloud Server Elastic Volume Service

- ) Auto Scaling | Virtual Private Cloud
7% Relational Database Se._..

Computin Storage
i Auto Scaling . g g
Elastic Cloud Server } | Elastic Volume Service |
¢y Bare Mefal Server Auto Scaling L Dedicated Distributed Storag...
Elastic Volume Service Image Management Service Storage Disaster Recovery S..
_ ] Dedicated Host Cloud Server Backup Service
Volume Backup Service )
Cloud Container Engine Cloud Backup and Recovery
@ Virual Private Cloud Bare Metal Server ] Volume Backup Service i
. Elastic Load Balance FunctionGraph Object Storage Service
Dedicated Cloud Data Express Service

(%) Elastic IP
Scalable File Service

Step 2 On the OBS console, download the OBS Browser+ software package based on the
operating system of your local PC.
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Object Storage
Service

Object Storage Service (2  Open Source Software Notice

| Object Storage OBS Browser+ & Download obsutil t. Download

Parallel File System GU
up

ports basic operations on buckets

My Packages € Learn more Learn more

Data Express Service &

CDN L4

a OBS Browser+ Tool

Doc  Windows (32-bit)  Windows (64-bit)

Step 3 Decompress the downloaded software package and install it.

——End

2.2.4.3 Logging In to OBS Browser+

Enter the account information and log in to OBS Browser+ using the AK.

@ OBS Browser+ - X

AK Login Authorization Code Login

OBS Browser+

©

‘OBS Browser+ is a new GUI-based desktop N
application for comprehensive bucket and object Access Path @
management. With support for batch operations and

custom configurations, OBS Browser+ is suitable for

a wide range of service scenarios. It provides stable

h - (% Rememb keys. @

performance and high efficiency, a good helper for B2 Remember my access keys.

oddmasen T
Obtain Access Keys LoginHelp | More v

OBS Browser+ can save the login details for up to 100 accounts. If a proxy is required to
access your network environment, configure the network proxy before login.
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2.2.5 Using OBS Browser+

Step 1

Step 2
Step 3

Step 4

Create a bucket.
The bucket name must be globally unique.
Create a folder in the bucket.

Drag a file from a local path and drop it to the created folder.

OBS Browser+ supports drag-and-drop upload. Drag one or more files or folders into the
object list of a bucket or a parallel file system on OBS Browser+. You can even drag a file
or folder directly to a specified folder on OBS Browser+. This drag-and-drop functionality
makes it easy to upload files to OBS. For details, see OBS Best Practices.

Y7 Favorites {8} Settings (O About (D OnlineHelp 2 &2 =
| Object storage Bucket List / test-0011 / 111 g
Parallel File
T — QERERER | Total objectsERRRERRE Used storage space: R
T = 4 7 Q .
bl Buches I, Upload | | B7 Create Folder | &L ] C

Task Name (= Storage Class = Size = Last Modified = Operation

Management

Share a folder with another account.

OBS Browser+ provides folder sharing and authorization code login functions, allowing
you to easily share a folder with other accounts for a specific length of time. To share a
folder, log in to OBS Browser+, right-click the folder you want to share and choose Share,
or click More > Share in the operation column.

- 0OX
OBS Browser+ o

¢ Favorites (8} Settings (D) About (?) OnlineHelp 2 SCCHSSy0.. () LogOut

Object St
| Object Storage Bucket List / test-0011 / 111 o

Parallel File
System

Q cn-north-7 | Total objects:10771 | Used storage space:5.27 GB

Share Folder

n object name prefix. Q

External Bucket

N Operation
ek Folder Name test
Management & LT
URL Validity Period (3 | 1day .
Access Code
Share URL Create Share

Close

——End


https://support.huaweicloud.com/intl/en-us/browsertg-obs/obs_03_1006.html
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2.2.6 Versioning

Step 1 Log in to the OBS console and click Create Bucket.

Object Storage Service (5 Open Source Software Notice

| Object Storage OBS Browsers L Download | obsutil L Downlosd  obsfs

Bucket Name 4= Storage Class 1= Region V i= Used Capacity 1= Objects @ Created = Operation

Step 2  Set the bucket information as follows:

® Region: AP-Hong Kong

®  Bucket Name: Enter a name that is globally unique.
e Storage Class: Standard

e Default Encryption: Disable

Region AP-Hong-Kong -

Bucket Name hkobs

Storage Class Standard Infrequent Access Archive

Default Encryption & Enable Disable

Direct Reading Direct reading of Archive data is supported in the following region: CN East-Shanghail, CN North-Beijingd, CN South-Guangzhou,
Tags t is recommended that you use TMS's predefined tag function to add the same tag to different cloud resources.
You can add 10 more tags

Buckets are billed on a per-use basis.
Bucket creation is free of charge. You will be billed for the service only after using billable items. Pricing

Step 3  Switch back to the bucket list and view the newly created bucket.

You can create 99 more buckets on the console.
Bucket Name 1= Storage Class 1= Region V 1= Used Capacity =

hkobs Standard AP-Hong-Kong 0 byte


https://storage-intl.huaweicloud.com/obs/?region=ap-southeast-1&locale=en-us#/obs/manager/buckets
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Step 4 Click the bucket name. On the Objects tab page, click Upload Object upload a file from a
local path.

Obiject Storage / hkobs [T

Objects Deleted Objects Fragments

Objects are basic units of data storage. In OBS, files and folders are treated as objects. Any file type can be uploaded and managed in

 —
| | Upload Object || ‘ Create Folder Restore Delete Change Storage Class
[ Name = Storage Class = Size 1=
x
Upload Object How to Upload a File Greater than 5 GB?
Storage Class Infrequent Access Archive
ading a file/folder with the name that already exists
Remove All Add File 1/100 Files Size 8096 KB

Name Size Operation

F P1PNG 80.96 KB Remove

Encryption

KMS encryption

Step 5 Click the file name to go to the details page, where you can see any versions that exist.

Object Storage / hkobs / P1.PNG [

P1PNG D null
standard Change Storage Class L Aug 13,2020 1528:32 GMT+08:00
8096 KB 2 No

(3 hitpsy//hkobs.obs.ap-southeast-1.myhuaweicloud.co

Object ACL Metadata Preview Image
Last Modified Storage Class Operation

lﬁ“ﬂ 13, 2020 15:28:32 GMT+08:00 (Latest Version) Standard Download Share Delete

Step 6 Return to the bucket list and upload a file with the same name to the bucket.



Obiect Storage / hkobs  [J

Objects Deleted Objects Fragments
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Objects are basic units of data storage. In OBS, files and folders are treated as objects. Any file type can be uploaded and managed in a bucket. Learn more

Upload Object Create Folder Restore Delete

[ Name 4=

] PLPNG

Storage Class =

Upload Object How to Upload a File Greater than 5 GB?

Standard

Infrequent Access

Storage Class

Upload Object  Mote: If the b

Remove All Add File

Name

Encryption

KMS encryption

Change Storage Class

Size |= Encrypted

X

Archive

1/100 Files Size 80.96 KB

Size Operation

80.96 KB

Cane!

Step 7 Confirm that only one file is displayed in the object list of the bucket.

On the details page of the file, only the latest object version is displayed.

t Storage / hkobs / PLPNG  OF
PLPNG
Standard  Change Storage Class
80.96 Ke

(3 https://nkabs.obs ap-southeast-1.myhuaweicloud co
Object ACL Metadata Versions

Preview Image

Last Modified

Aug 13, 2020 15:34:52 GMT+08:00 (Latest Version)

null
Aug 13, 2020 13:34:52 GMT+08:.00

No

Storage Class

Standard

Step 8 On the Overview page of the bucket, click Edit next to Versioning in the Basic

Information area to enable versioning.
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Operation

Download Share Delete



= Obiject Storage
Service

Basic Statistics

f Objects

Storage
Permissions

B Basic Configurations  ~ feediCapadity

Domain Name 80.96

Mgmt Ke

& Cross-Region
Replication

Image Processing Basic Information

Inventories

Bucket Name
Buc B
Reg

A it ID

reated
Endpoint (D
Versioning

@ Enable

Suspend

Object Storage / hkobs [T

Objects @

1

hkobs

Standard

30

AP-Hong-Kong
09859dfdcb00107a0fféc00aa79a1c20

Aug 13, 2020 15:22:41 GMT+08:00

Dliable

obs.ap-southeast-1.myhuaweicloud.com

Cancel

Step 9 Upload two files with the same name.
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GET

48

Jomain Name (3 [J hkobs.obs.ap-southeast-1.myhuaweicloud.com

ame bucket. Each
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Object Storage / hkobs [

QObjects Deleted Objects Fragments

Objects are basic units of data storage. In OBS, files and folders are treated as objects. Any file type can be uploaded and managed in a bucket.

| Upload Object | | Create Folder Restore Delete Change Storage Class

[] Name 4= Storage Class |= Size =

[l P1PNG Standard 8096 KB

X
Upload Object How to Upload a File Greater than 5 GB?
Storage Class Standard Infrequent Access Archive
Upload Object  Not: i e nal
Remaove All Add File 1/100 Files Size 80.96 KB

Name Size Operation

= PL.PNG 80.96 KB Remove

Encryption

KMS encryption

Step 10  Click the file name to go to its details page and view the file versions.

There are now two files, one for each of the two files you uploaded in the previous step.
You can download, share, and delete different versions of that file.

Storage / hkobs / PI.PNG [T
P1PNG G0O11173E6C47A4B00004009020D47C3

Standard Change St Aug 13, 2020 15:41:42 GMT+08.00

80.96 KB No
o
hitps:f/hkobs.obs ap-southeast-1 myhuaweicloud co.
Object ACL Metadata Versions Preview Image
Last Modified Storage Class Operation
Aug 13, 2020 15:41:42 GMT+08:00 (Latest Version) Standard Download| Share Delete
Aug 13, 2020 15:34:52 GMT+08:00 Standard Download| Share | Delete

Step 11 Locate the target file, click Share in the operation column. In the displayed dialog box,
enter the URL validity period and copy the URL to share the file.
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X
Share File
File Name P1.PNG
URL dity Period (@ 5 Minutes v
Link Info https://hkobs.obs.ap-southeast-
1.myhuaweicloud.com:443/F1.PNG?

AWSAccessKeyld=G2VSNWASEIMGAFCF25USEEXpires=15
97312009& response-content-
disposition=inline&versionld=null&x-amz-security-
token=gQpjbi1ub310aC00itFH3MHEYoGPERIOMesONVQT
w)1BzSnNPwe0Z4olgPadnsotnk-
OVLZpbNPGTu-xCeyx83zthxTXb-dn-km3r3Pm-
L1mHGvIGeYUpmMoRHknWemrPSFpUCbMULxnoU2ZMT3

Wb ICW T wllinb s AT i EWR D minl N

Note that the maximum validity period is 18 hours.

Two files with the same name (different versions) are displayed through the link.

< C @ hitpsy/hkobs obs.ap-southeast-1.myhuaweicloud.com

ps://hkobs.obs.ap-southeast-1.myhuaweicloud.com

---End

2.2.7 OBS Permission Control Operations

Step 1 In the bucket list, click the destination bucket and click Permissions.
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= Object Storage Object Storage / hkobs
Service

OBS provides access permission control for buckets, directories, and objects. You can configure operz

& Overview Bucket Policies Bucket ACLs

i QObjects

Bucket policies provide centralized acces

nfigur

) Permissions You can find more information about
Authorized users can log in to OBS Consale or OBS
B Basic Configurations  +
Standard Bucket Policies
] Domain Name
: Mgmt
[l Cross-Region
Replication |
- Image Processing ‘,=
Inventories
Private

Only the bucket owner can read, write, and delete objects in the bucket.

Custom Bucket Policies

Step 2 Choose Bucket Policies > Custom Bucket Policies.

Object Storage [ hkobs [

OBS provides access permission control for buckets, directories, and objects. You can configure operz

Bucket Policies Bucket ACLs

) g rpical p
Authorized users can log in to OBS Console or OBS Browser+ to access allowed resources, or use the

Standard Bucket Policies

Only the bucket owner can read, write, and delete objects in the bucket

Custom Bucket Policies

You can add custom policies to implement fine-grained and user-defined permission control for the

Create Bucket Policy

Policy Mode Principal

Step 3  Click Create Bucket Policy. The Create Bucket Policy dialog box is displayed. Configure the
following parameters:

o Bucket Name
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Policy Mode: Customized
Effect: Allow
Principal: Include

Account ID: * (indicating all anonymous users)

Resources: Include, Specific resources

Actions: Include
Conditions:

- Conditional Operator: DateGreaterThan; Key: CurrentTime; Value: 2020-06-

11719:00:00Z

- Conditional Operator: DateLessThan; Key: CurrentTime; Value: 2020-06-

11720:00:30Z

If it is only for verification, you can shorten the interval as needed.

Create Bucket Policy Learn how to configure.

Bucket Name hkobs
Policy Mode Read-only Read and write Customized
Effect & Allow -
Principal (@ @® Include Exclude
Current account Other account
Account ID (®
User ID (3
Resources (3) ® Include Exclude
Entire bucket
Resource Mame
Actions (3 @® Include Exclude
Action Name -
Conditions (%) Conditional Operator Key Value
DateGreaterThan CurrentTime = | 2020-08-
DatelessThan CurrentTime = | 2020-08-

® Add Condition

Cancel

Operati...

Delete

Delete
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Step 4  Verify the OBS permissions.
During the specified time period, any user can access the specified resources in the
bucket. Outside the specified time period, only the bucket owner can access the bucket.

The following information will appear if users other than the bucket owner have accessed
the bucket outside the specified time period.

This XML file does not appear to have any style information associated with it. The document tree is shown below.

<Errar>
<Code>AccessDenied</Code>
<Message>Request has expired</Message>
<RequestId>00000172A3713D6566D@5DBI4785FA89< /RequestId>
<HostId>

5Ft4U3+riiCa8PlY7u4@7TWZVgEYLP4VFCv4+IBenkAOpWKXDPE6eULrfVNOLASS

</HostId>

</Error>

——End

2.2.8 Deleting Resources

Delete all OBS resources on the console. You cannot delete a bucket with objects in it.
You need to empty the bucket first.

2.3 SFS

2.3.1 Introduction

SFS is a network attached storage (NAS) service that provides scalable, high-performance
file storage. With SFS, you can enjoy shared file access spanning ECSs, BMSs, and
containers created on Cloud Container Engine (CCE) and Cloud Container Instance (CCl).
This section describes basic operations of SFS.

2.3.2 Objectives

® Learn how to create a shared folder.
® Learn how to mount file systems to Linux ECSs and Windows ECSs.
® Learn how to share a file system across ECSs in different VPCs.

2.3.3 Creating a File System

Prerequisites

e Three VPCs have been created, one for a Linux ECS, one for a Windows ECS, and one
for the file system that will be created.

- VPCs: vpc-test-linux, vpc-test-windows, and a third VPC of your own choosing
- Region: AP-Hong Kong
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® Two ECSs have been purchased, one Linux and one Windows, each with an EIP
bound. The Linux ECS runs CentOS 7.4 and will be deployed in vpc-test-linux, and the
Windows ECS runs Windows Server 2012 and will be deployed in vpc-test-windows.

stic Cloud Server

Object Storage Service

Procedure
Step 1 Log in to the management console and choose Service List > Storage > Scalable File
Service.
= Service List ¥
Elastic Cloud Server Recently Visited Services: Elast
Elast

Relational Database Ser...

Computin

Auto Scaling P N 9 )
Elastic Cloud Server

Bare Metal Server

Auto Scaling

Elastic Volume Service Image Management Service
Dedicated Host

Volume Backup Service

Virtual Private Cloud

Elastic Load Balance & FunctionGraph

Dedicated Cloud

Elastic IP

Application

Step 2 On the SFS console, click Create File System.

C Volume Service

Cloud Container En

Storage
Elastic Volume Service
Dedicated Distributed Storag...

Storage Disaster Recovery Se.

[l

Cloud Server Backup Service
Cloud Backup and Recovery
Volume Backup 5ervice
Object Storage Service

Data Express Service

Scalable File Service

CDN

Scalable File

Name Az status ¥ Type ¢ Protocol Type & available Capacity (68) § Maximum Cagacity (GB) % Mount Addres:

Step 3  On the page displayed, enter the name, type, and VPC of the file system, confirm the

settings, and click Create Now.

® File System Type: SFS

® Region: AP-Hong Kong

® AZ: Keep the default value.
®  Protocol Type: NFS

® VPC: Use an existing VPC or create a new one. This VPC must be different from the

VPCs of the two ECSs.
e Maximum Capacity: 1 GB



Step 4

Step 5
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e Name: sfs-sdcbb
e  Quantity: 1

Create File System & | < Backto File System List

*File System Type ® 0 sFs SFS Turbo

* Region AP-Hong-Kong

* Protocol Type NFS

*VPC @ vpe-default + | C Create vP

Maximum Capacity 1 + | GB ~

Name sfs-sdchb

Return to the SFS homepage and view the created SFS file system.

s s s

Grant permissions.

Normally, files can only be shared among ECSs within a single VPC. If you want to share
the file system across multiple VPCs, you must specifically authorize access for those
other VPCs.

On the SFS homepage, click the name of the file system name you want to grant access
to. On the displayed page, choose Basic Info > Authorizations > Add Authorized VPC to
authorize a VPC to access the file system. Add the two VPCs, vpc-test-linux and vpc-test-
windows.
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SFS File System List * sfs-sdebb

Mount Point Info

Name sfs-sdcbb &
Protocol Type NFS

Available Capacity (GB) 1.00

Region AP-Hong-Kong

Created Aug 13, 2020 19:43:47 GMT+08:00

1D 3codadef-

Status Available
Maximum Capacity (GB) 1.00

AZ AZ1

Only ECSs on VPCs can access file systems. If there are no available VPCs, apply for VPCs first.

Add Authorized VPC You can add 19 more authorized

Name

VPCs and 399 more authorized addresses/segments

~ vpcdefault | Add Authorized VPC

vee | vpe-testlinux + | C Create VPC

SFS File System List * sfs-sdcbb

Basic Info  Mount Point Info

sfs-sdcbb &
NFS

1.00
AP-Hong-Kong

Aug 13,2020 19:43:47 GMT+08:00
Authorizations ~ Tags

Add Authorized VPC

MName

~  vpe-default

~  vpe-testlinux

~  vpc-test-windows

---End

m Cancel

3codedef-5f98-4d73-b3c7-5a0512623d5¢

Available
1.00

AZ1

AZ

2.3.4 Mounting a File System to an ECS (Linux)

Step 1

Step 2

Page 89

Log in to the ECS console. Locate the row that contains the Linux ECS you prepared for
this exercise (CentOS 7.4) and click Remote Login.

Log in to the ECS as user root.



Step 3

Step 4
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LentlUs Linux ¢ (Core)

Kernel J.1H.B-1HG0Z .12 .1 .l .=b 64 on an =00 64

= login: root

e lcome to Huaweil Clowd Serwvice

s-linw= © 1

Check whether the NFS software package has been installed in the OS.
rpm -qalgrep nfs

The NFS software package is usually included in the OS. If information similar to the
following is displayed, the NFS software package is already installed. The command
output varies according to operating systems.

[rootBecs-256845 " 1## rpm -qaigrep nfs
libnfsidmap-8.25-19.el17.x86_64
nfs-utils-1.3.8-8.66.el17.x86_64

If no command output is displayed, install the NFS software package.

[rootBecs-linwx= ~ It rpm —galgrep ols
Lol Wess-1imx ~ 1

As CentOS is used here, you can run the following command to install the package:

sudo yum -y install nfs-utils

Installed:
nfs-utils.x86 64 1:1.3.0-0.66.el7

Dependency Installed:
gssproxy.x86_64 0:0.7.0-28.el7 keyutils.x86_64 0:1.5.8-3. libbasicobjects.x86_64 0:0.1.1-32.el7

libcollection. x86 0. libevent.x86_64 6:2.6.21-4, libini_config.x86_64 0:1.3.1-32.el7
libnfsidmap.x86_64 -19. -32, libref_array.x86_64 0:0.1.5-32.el7
libtirpc.x86_64 0:0. -0.16.el7 6_64 0:0,2.5-4 quota.x86_64 1:4.01-19.el7
quota-nls.noarch 1:4.01-19.el7 tcp_wrappers.x86_64 0:7.6-77.el7

Complete!

For details about other OSs, see Mounting an NFS File System to ECSs (Linux).

Install the bind-utils software package.

yum install bind-utils


https://support.huaweicloud.com/intl/en-us/qs-sfs/en-us_topic_0034428728.html
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Installed:
bind-utils.x86_64 32:9.11.4-16.P2.el7 8.6

Dependency Installed:
bind-1ibs.x86_64 32:9.11.4-16.P2.el7_8.6

Dependency Updated:
bind-1libs-lite.x86_64 32:9.11.4-16.P2.el7_8.6
bind-license.noarch 32:9.11.4-16.P2.el7_8.6

omplete!

Step 5 Log in to the SFS console, click the file system to be mounted, and view the mount
address.

Scalable File Service @

Name AZ Status ¢ Type * Protocol Type + Available Capacity (GB) Maximum Capacity (GB) ¢ Mount Address

Available SFS Capacity-Oriented  NFS 1.00 1.00 [sfs-nas0l ap-southeast-1a myhuaweicloud cor|

The part of the address in the red box is the domain name of the file system.

Step 6 On the page for logging in to the Linux ECS, run the following command to check
whether the file system domain name can be resolved:

nslookup sfs-nas01.ap-southeast-1a.myhuaweicloud.com (Replace it with the actual address.)

If the domain name can be resolved, information similar to the following is displayed:

s—limmx = I nxlookap sfa-masH . ap-smmLheazl-1a, mghuawe: e lood Ccoms
188 . 12¢
1688.12%. 3. 258r53
a muhuaweicloond . com
> loud . com
Lo bz i Dol . comm
a muhuaweicloond . com
i h e o Dowd . coom
Lo bz i Dol . comm

o mghuaweic loo

i h e o Dowd . coom

Lo bz i Dol . comm
a . muhuaweicloond . com
> Lo
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Step 7 Create a local directory for the mount.
mkdir / /Directory name]

Example:
mkdir /localfolder

[rootlec=-1imex ~ I wkdir #localflolder

L eoorl e — i — I8

Step 8 Mount the created file system to the local path.

mount -t nfs -o vers=3,nolock /SFS file system path] [Local path]
Example:

mount -t nfs -0 vers=3,timeo=600,nolock sfs-nas01.ap-southeast-1a.myhuaweicloud.com:/share-
a4661e26 /localfolder

i =18 mount € nfs 0o wvers=3,timco=688,nolock sfs nasdl.ap southeast- Lo mybuaweicloud .com:~share-ad8bleéb ~localfo

- 14

Step9 Check the mounted file system.

mount -|

ot Lopu )

e,
-t_prio.net_cls)

e la L ime, memiorg )

[

= P Zhepyep 1, Limesu L H,minpeolo

¥ o Mt e Lin

bug type de
Ly

ok, mode=T8010
nfs Urw,relalime
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2.3.4.2 Creating a File in the Local Path
Step 1 Run the following commands to create the new file in the localfolder directory:

cd /localfolder
vim new

Step 2  Edit the new file, input ecs, and run the :wq command to save the file.

Hello HuaweiCloud SFS

Step 3 Run the following command to view the file content:

cat /localfolder/new

——End

2.3.5 Mounting a File System to an ECS (Windows)
2.3.5.1 Logging In to a Windows ECS

Log in to the ECS console. Locate the row that contains the ECS that you wish to mount
the file system to and click Remote Login. In this example, ecs-windows is used.

Specifications/image 1P Address Billing Mode ¥

Pay-pe
Creaty

28 Windows Server 2012R2
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2.3.5.2 Installing the NFS client

Step 1  Click Server Manager in the lower left corner.

Windows Administrative
PowerShell Tooks

e

Control Panel

The Server Manager window is displayed.
Server Manager * Dashboard

% Dashboard WELCOME TO SERVER MANAGER

0 Local Server

B All Servers ¢ ] _ e
Z Contigure this local server
#§ File and Storage Services b o

‘QUICK START |

'WHAT'S NEW

Hide
LEARN MORE

ROLES AND SERVER GROUPS
Roles: 1 | Servergroupsi 1 | Servers totak 1

= File and Storage =
L 4 . g 1 B Local Server 1
Services

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

Step 2 Click Next.

Page 94
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DESTINATION SERVER

Before you begin - —

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organizatien, such as sharing decuments, or
Installation Type haosting a website.

Server Selection X
To remove roles, role services, or features:

Server Roles Start the Remove Roles and Features Wizard

Fearas Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[T] Skip this page by default

[ <Previous | [ Nea> | [ nstall |[ Camcel |
Select installation type e

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin . whas -
m machine, or on an offline virtual hard disk (VHD).

Server Selection [® Role-based o feature-based installation
Configure a single server by adding roles, role services, and features.
() Remote Desktop Services installation
Install required role services for Virtual Deskiop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
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DESTINATION SERVER

Select destination server e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Inztallation Type

Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Rg Filter:
MName IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| < Previous | | Mext = | Install Cancel

Step 3  Click Next when prompted, and on the Server Roles page, select Server for NFS.

DESTINATION SERWVER
Select server roles e et tnsones
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Seleciion — Py Server for NFS enables this
[senverroes | [J Fax Server computer to share files with UNIX-
= 4_@ File and Storage Services (1 of 12 installed) | based computers and other
|alures
= [[4_Tv File and i5C5T Services | compu‘;h:;;:m u:! H’:e R
e system protocol.
Confirmation File Server
[ BranchCache for Network Files
[] Data Deduplication
[[] DFS Namespaces s
[] DFS Replication
R [[] File Server Resource Manager
[] File Server VSS Agent Service
[7] i5CS! Target Server
[ ] iSCSI Target Storage Provider (VDS and VS¢
T[T Work Folders
v
< " ¥
| < Previgus | | Next > | Install Cancel

Step 4 In the Features area, select Client for NFS.
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Select features O e et dndom

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server selecion b [E] .NET Framework 35 Features (1 of 3 installed) Wl Vot foF NF enablas this computer
Server Roles . to access files on UNIX-based NFS
> [m] .MET Framewark 4.5 Features (2 of 7 installed) servers. When installed, you can
[] Background Intelligent Transfer Service (BITS) E configure a computer to connect to
Confirmation [ BitLocker Drive Encryption UNIX NFS shares that allow
anonymous access.
[] BitLocker Network Unlock
[] 8ranchCache
Data Center Bridging
[ Direct Play
[] Enhanced Storage
[ Failover Clustering
[] Group Policy Management
] 1S Hostable Web Core
] Ink and Handwriting Services
— - o v
<] ] [>
[ <Previous | | Next> | | Install Cancel

Step 5 Confirm the settings and click Install.

DESTINATION SERVER

Confirm installation selections e

Befora You Begin To install the following roles, role sarvices, or features on selected server, click Install.

Installation Type [ Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

5 Rol been selected automatically. If you do not want to install these optional features, click Previous to clear
erver Roles e wy e—

Features

Client for NFS

File and Storage Services
Filz and I5C5] Services

k Server for NFS

File Server

Remate Server Administration Tools
Role Administration Tools
File Services Tools
Services for Network File System Management Tools

Export configuration settings
Specify an altermnate source path

[<Previous | | MNexi> | [ install || cancel

Step 6 If you are installing the NFS client for the first time, after the installation is complete,
restart the client and log in to the ECS again when prompted.

——End



2.3.5.3 Mounting the File System
Step 1

Click Control Panel and select view by Category.
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\:_} - 1 ﬁ + Control Panel »

w & | ||S:nrch Control Panel

2

Adjust your computer’s settings

- System and Security
Review your computer's status
W View event logs

Network and Internet

View network status and tasks

; Hardware
View devices and printers
Add a device

Programs

ef&E

View by: Category ~

User Accounts
& Change account type

Appearance
Change desktop background
Adjust screen resolution

Clock, Language, and Region
Add a language

Change input methods

Set the time and date

Change date, time, or number formats

Step 2

Uninstall a program

m @ Turn Windows features on or off

Ease of Access
Let Windows suggest settings
Optimize visual display

®

Choose System and Security > Administrative Tools.

P
(&)

(&) A |Q v Control Panel » Systern and Security »

v & | | Search Control Panel

2

Control Panel Home

User Accounts

ﬁ.

Review your computer's status and resolve issues
B Change User Account Control settings

\? Action Center
System and Security
Metwork and Internet
Hardware ‘ Windows Firewall
Check firewall status
Programs

Allow an app through Windows Firewall

System
View amount of RAM and processor speed O Allow remote access

Appearance Launch remote assistance  See the name of this computer
Clock, Language, and Region .
“ Windows Update
Ease of Access Turmn automatic updating on or off | Check for updates | Install optional updates
View update history
\@ Power Options

Require a password when the computer wakes
Change when the computer sleeps

Change what the power buttons do

—
;aﬁ:

Administrative Tools
Defragment and optimize gﬂx drives = ® Create and format hard disk partitions
B View event logs M Schvéduletasks | B Generate a system health report

Troubleshoot common computer problems

Page 98
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File Home  Share  View v 0
1 |14 « System and Security » Administrative Tools » v & | | Search Administrative Tools £ |
=
7 Favorites o g i i e R L | = e [
I Desktop Event Viewer /2220131455 Shortcut 2KEB
8 Downloads ), iSCS! Initiator 8/22/2013 14:57 Shortcut KB
“El Recent places Bh Local Security Policy 8/22/2013 14:54 Shortcut e [0
@ Microsoft Azure Services 11/22/2014 %48 Shortout 2KB
1% This PC [# ODBC Data Sources (32-bit) 8/22/2013 7:56 Shortcut 2KB
Um Desktop [&§ ODEC Data Sources (64-bit) 8/22/2013 14:59 Shorteut 2kB
(£l Documents {#) Performance Menitar 8/22/2013 14:52 Sherteut 2KB
8 Downloads (&) Resource Monitor 8/22/2013 14:52 Shortcut 2KB
& Music (7 Security Configuration Wizard 8/22/2013 1445 Shortcut 2kB
(& Pictures e Server Manager 8/22/2013 14:55 Shortcut 2KB
B Videos | & services for Netwark File System (NFS) 8/22/2013 15:00 Shortcut 2K
i Local Disk (C) [ Services 8/22/2013 14:54 Shortcut ak® | ®
System Configuration 8/22/2013 14:53 Shortcut 2KB
€ Network Systern Information 8/22/2013 14:53 Shortcut 2KB
(@) Task Scheduler 8/22/2013 14:55 Shortcut 2kB
ﬂ Windows Firewall with Advanced Security  8/22/2013 1445 Shortcut 2KB
[#] Windows Memory Diagnostic 8/22/201314:52 Shertcut 2KB
(74 Windows PowerShell (x86) B/22/2013 23:37 Shortcut IKB
(# Windows PowerShell ISE (x85) 8/22/2013 14:55 Shortcut 2kB
(# Windows PowerShell ISE §/22/2013 14:55 Shortcut 2 kB
ﬂ Windows Server Backup 8/22/2013 14:53 Shortcut 2KB v
25 items .

Step 3 Double-click Services for Network File System (NFS). On the displayed window, right-click
Client for NFS, select Properties from the shortcut menu, change the transport protocol
to TCP, and select Use hard mounts.

2% File Action View Window Help
=Y

od Services for NFS Name
A% Client for NFS _ Client for NFS
& Server for NFS & Server for NFS
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Client for NFS Properties T

Client Settings | File Permissions | Security

Metwaork protocol

Select the transport protocol(s) Chient for NFS will use to connect to
MFS servers.

Transport protocol(s): j

Default mount type
Spedfy the default mount type for mapping a drive letter to an NFS
share. Soft mounts will retry connections a fixed number times and
hard mounts will refry connections indefinitely.
(* Use soft mounts
Number of times to retry: 1

Use hard mounts

Spedfy the interval between connection retries of both hard and soft
mounted NF5 shares.

Retry interval; 8 - seconds
Restore Defaults
0K Cancel Apply
[

Step 4 Run the following command in the Command Prompt of the Windows Server 2012 (X is
the drive letter of the free disk).

Run the following command in the SFS file system:

mount -o nolock /mount point] X

An example command is provided as follows:

mount -o nolock sfs-nas01.ap-southeast-1a.myhuaweicloud.com:/share-ba5d2d17 X

Obtain the mount point on the SFS file system details page.

-ﬂ-

= Administrator: Command Prompt

3 Windows [Uersion b.3.76HH]
413 Hic ft Corporation. ALl »ights reserved.

»mount =0 nolock sfs—-nasBl.ap-southeast-la.myhuaweiclond.c

nlly connected to sfs—nasBl.apsoutheast—la.myvhuaweicloud . com:

he command conpleted successfully.

CoslserssAdministrator?




——End

2.3.5.4 Verification
On the Windows ECS, click This PC to view the mounted file system.

Step 1
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Computer View - 0
1 |J! » ThisPC » v c,| | Search This PC p |
0 Favorites 4 Folders (B)
Bl Desktop .
& Downloads h Desktop F Documents
5 Recent places J
8 This PC h Downloads b Music
e Desktop
©| Documents h Pictuires ' Videos
8 Downloads
b Music 4 Devices and drives (1)
i
i \;:u's == Local Disk (C:)
ideos -
iy Local Disk (C) S 261 B free of 396 GB
(2 share-ba5d2d17 (s 4 Network locations (1)
. share-ba5d2d17
€l Network y (\\sfs-nas0! .ap-southeast-1a.my...
8 iterns (==

Step 2 Access the file system and view the new file which was created on the Linux ECS,

indicating that the file has been shared with the Windows system.

&3

Services for Network File System

23 File Adion  View Window Help
=g 3= share-ba5d2d17 (\\sfs-nas01.ap-southeast-1a.myhuaweicloud.com) (X) =N L
[~} ﬂ Home  Share  View v @
© = 1[G b This. b share-ba5d2d17 (\isfs-nasO.ap-southeast-Tamyh.. v & [ earch share-basd2di7 ists-... 2 |
St Favorites Name - Date modified Type Size
B Decktop 8/13/2020 21:07 File
8 Downloads

‘% Recent places

% This PC
m Desktop
1| Documents
8 Downloads
M Music
_E| Pictures
Bl Videos
i Local Disk (C)
¥ share-ba3d2d17 [\!

——End

File Edit Format View Help

Hello HusweiCloud SF5S |
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2.3.6 Deleting Resources
2.3.6.1 Unmounting the File System (Linux)

Step 1 Log in to Linux ECS and run the following command to confirm that the directory was
successfully unmounted:

umount /localfolder

[ root@ecs-1linux ~]# umount /localfolder

Step 2 Run the following command to check whether the uninstallation is successful:
mount-|

——End

2.3.6.2 Unmounting the File System (Windows)

Step 1 Log in to ecs-windows. On the This PC page, right-click the file system to be unmounted
and choose Disconnect from the shortcut menu.
4 Devices and drives (1)

Local Disk (C:)
W 35.4 GE free of 0.6 GE
4 Network locations (1)

§ share-ba5d2d17
v (W sfs-nasll.ap-southeast-1a.mv...
e Open

Open in new window
Restore previous versions

Pin tﬁ:: Start

Discofinect

Copy

Create shortcut

Rename

Properties

Step 2 If the mounted file system is not shown as a network location anymore, the file system
was successfully unmounted.
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Olrm | This PC [= =y
Computer View 0
1 [y ThispC » v | [ searchT 2 |
¢ Favorites 4 Folders (6
B Desktop
& Downloads ! Desktop [ &) Documents
121 Recent places 4
18 This PC r,‘ Downloads u} Music
m Desktop
“| Documents i Pictures l Videos
& Downloads 4
it Music 4 Devices and drives (1)
&= Pict
(etures am Local Disk (C)
Bl Videos .-
i Local Disk (C:) S 5.4 GE free of 39.6 GB
Gl Network
——End

2.3.6.3 Deleting the File System

Step 1 Log in to the SFS console.

Step 2 In the list of file systems, click Delete at the end of the row where the desired file system

resides.

Scalable File Service @

Delete File System

Are you sure you want to delete the following file systems?

Before deleting file systems, log in to ECSs to unmount these file systems.
Deleted file systems cannot be recovered. Exercise caution when performing this

operation.
Name Status Used Capacity (GB) Created
sfs-sdchh Available 0.00 Aug 13, 2020 20:52:...
‘ Delete| Enter Delete to confirm deletion.

- EN

The status of the file system changes to Deleting. Refresh the page after a few moments.
Once the file system has been deleted, it will no longer be displayed in the list.

Step 3 Delete the Windows ECS and the VPCs you created and verify that the resources have

been deleted. You can leave the Linux ECS for now as it will be used for subsequent
exercises.
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——End

2.4 CBR

2.4.1 Introduction

CBR enables you to back up ECSs, Hyper Elastic Cloud Servers (HECSs), BMSs, EVS disks,
SFS Turbo file systems, and on-premises VMware virtual environments with ease. If there
is a virus intrusion, accidental deletion, or software or hardware fault, you can restore
data to any point in the past when the data was backed up.

CBR protects your services by ensuring the security and consistency of your data.

2.4.2 Objectives

Upon completion of this section, you will be able to:
® Purchase a vault.

e (reate a cloud server backup.

e Use a cloud server backup to restore data.

2.4.3 Tasks

Purchase a CBR vault on HUAWEI CLOUD and back up a cloud server to prevent data loss
caused by disk faults or misoperations. Then use the created backup to restore data.

For this exercise, you must have a Linux server available.

2.4.4 Purchasing a Server Backup Vault

Step 1 Go to the CBR home page.

HUAWEI CLOUD Console @ Hong-Kong

= Service List »

=y Elastic Cloud Server Recently Visited Services: Scalable File Service Elastic Cloud Server Object Storage

. Elastic Volume Service
&4 Relational Database Service

i Computing Storage
I\ Auto Scaling X X X
Elastic Cloud Server | Elastic Volume Service |
=5 Bare Metal Server Auto Scaling ) Dedicated Distributed Storage Service
F Elastic Volume Service Image Management Service Storage Disaster Recovery Service
Dedicated Host Cloud Server Backup Service
) Volume Backup Service
- Cloud Container Engine Cloud Backup and Recovery
™ \irtual Private Cloud Eare Metal Server ) Volume Backup Service |
£ Fel jec { Ji
Elastic Load Balance FunctionGraph Object Storage Service
Dedicated Cloud Data Express Service

Step 2 Click Buy Server Backup Vault.
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Cloud Server Backup @

Hamenp Ty S Cpsnen

Step 3 Select the server to be backed up, configure other parameters based on your needs,
confirm the settings, and submit the request.
e Billing Mode: Pay-per-use
® Region: Hong-Kong
® Protection Type: Backup
e Associated Server: In this example, select the Linux ECS purchased in section 2.3.
e (Capacity: 80 GB (Adjust the value based on site requirements.)
e Auto Backup: Select Configure and create a backup policy.
e Vault Name: vault-test

Buy Server Backup Vault = < sackto server Backup vault List

Protection Type Replication

Application-Consistent Backup Enable (@
stall Agent

Associated Server skip

loudbase-Init
Server List Selected Servers (1)
All statuses = Name + Q C Name - Q
B nNameiD Status Type AZ Associated Name/ID Status Type AZ Selected Disks ~ Operation
VU esrs O ES a2 e rel gne ms now
v vpotestlinux Ru. ECS  AZ2 Mo

2as515eff-4ca
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* Capacity - 80 + GB -

If the total backup capacity exceeds the vault capacity, the backup task fails.

Backup Policy defaultPolicy | Weekly backup | Enabled | 19:001S .+ (& Create Palic
Tags
predefined tag
* Vault Name vault-test
Frice $0.004 USDhou m
This price is an estimate and may differ from the final price. Pricing details

Step 4 Return to the Cloud Server Backup page. You can see the vault you created in the vault
list.

Cloud Server Backup @

---End

2.4.5 Restoring Data Using a Cloud Server Backup

If a disk on a server fails or server data is lost due to misoperations, you can use a
backup to restore the server to its former state.

Prerequisites

e Disks on the server to be restored are running properly.
® The server to be restored has at least one backup.
® The backup status is Available.

Procedure
Step 1 Log in to Linux server and use vim to create a file.

vim /root/test

[root@ecs-1linux ~]# vim /root/test
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Step 2 Input i and enter hello world!, press Esc, input :wq to save the file and exit.

hello world_

Page 107

Step 3 On the Cloud Server Backup page, click Vaults and locate the vault that the server is

associated to.

Step 4 Choose More > Perform Backup in the Operation column. In the server list, select the
server you want to back up. After the server is selected, it appears in the list of Selected

Servers.

Vaults

Perform Backup < Back to Server Backup Vault List

Server List Selected Servers (1)
Allstatuses ~ | Name = Q C Mame = Q
B NamesiD Status  Type AZ Associated Name/ID  Status  Type  AZ Selected Disks ~ Operation
test-linu hetest
vpe-test-linu o .y vpc-testi. - |

v g e ECs AZZ Yes(vault-test) Y s seff ECS AZ2 wnmow

* Name manualbk_vault-test-1859 @

Description

Full Backup @ Enable

Step 5 Log back in to the server again and delete the file you created in Step 1.
rm -rf /root/test
Step 6 Confirm that the file has been deleted.

cat /root/test
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[ root@ecs-1linux ~]# cat /root/test

at: /root/test: such file or directory

If the preceding message is displayed, the file has been deleted.

Step 7 Log in to the CBR console. On the Cloud Server Backup tab page, click Backups, locate
the backup of your server, and click Restore Server in the row where the backup resides.
In the displayed Restore Server dialog box, click Yes.

Cloud Server Backup ©

Restore Server

Are you sure you want to restore the server data by using the following backup?
This operation will overwrite the server data by using the following backup. Once started, the restoration cannot be
canceled.

Backup Mame Status Execution Time Server Mame

manualbk_vault-test-1859 Available Aug 13,2020 22.12:55 GMT..  vpc-testlinux
2 start the server immediately after restoration

~  Disk Backups

- I

Step 8 Log in to the server and confirm that the file has been restored.

cat /root/test

[ root@ecs-1linux ~]# cat /root/test

ello world!

If the preceding message is displayed, the file has been restored.
--—-End
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2.4.6 Deleting Resources
Step 1 Delete the ECS and VPCs.

Step 2 Delete the vault and backup.

Cloud Server Backup @

Make sure that all the resources you created have been deleted.
----End
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Network Services

3.1 Introduction

In this exercise, we will verify that two ECSs in a VPC can communicate with each other
by default, security groups can be used to control communication between ECSs, ECSs
can access the Internet after an EIP is bound to each, and that ELB can distribute traffic
across backend servers. You will also create a VPC peering connection to enable ECSs in
different VPCs in the same region to communicate with each other, and create a VPN
connection to enable ECSs in different regions to communicate with each other.

3.1.1 Objectives

Upon completion of this exercise, you will be able to:

Have a good command of VPC functions
Understand how to use ELB to distribute traffic.

Create a VPC peering connection to enable communication between ECSs in different
VPCs of the same region.

Create a VPN connection to enable ECSs in different regions to communicate with
each other.

3.1.2 Tasks

Prepare resources.

Verify that two ECSs in a VPC can communicate with each other by default.
Verify that security groups can be used to control communication.

Access the Internet through ECS after an EIP is bound to the ECS.

Use ELB to distribute traffic.

Create a VPC peering connection to enable communication between ECSs in different
VPCs of the same region.

Create a VPN connection to enable ECSs in different regions to communicate with
each other.
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3.2 Preparing Resources

3.2.1 Creating VPCs

Create three VPCs, with two in AP-Hong Kong, and one in CN South-Guangzhou.

Step 1 Log in to the management console and select the AP-Hong Kong region. Click Service
List. Under Network, select Virtual Private Cloud.

HUAWEI CLOUD Caonsole © Hong-Kong
e
? Q
(=) Elaslic Cloud Server Recently Visited Services:  Elastic Cloud Server Scalable File Semvice Cloud Backup and Recovery Object Storage Ser

- Virtual Private Cloud
44 Relational Database Service

X Computing Storage Network
[N Auto Scaling
Elaslic Cloud Server | Elastic Volume Service | Virtual Private Cloud
& Bare Metal Server Aute Scaling ) | Dedicated Distributed Storage Service Elastic Load Balance
Vana i isas jery Servic firtual Private Netvwor
ﬂ Elastic Volume Service Image Management Service Storage Disaster Recovery Service Virtual Private Metwork
Dedicated Host Cloud Server Backup Service Direct Connect
(=1 Volume Backup Service
- Cloud Container Engine Cloud Backup and Recovery Domain Mame Service
5 Virtual Private Cloud Bare Metal Server ) | Volume Backup Service ) | MAT Gateway
Elastic Load Balance FunctionGraph Object Storage Service Elastic IP
Dedicated Cloud Data Express Service Cloud Connect
) Elastic IP
- Scalable File Service VPC Endpoint

Step 2 Click Create VPC.

Vinual Private Cloua (0 7 Qi ks I Gate v

Set the following parameters, and click Create Now.

® Region: AP-Hong Kong

e Name: VPC-01

e CIDR Block: Use the default CIDR block, for example, 192.168.0.0/16.
e Default subnet name: subnet-01

e Other parameters: Retain their default settings.



Step 3

Step 4
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< CreateVPC @

Basic Information

Region

Name

CIDR Block

Advanced Setings ~

Default Subnet

Name subneto1
CIDR Block . T /28 v | @ avaae I aderesses: 251
Advanced Settings ¥ Gateway DNS Server Address. DHCP Lease Time Tag

() Add Subnet

View the created VPC in the VPC list.

Virtual Private Cloud () 7 Guix Lk m

wame Status Subes  RoumTaes Opersson

Click Create VPC again and set the following parameters.

® Region: AP-Hong Kong

e Name: VPC-02

e CIDR Block: Set a CIDR block different from that of VPC-01, for example, 10.0.0.0/24.
e Default subnet name: subnet-02

e Other parameters: Retain their default settings.

{ | Create VFC @

Basic Information

Region AP-Hong-Kong -

Regi

ofher. Resources are region-specific and cannol be used across regions hrough intemal network connections. For low nefwork latency
and q jon

Name vPC02

CIDR Block 10 o |- o |- /| 24~ || ryouintend to use vPC pesring, sp IDR block that does not overlap with that of another VPC in the current
G
Recommended: 10.0.0.0/3-24 (Select) 172.16.0.012-24 (Select) 192.168.0.0/16-24 (Select)

Advanced Settings ~

Default Subnet

Name subnet-02
CIDR Block . . . / 24 ¥ | () Available IP Addresses: 251
Advanced Settings ¥ Gateway | DNS Server Address | DHCP Lease Time | Tag

(¥) Add Subnet
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Step 5 View the created VPC in the VPC list.

Virtual Private Cloud @ 7 Quick Links m

Name

svaiatie

svatatie

Step 6 Switch the region to CN South-Guangzhou and create a VPC by setting the following
parameters:

e Name: VPC-03

e CIDR Block: Set a CIDR block different from those of VPC-01 and VPC-02, for
example, 172.16.0.0/24.

o Default subnet hame: subnet-03

®  Other parameters: Retain their default settings.

< Create VPC @

Basic Information

Region CN South-Guangzhou

Advanced Settings ¥

Default Subnet

Name subret-03
CIDR Block - . . /|28 | @ pvalable P Addresses: 251
Associated Route Teble Default (2
Advanced Settings + Gateway | DNS Server Address | DHCP Lease Time
-

Step 7 View the created VPC in the VPC list.

Virtual Private Cloud @ [ Quick Links
Name - Q | | SearchbyTag
Name 1Pv4 CIDR Black Status Subnets Route Tables  Operation
vPC-03 1721600/24 nucsilable 0 Edit ODR Block | Delete

——End
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3.2.2 Buying ECSs

Buy four Linux ECSs, two ECSs in VPC-01, one ECS in VPC-02, and one ECS in VPC-03.
Do not buy EIPs when you purchase ECSs.

Step 1  Select the AP-Hong Kong region, click Service List. Under Computing, select Elastic Cloud
Server.

HUAWEI CLOUD Console ¢ Hong-Kong

HUAWE

=| Service List | »

(=)  Elastic Cloud Server Recently Visited Services: Virual Private Cloud
4 Relational Database Service Computing
| Elastic Cloud Server|
Auto Scaling
Auto Scaling |

-
& Bare Melal Server Image Management Service

[Z]  Blastic Volume Service Dedicated Host

Step 2  Click Buy ECS and set the following parameters.

Basic settings:

e Billing Mode: Pay-per-use

e Region: AP-Hong Kong

e AZ: any AZ

e CPU Architecture: x86

e Specifications: General computing, s6.small.1, 1 vCPU | 1 GB

® Image: public image, CentOS 7.6 64bit (40GB)

e System Disk: high 1/0O, 40 GB

Elastic Cloud Server @ 5 Quick ks m

1P Address Bling Mode T operation

(@ configure Basic Settings @ configure Network (@) configure

Billing Mode

a2 ®

/CPUS | Memory {=

Packets Per Second (#P5) (D) 4=
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Image Public image Private image Shared image Marketplace image

CentO5 - CentQS 7.6 64bit(40GE) - (o]
System Disk High 10 - a0 + | GB 10PS limit: 1,440, 10PS by it 5,000 @
F ect a 40 GB of High 10 disk. Learn more
(@ Add Data Disk You can attach 23 more disks
Network configuration:
e Network: VPC-01
e  Security Group: sys-default
e EIP: Not required
‘:' Configure Basic Settings o Configure Network ® Configure Advanced Settings @ Confirm
Netwark VPC-01(192.168.0.0/16) | C subnet-01(192.168.0.0/24) - C | Automatically-assigned IP address
Create VPC
Extension NIC @ Add NIC You can add 11 more NICs
Security Group default (06e716b9-2ec5-4615-8b4f-blcadf314e1) v | C create Security Groun (3

Configu

Security Group Rules

Auro assign Use existing [i} Mot required @

Advanced settings:

e ECS Name: for example, ecs-HK

® Login Mode: Password, for example, Huawei@123!
® Quantity: 2



N Confl
anfigure Basic Settings
(1) Configure Basic Settings

ECS Name

Login Made

Username

Password

Confirm Password

ECS Group (Optional)

Advanced Options
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i s
2) Configure Network

Allow duplicate ECS names

Key pair Password Set password later
root
t f you forg 1 |
Anti-affinity @]
*|C

Create ECS Group

Configure now

quentty | — I ecs price $0.036 USDjhour ®

Free quota will be deducted preferentially. Learn more

Step 3  Confirm the configuration and click Buy Now.

(2) Configure Basic Settings

(2) Configure Netw

@) confiown ngs © conim

Note: ‘The primary network interface does not have an EIP beund, and the ECS cannet access the Internet.
Configuration Basic &
Pay-per-use Region Hong-Kang
General computing | szsmall1 | 1vCPUs | 1GB Image CentOs 7.6 64bit
Network 22
VPC.01(192.168.0.0/16) Security Group default
No EIP bound to the primary network interface
Advanced £

Quantity —

Agreement

ecs-HK Login Mode Password

i Image Disclaimer.

Step 4 View the purchased ECSs in the ECS list.

9 Configure Advanced Settings @ Confirm
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Az2
High /040 GB

subnet-01(192168.0.0/24)

Two ECSs are automatically named by the system. One is ecs-HK-0001, and the other is

ecs-HK-0002.
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Elastic Cloud Server @

The password reset plug-in can now be installed after creating an ECS. Leamn how to install the plug-in.
More
Name/ID Y Status Specifications/Image 1P Address
1vCPUs | 1 GB |s2small1
AZ2 Ri g 192.168.0.96
5-4055-5350-a770acal 7 unning CemOS 7.6 64bit

01 1vCPUs | 1 GB | s2small1

A g 9216808
—ea51-40b7-8b14-dd9cB3a51b3H = Funning CentOS 7.6 64bit 1szieE0s

Step 5 Repeat Step 2 and Step 3 to buy an ECS named ecs-HK-0003 in VPC-02.

Billing Center

Elastic Cloud Server @

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in.
More =
Name/iD Az Y Status 7 Spedifications/Image 1P Address
003 . 1vCPUs |1 GB | s2small1 i
25896a61-1feB-4344-2a28-beE25a57e35d As Funning CemOS 7.5 B3bit 0081z

1vCPUs | 1GB | s2small1
. AZ2 R g 192.168.0.96
5b06-4255-8350-a7T0aca 1cF7 unnng Cem05 7.6 B4bit

2 1vCPUs | 1 GB | s2small1
A g 92.168.08
-£51-40b7-8b14-dd9cB3a51bsh u) = — Centas 7.6 64bit 162188081

Step 6 Switch the region to CN South-Guangzhou and repeat Step 2 and Step 3 to buy an ECS in
VPC-03.

Elastic Cloud Server (2

The password reset plug-in can naw be insalled after creating an ECS. Learn how to install the plug-in.
More
Name/ID AaZ Y Status Specifications/image IP Address Billing Mode 7 Tag
£ s2small1 Pay-per-us
AZ2 Running “emak 172160217 te IP ay-perise

53e6-4573-bbd2-ae52.. [T :C_?_a'ec anla _1_:0'_:[3__

——End

3.3 Verifying Network Service Functions

e Verify that two ECSs in a VPC can communicate with each other by default.

e Verify that the security groups can control traffic from and to the ECSs in the VPCs.
e Verify that the ECS that has an EIP bound can access the Internet.

e Verify that ELB can distribute traffic across ECSs.

e (Create a VPC peering connection to enable communication between ECSs in different
VPCs of the same region.
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® Buy a VPN connection to enable communication between ECSs in different regions.

3.3.1 Communication Between Two ECSs in a VPC

Step 1

Step 2

Step 3

Step 4

On the ECS console, Switch the region to AP-Hong Kong, record the private IP address of
ecs-HK-0001, and log in to ecs-HK-0002 remotely.

s ox Serch Q Bl cente urce Serwce Tikets  Enterprise n
Elastic Cloud Server 2 Quick Links

[omsam oo |
Enter the username (root for Linux ECSs by default) and password.

CentDE Linux 7 (Core)
Eernel 3.10.8-1862.12.1.e17.x86 64 on an =06 64

—HHHL login: root

kelcome to Huawei Cloud Serwvice

[rootPecs-hk-HEBL ~1# _

Ping the private IP address of ecs-HK-0001.

If ecs-HK-0001 can be pinged, the two ECSs can communicate with each other, as shown
in the following page.

[rootPecs bE.H .81
[192 G6(B4) bytes of data.

icmp
icm

icmp_s
icmp
2. 160 . icmp ? tt1=64 time
1 2. 168 . icmp_ ttl=64 time= :
bytes from 192.168.8.81: icmp_seq=9 ttl=64 time=H.298 m=

Ping the private IP address of ecs-HK-0003.

If the following page is displayed, ecs-HK-0002 cannot communicate with ecs-HK-0003
because the two ECSs are in different VPCs.

[rootlecs-hk-BE8L ~ 1 ping 10.8.8.122

PING 168.8.8.12Z (18.8.8.122) 56084) bytes of data.
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——End

3.3.2 Traffic Control by Security Groups

Step 1 Switch to the network console. In the left navigation pane, choose Security Groups.

HUAWEI CLOUD

Network Consolp security Groups @

Dashbaard

Virtual Private Cloud
Name Security Group Rules Associated Instances  Description

Subnets
defaull 4 3 default

Route Tables

Step 2  Click the security group name and then delete the All rule.

HUAWEI CLOUD Console @ Hong-Kong
< default 0
Summary Qutbound Rules Associated Instances
3
Add Rule Fast-Add Rule Allow Commaon Ports nbound Rules: 3 Leamn more about security group configuration
u Protocol & Port ¥ (@) Type Source (7)
A IPv4 defaull (7)
D TCP:22 1Pv4 0.0.0.0/0 @
TCP - 3338 1Py 0.0.0.000 (3)

Step 3 Go back to the CLI of ecs-HK-0002 and ping the private IP address of ecs-HK-0001.

You can see that the two ECSs cannot communicate with each other.

[rootiecs-hk-BEBZ ~1# ping 192,166

PING 192.168.8.81 (192.168.8.81) 5

Step 4 Go back to the security group details page and add an inbound rule. Select Allow
Common Ports.
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default
Summary nbound Rules Cutbound Rules Associated Instances
Add Rule Fast-Add Rule Leam more
Protocol & Port Y7 @ Type Source @
TCP:22 IPvd 0.0.0.0/0 :;)
TCP - 3359 IPvd 0.0.0.0/0 :;)

Step 5 Go back to the CLI of ecs-HK-0002 and ping the private IP address of ecs-HK-0001.

You can see that two ECSs can now communicate with each other, indicating that the
added inbound security group rule has taken effect.

hk-888Z 18 ping
.168.8.81 (192 ) ) bytes of data.
from 19£.168. ! 5 29 ttl=64 time=H
= from 192.168. icmp_s G ttl=64 time=8
from 19£.1668 .. icmp bl ttl=64

from 192.168. icmp b ttl=064
bytes from 139£.168.H. icmp_seq=63 ttl=64
bytes from 192.168.8. i Chip i ttl=64
bytes from 192.168. 65 ttl=64
bytes from 192. . seq=66 ttl=64 3t
buytes from 192.168. : seq=6h7 ttl=64 time=8.317

——End

3.3.3 Access to the Internet

Step 1 On the CLI of ecs-HK-0002, ping baidu.com. You can see that ecs-HK-0002 fails to access
the website.

lrootlecs-hk-HHHS 1% ping baido.com
'ING baidu.com (228.181.38.148) S560(04) bytes of data.

Step 2 Switch back to the network console, choose Elastic IP > Buy EIP.

HUAWEICLOUD | Comse o Horgaiong
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Step 3 Set the following parameters, click Buy Now, confirm the configuration, and click Submit.

Billing Mode: Pay-per-use

Region: AP-Hong Kong

EIP Type: Dynamic BGP

Billed By: Bandwidth

Bandwidth: 1 Mbit/s

Other parameters: Retain their default settings.

Buy EIP ®

Billing Mode Yearly/Monthly

Region AP-Hong-Kong -
An EIP can only be associated with a cloud resource in its same region. After the purchase, the region cannot be changed. Exercise caution when selecting the region
EIP Type Dynamic BGP @

Greater than or equal to 99.95% service availability rate

Billed By Bandwidth Traffic : Shared Bandwidth
For heavy/stable traffic For light/sharply fluctuating traffic For staggered fraffic

Billed based on usage duration and bandwidth size.

Bandwidth _ 2 5 10 100 200 Custom 1 +

Free Anti-DDoS protection
Bandwidih Name bandwidth-83ck
Advanced Seffings Tag
Monitoring
You can monitor network traffic at one-minute granularity, for free. You can monitor bandwidth fluctuations, and inbound/outbound bandwidth rates.
Quantity 1 + “fou can buy 10 more EIPs. Increase quota

Step 4 On the Elastic IP page, locate the purchase EIP and click Bind in the Operation column.
Select ecs-HK-0002 and bind the EIP to it.

EFs @ 5 Guick Links

= = = Q[ syt v | [c][T][@
£ Moni.. Statues T EPType T Bandwidth T Bandwidth Details Associated Insiance T Billing Mode T Operation
[ @ ® uvma Dy 8 [r— Lot - e e i | Mo+
x
Bind EIP

158.138.38.138

Vi 1 agoress

Q|| seweney g v

2

Status Er Frivate 1P Address
ece HILD00D Running oo 122
@ eesH0002 Running - 142.188.0.86
ece L0001 Running 192,168,081
e 1P 192.162.0.86, MAC: 2 16,3 08.11:12 (Pramary NIC)

Instance  ecsHK.D002
192 402.166.0.36, MAC: fa:16:le:02ub4:148 (Primary NIC)

E foreet
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EIPs  Cuick Links

Step5 Go back to the CLI of ecs-HK-0002 and ping baidu.com. You can see that ecs-HK-0002
can now access the website.

butes From 39.156.69.79 (39, B9.79) 0 dcmp_seq=1661 tt1=1% time=7.1%
bytes From 39,156,697 (39.156.63.73)0 icmp_seq=166g t11=45 time=7.13
z From 39.156.69.79 ( A56.69.79) 0 icmp_seq=1663 tt1=45 time=7.12
from AS6.69.7 . .69.73) . icmp_seq=1664 tt1=45 time=7.89

from 39.156.69.7 .1596.63.73): icmp_seq=1665 ttl1=15 time=7.88

From 39.156.69.7 69,790 icmp_seq=16b6 tt1=1% time=7.H3

bytes From 33.156.69 .73 (33, 63,730 icmp_seq=1667 tt1=45 time=7.14
4 bytes from 39.156. 9 039.156.69.79) 0 icmp_seq=1668 tt1=45 time=7.85
butes from 39.156.69.7 . B63.73) . icmp_seq=1669 tt1=45 time=7.88
butes from 39.156. 69,730 icmp_seq=16YH t11=45 time=7.11
butes From 39.156.69.79 (39, 69790 domp_seq=1671 tt1=1% time=7.H2
' A3

bytes From 39.156.69.73 (39, 0637900 icmp_seq=167Z ttl=45 time=7
4 bytes from 39.1%6.69.79 (39.156.69.79): icmp_seq=1673 tt1=45 time=7.87
butes from 39.156.69.7 . B69.73) . icmp_seqg=1674 tt1=45 time=7.83
butes from 39,156, . (39. . :icmp seq=167VS ttl=145 time=7.19

3.3.4 Traffic Distribution

Do as follows:

® Enable the HTTP service on ecs-HK-0001 and ecs-HK-0002.

® Buy and configure a load balancer.

® Achieve load balancing when HTTP web pages of VMs are accessed through the load
balancer.

Step1 Remotely log in to ecs-HK-0001 and ecs-HK-0002, and enable port 8889 used by the
HTTP service.

e Run command nohup python -m SimpleHTTPServer 8889 > /dev/null 2>&1 & to
enable the port.

e Run command curl 127.0.0.1:8889 to verify that the port has been enabled.
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[root@ecs-hk-BAA1 I nohup python -m SimpleHTIPServer 8889 > sdewenull 2381 &
[11 11654
[rootPecs-hk-HEA1 ~1#|curl
<DOCTYPE html FUBLIC -~
Directory list

3.2 FinalsEN"><html>

N

" bash_logou

rootPecs-hk-HEEZ ™ 1#

Step 2 Run the touch command on ecs-HK-0001 and ecs-HK-0002 to create empty files named
SERVER1 and SERVER2, respectively. Run the Il command to check whether the files are

created.

[rootPecs-hk-B881 ~1# touch SERVER1
[rootPecs-hk-AB8E1 ~1# 11

total B

ri-r--r 1 root root A fAug 14 11:12 SERUVER1
[rootPecs-hk-HHEL1 ~ 1#

[rootBecs-hk-8862 ~1# touch SERVERZ
[rootPecs-hk-HHBZ “1# 11

total B

ru-r--r-- 1 root root B Aug 14 11:12 SERVERZ
[rootRPecs-hk-BE8Z ~ 18 _
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Step 3 Go back to the console, and choose Service List > Network > Elastic Load Balance.

(=) Elastic Cloud Server Recently Visited Services: Elastic Cloud Server Virtual Private Cloud Elastic Volume Service Scalable File Service
&Y Relational Database Service Computing Storage
Elastic Cloud Server | Elastic Volume Service | irtual Private Cloud
Auto Scaling
Auto Scaling | Dedicated Distributed Storage Service Elastic Load Balance
= Bare Metal Server
— ’ Image Management Service Storage Disaster Recovery Service Wirtual Private Metwork
ﬂ Elasfic Volume Service Dedicated Host Cloud Server Backup Service Direct Connect
= Cloud Container Engine Cloud Backup and Recovery Domain Mame Service
=1l Volume Backup Service
Bare Metal Server ) Volume Backup Service ) NAT Gateway
A -
5 Vidual Private Cloud FunctionGraph Object Storage Service Elastic IP
Elastic Load Balance Dedicated Cloud Data Express Service Cloud Connect
— Scalable File Service VPC Endpoint
F} Elastic IP

Step 4 Click Buy Elastic Load Balancer.

HUAWEI CLOUD

Network Console

Step 5 Set the following parameters, confirm the configuration, and click Submit.

e Type: Shared

® Region: AP-Hong Kong

e Network Type: Public network
e VPC: VPC-01

e EIP: New EIP

e EIP Type: Dynamic BGP

e Billed By: Bandwidth

e Bandwidth: 1 Mbit/s

e Name: for example, elb-name



HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 125

<  Buy Elastic Load Balancer @

* Region AP-Hong-Kong -

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used across regions through internal nefwork cc

# Network Type Private network @

* VPG VPC-01 ¥ | C ViewWPC
& Subnet subnet-01(192.168.0.024) v | (3 View Subnet Available private IP addresses: 249
* Privale IP Address Automatically-assigned 1P
% EIP @ MNewEIP Use existing (7)
* Billed By Bandwidth J i Traffic
For heavy/stable traffic Far light/sharply fluctuating fraffic

Billed based on usage duration and bandwidth size.

* Bandwidth - 2 5 10 100 200 Custom 1 +

Anti-DDoS protects resources from network and application layer DDoS attacks and sends nofifications the instant attacks are detected. Anti-DDoS C:

* Name elb-whj

Advanced Seffings Descripion | Tag

Step 6 In the load balancer list, locate the purchase load balancer, click Add listener, and
configure the listener.

Load Balancers @)

Hame -

Name Status Type IP Address and Network Listener (Frontend Protacol/Port) EIP Billing Information Billing Mode

Set the following parameters to configure the listener:
e Name: Enter a name.
e  Frontend Protocol/Port: HTTP/8881
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'e alb-whj o Running o

Basic Information Backend Server Groups Monitoring Tags
s x

Add Listener

o Gonfigure Listener (2) Configure Backend Server Group (3) Finish 1
* Mame | listener-whj |
tae
Frontend ProtocolPort | HTTP - 8581 | Value range: 1 to 65535

Select TCP or UDP for load balancing at Layer 4. Select HTTP or HTTPS for load balancing at Layer 7.

Redirect (3)

Advanced Seffings ~

Cancel m

Set the following parameters to configure a backend server group:
e Backend Server Group: Create New
o Name: Enter a name.

Load Balancing Algorithm: Weighted round robin

Health check configuration: Enable the health check function. Set Protocol to HTTP
and Port to 8889.

(1) Configure Listensr e Configure Backend Server Group (3) Finish

Backend Server Group Use existing

# Mame server_group-whj

# Backend Protocol

# Load Balancing Algorithm Weighted round robin o @
Sticky Session @

Description
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Health Check Configuration

Enable Health Check  (7) a

+ Protocaol HTTP -

0 o o

If you do not specify a port number, the port used by the backend server to receive traffic will be
used.

Advanced Seitings Default Custom

Add ecs-HK-0001 and ecs-HK-0002 to the backend server group.

BuyECS submet-01 152 168.0.024)

B Vou can 539 500 s backand servers. Icreaso queta

B server Specifieation

1vCPUS 1168
ecs 0002

[ ek g 32 sman
1vGPUS 118

B stk @ <2 small 1

BurECS subnet01 (192 168.0024)

R L T T p——

B server Specification

1vCPUS 168

| - s2smakl

@ sricen @

1vCPUS | 168,
£2sma 1

Page 127
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Basic Information Listeners Backend Server Groups Monitoring Tags
Add Backend Server Group Name
server_group-i | HTTP & .
r_group-whi B = Basic Information

fe20c3-7903-4025.8484.3507309798 [T

HrTR
Enabied
-2
" Name
Private IP Address Health Check Result 3) Weight
192163086 Unheathy 1
192168081 Unheaitny 1

Step 8 Check the health check result of the two ECSs. If the ECSs are detected unhealthy,
troubleshoot the issue by referring to the ELB documentation.

The health check result is Unhealthy because the security group denies communication
through HTTP port 8889. Go to the VPC console, choose Access Control > Security
Groups, click the security group name, and add an inbound rule.

:
Summary Inbound Rules Outbound Rules Associated Instances

“ Add Rule ” | Fast-Add Rule | Delete Allow Common Porls Inbound Rules: 6 Leam more about security group configuration.

[] Protocol & Port ¥ (D

Add Inbound Rule  Learn more
ICMP - Al

TCR:20-21 ‘ 0 Inbound rules allow incoming fraffic to instances associated with the security group

TCP: 22
Security Group default

import multiple rules

TCP - 443 Protocol & Port (%) Source () Description

Oo|o|o|ga|o|oO

TCP : 3389 TCP - IP address -

(¥) Add Rule

Cancel

Step 9 Go back to the Backend Server Groups page, wait for 3 to 5 minutes, refresh the page,
and check the health check result of the two ECSs. If the health check result changes to
Healthy, the two ECSs can receive requests from the load balancer.

dbwhj @) Running

Basic Information Listeners Backend Server Groups Monitoring Tags

2dd Backend Server Group

16260630-7013-4625-9484-35073897cE [T}
HITP
Enableg | Configure

-2

Status Private IP Address Health Check Result (2) Weight

Running 192.163.0.96 Healthy 1

ecsHK-0001 Running 192168081 Healthy 1
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Step 10 In the browser address box, enter http://£/P bound to the load balancer.8881 to check
whether the ECSs can be accessed. SERVER1 in the following figure is the backend server
corresponding to ecs-hk-0001.

& C (@ Notsecure | 119.8.32.27:8881

Directory listing for /

.bash_history
bash_logout

.bash_profile
_bashre

¥ ® ¥ ® # ¥ ¥ * * ¥
Iﬂ"‘
E.
[}
=]

Step 11 Refresh the browser, verify that the two ECSs appear in turn.

< C (@@ Notsecure | 119.8.32.27:8881

[ =]

Directory listing for /

» _bash_history
* _bash logout
» _bash profile

o _bashrc

s _cshre

» _history

. _pl.__;

s _ssh

s _tcshre

« SERVERZ?

Through this process, you can see that ELB can well distribute traffic across backend
servers.

——End
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3.3.5 Communication Between ECSs in Different VPCs of the
Same Region

Step 1

Create a VPC peering connection in AP-Hong Kong and configure VPC routes at both
ends of the VPC peering connection.

In the navigation pane on the VPC console, choose VPC Peering. Click Create VPC Peering
Connection.

HUAWEI CLOUD

Network Console VPG Peering @

Dashboard
Al statuses - Name - Q C

Virtual Private Cloud
Name Status Local VPC Loeal VPC CIDR Block

Peer Project ID Peer VPC Gperation

Subnets

Route Tables:

Access Control

Elastic IP and Bandwidth =
HAT Gateway No data available

Elastic Load Balance

VPG Endpaint

Virtual Private Network d

Direct Connect

Cloud Connect

Elastic Cloud Server

Step 2  Set the following parameters and click OK.

¢ Name: for example, peering-name
e Local VPC: VPC-01
® Peer VPC: VPC-02

Ensure that the two VPCs do not conflict with each other.
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Create VPC Peering Connection

Local VPC Settings

{

Mame peering-whj

Leocal VPC VPC-01 v

4

Local VPC CIDR Block 192.168.0.0/1%

Peer VPC Settings

Ac:'}unt m AnOIher aceou nt

Peer Project ap-southeast-1 | @

{

4

Peer VPC VPC-02 M

4

Peer VPG CIDR Block 10.0.0.0/24

Step 3 In the VPC peering connection list, verify that the created VPC peering connection is in
the Accepted state.

All statuses - Name \ Q

Name Status Local VPC Local VPC CIDR Block Peer Project ID Peer VPC Operation

peering-whj VPC-01 192.168.0.0/18 09859dfddd0010. VPC-02 Modify | Delete

Step 4 Click the name of the VPC peering connection and view the routes. Under Local Routes,
click Route Tables to add routes.

< peering-whj

Name peering-whj ﬁ Status Accepied

ID 4p6997a8-2387-4b49-83ac-8d 1d20791c [ Peer Project ID 09859dfddd00107a2ff9c00a3710c015 [
Local VPC Name VPC-01 Peer VPC Name VPC-02

Local VPC ID 7e0881-aB22-463c-bb32-204352a03110 [ Peer VPC ID 80bcYaed-f562-45ec-8e07-502658847a%b [
Local VPC CIDR Block  192.168.0.016 Peer VPC CIDR Block  10.0.0.0/24

Local Routes Peer Routes
Switch to thej Route Tables|page to add routes for the VPC peering connection.

Destination Next Hop Type Next Hop Route Table Description
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Step 5 In route table rtb-VPC-01, click Add Route. Set Destination to the CIDR Block of VPC-02
and Next Hop Type to VPC peering connection.

Add Route

Route Table  rb-VPC-01(Default)

Destination @ Next Hop Type @ Next Hop ®

| 10.0.0.0/24 | | | VPC peering . ¥ | ‘ peering-whj(4b5997a8-2387-4p49-83 | w

(® Add Route You can add 4 more routes.

Step 6 In route table rtb-VPC-02, click Add Route. Set Destination to the CIDR Block of VPC-01
and Next Hop Type to VPC peering connection.

Add Route

Route Table  rib-VPC-02({Default)

Destination (2) Next Hop Type () Next Hop (3)

([ 19216800116 | | ||VPC peering..._ = | || Peering-whi(4b699728-238F-4b49-83... ||v |

@ Add Route You can add 4 more routes.

Routes
Delete ‘ Add Route | | Replicate Route ‘ Q Learn how to configure routes.
I D Destination ® Next Hop Type @ Next Hop ® Type ® Description Operation
~  Local Local Local System Default route that enables instance.. Modify | Delete
|:\ 192 168 0. 0116 VPC peering connect. peering-whj Custom - Modify | Delete
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Switch to the ECS console, remotely log in to ecs-HK-0002, and access ecs-HK-0003 in
VPC-02.

If the following information is displayed, ECSs in VPC-01 and VPC-02 in the same region
can communicate with each other after the VPC peering connection is created.

[rootRPecs-hk-BABZ ~1# ping 18.8.8.122
PING 18.8.8.127 (18.8.A.122) 56(84) bytes of data.
icmp_seq=1
icmp_seq=2
icmp_seq=3
icmp_seq=4
icmp_seq=5
icmp_seq=b
icmp_seq=7
icmp_=seq-8
icmp_seq=9

H.8
H.8
H.8
H.8
H.8
H.8
H.8
H.8
H.8
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3.3.6 (Optional) Communication Between ECSs in Different

Regions

By default, your on-premises data center or private network cannot communicate with
ECSs on the cloud. To enable communication between them, you can create a VPN
connection. In this example, the VPC in the CN South-Guangzhou region servers as the
on-premises network.

Start

(Optional) Create a VPC. (The
created VPC has a default

(Optional) Create another subnet

forthe VPC.

Buya VPN gateway

Buya VPN connection.

Configure the remote device.

Configure security group rules.

Pay attention the following when configuring a VPN connection:

® Local and remote subnets cannot overlap.

e Different local subnets cannot overlap.

® Local and remote subnets use the same IKE and IPsec policies and PSK.

® The subnet and gateway configuration on the cloud must be the same as the subnet
and gateway configuration on the on-premises network.

® The security groups containing the ECSs in the VPC that you want to access allow
traffic from and to the on-premises network.

e After a VPN connection is created, its status changes to Normal only after the servers
on both ends of the VPN connection communicate with each other.

Do as follows:

e Buy a VPN gateway in AP-Hong Kong and CN South-Guangzhou, respectively.
e Configure the VPN connection.

e  Modify security group rules.



Step 1

Step 2
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e Enable communication between ecs-HK-0001 in AP-Hong Kong and ecs-GZ-0001 in
CN South-Guangzhou.

e View the VPN connection status.

Select the AP-Hong Kong region. On the network console, choose Virtual Private
Network > VPN Gateways. Click Buy VPN Gateway.

Dashboard
Name v Q C
: Name Status VPC Type Gateway IPAd..  Bandwidth Deta..  Description Operation
VPN Connections
Direct Connect v
Cloud Connect v
Virtual Private Cloud & No data available.
Security Group &
Elastic IP &
Elastic Cloud Server &
Set the following parameters and click Buy Now.
e Billing Mode: Pay-per-use
e Name: vpngw-HK
e VPC: VPC-01
® Type: IPsec
e Billed By: Bandwidth
e Bandwidth: 5 Mbit/s
A VPN connection must be purchased together with the VPN gateway. T
# Region AP-Hong-Kong A
Regions are g phic areas isolated from each other Resources are regic
quick resou select the nearest region.
#* Mame vpngw-HEK
* VPC VPC-01 * | C Create VPC
This is a one-time configuration and cannot be modified after the gateway

# Bandwidth (Mbit/s) - 10 20 50 100 200 300



Step 3

Step 4
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In the left navigation pane, choose VPN Connections. Click Create VPN Connection, set
the parameters, and click Buy Now.

e Name: vpn-HK

e | ocal Subnet: Select the subnet of VPC-01.

® Remote Gateway: Enter any IP address and modify it after you have created the VPN
connection in CN South-Guangzhou.

e Remote Subnet: Enter the subnet of VPC-03 (in CN South-Guangzhou).
e PSK: Enter a value.
e Advanced Settings: Retain their default settings.

Mame vpn-HK
VPN Gateway vpngw-HK
Lacal Subnet Specify CIDR block
subnet-01 (192.168... * | C
Remote Gateway 1 .2 2 1
Remote Subnet (%) 172.16.0.0/24
4 e er subn a
PSK
Confirm PSK

Advanced Settings m Custom

Switch the region to CN South-Guangzhou, click Buy VPN Gateway, set the following
parameters, and click Buy Now.

e Billing Mode: Pay-per-use

e Name: vpngw-GZ

e VPC:VPC-03

o Type: IPsec

e Billed By: Bandwidth

e Bandwidth: 5 Mbit/s
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* Billing Mode Pay-per-use

A WPN connection must be purchased together with the WPMN gateway. The VPN connect
¥ Region CM South-Guangzhou -

Regions are geographic areas isolated from each other. Resources are region-specific and
¥ Mame vpngw-GZ
ke PC WPC-03 * | C Create WPC
& Billed By Bandwidth Traffic

¥ Bandwidth (Mbit/s) “ 10 20 50 0o 200 200

Step 5 In the left navigation pane, choose VPN Connections. Click Create VPN Connection, set
the following parameters, and click Buy Now.
e Name: vpn-GZ
e [ocal Subnet: Select the subnet of VPC-03.

e Remote Gateway: Enter any IP address and modify it after you have created the VPN
connection in CN South-Guangzhou.

e Remote Subnet: Enter the subnets of VPC-01.
® PSK: Set this to the value set for the VPN connection in AP-Hong Kong.
e Advanced Settings: Retain their default settings.

VPN Connection

% Name wven-GZ
VPN Gateway vpngw-GZ
% Local Subnet Select subnet Specify CIDR block
subnet-03 (172.16.... |
% Remote Gateway 1T -1 - 1 . 1
* Remote Subnet @ 152.168.0.0/24

100.64.0.0/10 as the customer subnet may cause services such as OBS, DMN5, APl Gateway to become unavailable.
* PSK

* Confirm PSK

* Advanced Settings Customn
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Step 6 On the VPN Connections page, locate vpn-GZ and record its local gateway.

VPN Connections (%)

lame -
Name Status VPN Gateway Local Gateway Local subnet (3) Remote Gateway Remote Subnet (7)
von-GZ Creating vangw-GZ 172160.0/24 [RER 152168.0.0/24

Step 7 Switch back to the AP-Hong Kong region, locate vpn-HK, choose More > Modify in the
Operation column, and set its remote gateway to the local gateway of vpn-GZ.

Name v Q o
Name Status VPN Gateway Local Gateway Local Subnet (7) Remote Gateway Remote Subnet (Z) Operation
vpr-hk & Not connected wpngw-hk 159.138.15.129 132.168.0.0/24 111 10000724 view Policy

Modify VPN Connection

Basic Information

Name vpn-hk Remote Gateway 139 . 159 . 222 . 123
Local Subnet Specify CIDR block Remote Subnet 172.16.00/24
subnet-Bd43{192.16... v

Advanced Settings v

“ Cancel

Step 8 Record the local gateway of vpn-HK.

VPN Connections (7

Mame Status VPN Gateway Local Gateway Local Subnet @ Remote Gateway
vpn-hk e Mot connected vprgw-hk 159.138.15.125 152.168.0.0/24 139159222123

Step 9 Switch to the CN South-Guangzhou region, locate vpn-GZ, choose More > Modify in the
Operation column, and set its remote gateway of to the local gateway of vpn-HK.
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VPN Connections (%)

Name - Q ‘
Mame Status VPN Gateway Local Gateway Local subnet (7 Remote Gateway Remote Subnet (2) Operation
vpn-GZ Q) Motconnected  vpngw-GZ 139159222123 17216.00/24 1111 152.168.0.0/24 View Policy Delete
®

Modify VPN Connection

Basic Information

Name von-GZ. Rem:

Local Subnet Select subnet Specify CIDR block Remate Subnet 152.168.0.0/24

subner-03(172.16.0 -

Advanced Settings v

Step 10  Verify that the VPN connection status is Not Connected.

VPN Connections ()

Mame A
Name Status VPN Gateway Local Gateway Local Subnet @ Remote Gateway Remote Subnet @
vpn-GZ e Mot connected vpngw-GZ 139.155.222.123 172160024 159.138.15.125 152.168.0.0/24

Step 11 Configure security group rules in AP-Hong Kong and CN South-Guangzhou to allow
access from and to the peer end.

< default

Summary Inbound Rules Add Inbound Rule Learn more

) tnbound rules allow incoming traffic to instances associated with the security group.
[[Trsdraie ]| | restaddrute

L] Protocol & Port 7 @ Security Group default
O = e rule
O mwe:z= Protocol & Port (Z) Source (Z) Description Operation
0 7c:38 cMp - P address - .
All - 00000

® Add Rule

n caneel
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Sys-default

Summary nbound Rules Add Inbound Rule Learn more

ST :l ‘ 0 Inbound rules allow incoming traffic to instances associated with the security group.

Protocol & Port 7 ()

Security Group Sys-default
All
TP 22 Protocol & Port () Source (3 Description Operation
TCP: 3385 IChMP - IP address

all - 0.0.00/0

(@ add Rule

“ Cancel

Step 12 Remotely log in to ecs-HK-0001 in VPC-01 and ping ecs-GZ-0001 in VPC-03 of CN South-
Guangzhou. ECSs in different regions can communicate with each other.

(-HHH1 18 ping
(172 .1 7] f les if data.

5= From
' rom
i cmp
icmp_s
i time=13
From L .H.Z15 i 12 tt time=13
I'rom b.H 1 = . L Lime==17
: i Lime=1
time=1
time=13.9
F'rom L .H.Z215 i T oit e time=13.9
5 From G. 7: ic seqg=108 ttl= Lim==14 .6

Step 13 Go to the VPN Connections page and check whether the statuses of the VPN connection
in the two regions are normal.

© Hong-Kong n tesources  Service Tickets  Enterprise  Support

VPN Connections (%)

Name v
Name Status VPN Gateway Local Gateway Local subnet (3) Remote Gateway Remote subnet (2
vpn-hk prgw-hk 155.138.15.125 152.168.0.0/24 135155222123 T216.0.0/24

« Guangzhou nter esources  Servi s Enterprise  Support

VPN Connections (7

Mame -

S - - 5
Name Status VPN Gateway Local Gateway Local Subnet 3

wpn-GZ vpngw-GZ 135.155.222122 172.160.0/24 189.128.15.12% 152.168.0.0/24

. - )
Remote Gateway Remote Subnet (Z)
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Through this process, you can see that a VPN connection can be used to enable
communication between the on-premises data center and the VPCs.

——End

3.4 Deleting Resources

Step 1

Delete the ECSs in the two regions.

Cloud Server

Console

Dashboard

Elastic Cloud Server

D ed Host

Bare Metal Server

Elastic Volume Service

Delete ECS

Elastic Cloud Server @

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in.

start stop Reset Password More ¥
Restart
Name/ID AZ T Specifications/image
Change Billing Mode
ecs-HK-000 . 1VCPUS | 1 GB | s25m.
v .
[ Az2 | Renew Cent0S 76 64bit
Change ECS Name
ecs-HK-0002 14CPUs | 1 GB | s2sm.
i A dwidt
B i racaor.shos-cass-s AZ2 | Modify Bandwidth Cent0S 76 64bit
Unsubscribe
ecs-HK - Ty YCPUs|1GB|s2sm

81-ea51-40b7-.. CentOS 7.6 64bit

Are you sure you want to delete the ECSs?

need to delete

Name

ecs-HK-0003

ecs-HK-0002

ecs-HK-0001

Release the EIPs bound to the ECSs

the attached data disks,

backup will be retained and will continue to be billed. To avoid being billed for the
the CSBS console.

also delete

, it takes about 1 minute to delete associated disks. Do not perform any

ssociated system disk and its snapshots. The deleted ECS, system

and cannot be recovered
will continue to be billed. After the ECS Is deleted,

ackup, delete it on

uring this period. Otherwise, the disk deletion may fail. If this occurs, you will

disks on the EVS console

Status Remarks
Running
Running

Running

Delete all data disks attached to the ECSs

IP Address

10.0.0.122 (Pri..

192.168.0.81

£7 Quick Links

c| |80

Billing Mo... Operation

Pay-per-use —
aug.,  Remote Login

Cre

Pay-per-use

Created on Aug Remote Login

Pay-per-use

Croated on Auq..  Remote Login

More

More =

More =

Page

Step 2 Delete the load balancer in AP-Hong Kong. Remove the backend servers, delete the
listener, and then delete the load balancer.

<

Basic Information

Running

Add Backend Server Group

server_group-whj | HTTP

| Listeners | | Backend Server Groups Monitoring Tags
2] f—
2@ 2
g Algorith Weighted round robin
St Disabled
Add All
Available servers: 2 Unhealthy (2)
Name Status Private |P Address

- 192.168.0.95
- 192.168.0.81

Health Check Result (3)

© Deleted

© Deleted

More En;

Weight Backend Port
1 8889
1 8889

Operation

Remove

141
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Load Balancers ® [5# Quick Links Buy Elastic Load Balancer

Name - Q Search by Tag c||\0

Name Status Type IP Address and Network Listener (Fronten... EIP Billing Inform... Billing ... Operation

192.168.0.2 (Private IP addre. .. 1 Mbiti's
elb-whj R... Shared 119.8.33.27 (EIP Add listener Pay-per-use = Modify Bandwidth More
VPC-01 (VPC By bandwidih

Are you sure you want to delete this load balancer?

+ A deleted load balancer cannot be recovered. Exercise caution when performing this operation.

s [fyou do not release the EIF, it may be bound to other resources, which will incur fees.

Name Status IP Address

elb-whj Running 119.8.33.27 (EIF

Release the EIP

All statuses v Name - Q| |Cc

Name Status Local VPC Local VPC CIDR Blo... Peer Project ID Peer VPC Operation

peering-whj Accepted  VPC-01 192.168.0.0/16 09859dfddd. VPC-02 Modify

Step 4 Delete the VPN connection and VPN gateways in the two regions. If you delete the VPN
connection first, the gateways will be automatically deleted.

Dashboard
Name - Q Cc
Virtual Private Network a
Name Status VPN Gateway Local Gateway  Local Subnet (D  Remote Gateway ~Remote Subnet (Z Operation
VPN Gatey
pn-HiK Normal  vpngw-HK 15013815192 1921680.0/24 1591388132 1721600724 View Policy | View Metric | More v

| vN connections
Direct Connect -
Cloud Connect v

VPN Connections (2

Mame - Q
Name Status VPN Gateway Local Gateway Local Subnet (2) Remote Gateway Remote Subnet (2 Operation
von-GZ Normal vengw-G2Z 129158.222123 17216.00/24 15313815129 1921660024 View Policy | Madify

Step 5 Delete the VPCs in the two regions. Delete the subnets in the VPCs and then delete the
VPCs.

~---End
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Management Services

4.1 Introduction

In this exercise, you will perform the following operations:
e View the CTS console and enable notification for key events.

e Use a HUAWEI CLOUD account to create an IAM user account, and use this IAM user
account to buy an ECS and view logs.

e Increase the ECS CPU usage and then check whether an alarm is generated for the
ECS.

4.1.1 Objectives

Upon completion of this exercise, you will be able to:

e C(Create an IAM user account and assign permissions to the account.
e Use CTS.

e (Create an alarm rule to monitor ECSs on Cloud Eye.

e View cloud logs.

4.1.2 Process

Run
commands
to increase
the ECS CPU

Create an
IAM user
account and

Enable CTS

Create a VPC
and

and check View ECS

use the
account to
create an
ECS.

configure an
key event
notification.

usage and
check
whether an
alarm is
genearted.

for
notifications.

logs.
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4.2 CTS
4.2.1 Enabling CTS and Viewing the Default Tracker

Step 1

Step 2

For this exercise, operations are performed in the AP-Hong Kong region.

Log in to the management console, select the AP-Hong Kong region, and click Service
List. Under Management & Deployment, select Cloud Trace Service.

HUAWEI CLOUD
EE Service List | e Database con
Relational Database Service |
(&) Elastic Cloud Server
Document Database Service Application
&b Relational Database Service GaussDB NoSQL Application Orchestration Service

M Auto Scaling Data Replication Service Software Repository for Container

. Data Admin Service Serv age
(=) Bare Metal Server

Cloud Service Engine

(5] Hastic Volume Service hanagement & Deplaymem:b Cloud Service Engine ServiceComb

oy : Cloud Eye Distributed Cache
[=}  volume Backup Service Istributed Cache

Identity and Access Management

Service DCS

Distributed Message Service
&> Virtual Private Cloud

Distributed Message Service for Kafka

Elastic Load Balance Log Tank Service Distributed Message Service for Rabbit...
Tag Management Service I
Elastic IP ~imple N

fessage Motification

In the left navigation pane, choose Trackers, and click Enable CTS in the upper right
corner. Enable Apply to All Regions. Click Enable.

A default tracker is created. The tracker will automatically identify and associate all of
the cloud services that you use, and records all of your operations related to these
services.

HUAWEI CLOUD

You can create 1 management trackers and 100 more data trackers. C

Tracker Na..  Tracker Ty. Tracking Object OBS Bucket File Prefix Status Trace Analysis Path Operation

Enable CTS

After Cloud Trace Service (CTS) is enabled, it traces all operations and changes performed on cloud service resources of the tenant.
Traces generated in these operations and changes are stored on CTS for 7 days. To configure and use advanced functions, such as
trace transfer to OBS and trace file encryption, click Configure in the Operation column on the Tracker page.

Apply to All Regions (:)
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The tracker is now in the Enabled state.
Trackers @
C
Tracker Na..  Tracker Type Tracking Object OBS Bucket File Prefix Status Trace Analysis Path Operation
Management - - - Enabled Configure Disable
——End

4.2.2 Creating a Key Event Notification

To be notified of key operations, you can configure key event notifications on CTS, and
then Simple Message Notification (SMN) will send notifications when they occur. SMN

can be configured to broadcast messages to email addresses, phone numbers, and
HTTP/HTTPS servers.

Step 1 On the CTS console, click Key Event Notifications. In the left navigation pane, click Create

Key Event Notification.

Bl @ |:|

Procedure for Using CTS ~

cTs

Trace List

n Create an SMN Topic E Create a Key Event Notification —— B A Specified Operation Is _— n An SMN Notification Is
Triggered Received
te a topic and add a subscription in  Create a key event notification on the CTS
Leam more C
Notification Name Template Type SMN Topic

Step 2  On the displayed page, specify required parameters.

® Notification Name: Enter a notification name.
e Operation Type: Typical
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Create Key Event Notification | < Back to Key Event Notification List

Basic Information

Notification Name keyOperate_info_whj @

Operation

SMN notifications will be sent when specified operations are performed.

Operation Type Typical I All Custom

Delete Create Login

Select at least one operation. Notifications will be sent when login, create, and de;
e  User Type: All users

User

Notifications will be sent when specified users perform specified operations.

User Type m Specified users

User List All users are selected by default.

e Send Notification: Yes
e SMN Topic: Click Topic to create an SMN topic.

Tapic
Send Motification Mo
SMN Topic - ‘ C

f no topic is available, switch '..'- 10 Create a new one

Step 3 On the displayed Topics page, click Create Topic in the upper right corner.

A topic is a specified event to publish messages and subscribe to notifications.

= o =3

SMN
nter a nar Q | C
Dashboard Name URN ® Display Name Operation
Topic Management ~
- Topics

- Subscriptions G ?

- Message Templates
No data available
Mobile Push
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Step 4 Set the topic name and click OK.

Step 5

Step 6

Create Topic

* Topic Name ‘ test

Display Name

To receive notifications for a specific topic, locate the topic, click More in the Operation
column, and choose Add Subscription.

’E] Topics @

SMN

Dashboard

Q| C
Name URN @

Display Name
Topic Management ~

Operation

Publish ‘Jé‘;.?i‘;l
Add Subscription

Medify Display Name
Message Templates

S urn:smn:ap-southeast-1:09859dfddd00107a2...
« Topics

Subscriptions

Configure Topic Policy
Mobile Push

Delete

For Protocol, select SMS or Email. For Endpoint, enter your mobile number or email

address. Click OK. The following uses SMS as an example.

Add Subscription
Topic Name test

Protocol SMS

Endpoint (& | q5¢ "

o

Step 7 The entered mobile phone number will receive an SMS message from HUAWEI CLOUD.
You can click the link to confirm the subscription.
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After the confirmation, you will receive a message indicating that you have successfully
subscribed to the topic.

& 1 1069138105.. % C
\\"& Help Center
[HUAWEI](1/3)You are e f
invited to subscribe to topic
{urn:si
ddoo1 L.
Click the following URL to confirm 0 Subscription Successful
your subscription within 48 hours.
You (+15¢ )} have successfully

subscribed to the following topic: test
I you do not want to subscribe to the topic,

| [HUAWEI(2/3)URL -IIs https:// click here to cancel subscription.
console-intl.huaweicloud.com/smn Topic URN
Jconfirm.html?id=ap-southeast urn:smn:ap-southes |
= 7a2{f9c00a37f0c015:test
098 [
c01 ! Subscription URN
e-f‘t-,' i urn:smn:ap-southeast-1:09859dfddd0010
2n0 7a2ffoc00a37fl 204
otke 7. 05384c22996e726f2fc
76b
=en Please bookmark this page so that you can
o 5 . unsubscribe from notifications for this

topic in the future.

Step 8 Click Publish Message to check whether you can receive SMS messages.

Top ics ® — Create Topic

Name URN ® Display Name Operation

test urn:smn:ap-southeast-1:09859dfddd0010. = Publish Message |More ~

Step 9 Enter a subject. Set Message Format to Text and Message to hello. Click OK.

If you receive an SMS message containing Aello from HUAWEI CLOUD, you have
successfully subscribed to the topic.
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Publish Message

Topic Name test
Subject HUAWEI CLOUD Notice
* Message Format @ Text JSON Template
*Message @ hello
Learn more about the message format

m Cancel

[HUAWEI]hello

Step 10 Go back to CTS console. On the Create Key Event Notification page, set Topic to the

created SMN topic and click Create Now.
Operation Type All Custom

Delete Create Login
Trage List Selec

cTs

least one operation. Notifications will be sent when login, create, and delete operations are performed for ECS, VPC, EVS, KMS, and 1AM services.

Trackers

Key Event Notifications

User
Notifications will be sent when specified users perform specified operations.

User Type All users Specified users

User List All users are selected by default

opic
B e

f no topic is available, switch to Topic and create a new one

If the key event notification status is Enabled, the key event notification was successfully
created.

ey et Nafctons ©

Procedure for Using CTS +
You can create 99 more notifications. Learn more C

Notification Mame Template Type SMN Topic Status Operation

keyOperate_info_whj Typical urn:smnap-southeast-1:09859dfddd00107a2ff9c00a37f0c01 S:test Enabled View Disable | More «

——End



4.2.3 Viewing VPC Creation Records

Step 1 Create a VPC in the AP-Hong Kong region by referring to section 3.2.1.

HUAWEI CLOUD

HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers

MNetwark Conzale Virtual Private Cloud @

IPwd CIDR Block

162.168.0.0116

Page 150

Step 2 Check whether you receive an SMS message from HUAWEI CLOUD indicating that the
VPC has been created.

[HUAWEI|Dear

hwst 2.
vpc-test was created by weil
at 2020-08-15 17:44:26 GMT+0800

, resource

using the VPC API.

Step 3 Go back to CTS console and choose Trace List. In the trace list, view the VPC operation

time and trace status.

HUAWEI CLOUD

Key Event Notifications

——End

© Hong-Kong

Trace List @

Procedure for Using CTS ~

Trace Type

Operator

Trace Na..

~  addRoute.

~  updateSu

~ createPort

~ createSub,

~ createSub,

o createNet.

Management

All operators

Resource

routers

subnets

ports

subnets

subnet

networks

v | Trace Source

Trace Sou.

VPC

VPC

VPC

VPC

VPC

Trace Status

Resource ID (3)

ac3cobe7-1fcf-

22503986-f277.

Oe7c5aec-aeal-

22503986-f277.

b33a6326-fafa-

b33a6326-fafa-

All trace sourc.. v

Last 1 hour Last 1 day

(@) All trace statuses

Resource Type

Normal

Resource Name (7 Trace Status (3)

subnet-18a3

22503986-f277.

subnet-18a3

subnet-18a3

ac3cober-1fcf-..

normal

normal

normal

normal

normal

normal

Warning

Operator ()

Last 1 week Customize

Search By | All filters

Incident.

Operation Time Operation
Aug 15,2020 17:44:31 GMT+0..  View Trace
Aug 15,2020 17:4429 GMT+0..  View Trace
Aug 15, 2020 17:44:28 GMT+0..  View Trace
Aug 15,2020 17:44:28 GMT+0..  View Trace
Aug 15,2020 17:44:28 GMT+0..  View Trace
Aug 15,2020 17:4427 GMT+0..  View Trace

¢
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4.3 Creating an IAM User Account and Performing Related
Operations

4.3.1 Creating an IAM Account and Assigning Permissions

IAM provides identity authentication and permissions management. With IAM, you can
create users for employees, applications, or systems in your organization, and control the
users' access to specified resources in your account.

Step 1 On the management console, under the username, click Identity and Access
Management.

HUAWEI CLOUD

Console @ Hong-Kong

View Resources in All Regions

My Resources [Hong-Kong]
Elastic Cloud Server 0 Relational Database Service 0 Auto Scaling 0
Bare Metal Server 0 Elastic Volume Service 0 Volume Backup Service 0

Virtual Private Cloud 1 Elastic Load Balance 0 Elastic IP 0

Step 2 In the left navigation pane, choose User Groups, and click Create User Group. (A user
group is a collection of users, and every user belonging to a user group has the
permissions assigned to the user group.)

HUAWEI CLOUD

console o v Search a iore nglish
—————
00— User Groups @ + Create User Group
b= —_—

Step 3

s
~

Permissions
Projects
Agencies

Identity Providers

Description I Created |5

Aug 04, 2020 16:21:27 GMT+08:00

4 Full permissions Aug 04, 2020 16:14:20 GMT+08:00

Enter a user group name and click OK.

Create User Group

test
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Step 4 Locate the created user group, in the Operation column, click More, and choose Manage
Permissions to assign permissions to the user group.

User Groups @ + Create User Group

You can create 18 more user groups. Q
Name |= Users Description |= Created |= Operation
v 0 - Aug 15, 2020 18:29:38 GMT+08:00 Modify | Manage User
v admin 4 Full permissions Aug 04, 2020 16:14:20 GMT+08:00
Delete
. . . e
Step 5 Click Assign Permissions.
User Groups | test Delete
la test & Group 1D 09a22ee8r20025633147c00a5452554 (1

Created Aug 13, 2020 18:29:38 GMT-+08:00

8 Users
Assign Permissions Project View
Q

All policies/roles A All services

Policy/Role Name = Type J= Description |= Project [Region] Operation

No data available

Step 6 For Scope, select Region-specific projects, select AP-Hong Kong. In the Permissions area,
search for IAM, select Tenant Guest and Tenant Administrator, and click OK.

Scope
Global service project
Permissions for services, such as OB5, COM, and TMS, can be assigned based on the global service project.

'Z§Zl Region-spedfic projects
Permissions for services, such as ECS and DCS, can be assigned based on region-specific projects.

Q

ap-southeast-1 [AP-Hong Kong]

cn-east-3 |CM East-Shanghail]

Permissions en-zouth-1 [CN South-Guangzhou]

a ap-southeast-1 [AP-Hong Kong]

ap-southeast-2 [AP-Bangkok]
ap-southeast-3 [AP-Singapare] Description
af-south-1 [AF-lohannesburg]

The read-only pert
na-mexico-1 [LA-Mexico City1]
sa-brazil-1 [LA-Sac Paulo1] The user only has

la-south-2 [LA-Santiaga] N )
Operation permiss
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Assign Permissions to test < Back to Group Details

[ns Region:

Scope

Permissions

Policy/Role Name = Type I Project [Region] Operation
~ Tenant Guest System-defined rale  Tenant ap-southeast-1 e Proj
~ Tenant Administrator System-defined role  Tenant Administrator (Exclude LAM) p-southeast-1 e Proj

Step 7 In the left navigation pane, choose Users, and click Create User.

1AM User Login Link https:#/auth-intl.huaweicloud com/authui/legin?id=hwstaff intl 00256854 [

Q
Usermame 1= Description 1= Status 1= Last Login U= Created 1= Operation
~ led Aug 04, 2020 16:30:33 GMT+03.00 Sex Credentials  Delete | Modify

Aug 15, 2020 160450 GMT+08:00 Aug 04, 2020 16:22:58 GMT+0800

Aug 14, 2020 01:01:47 GMT+08:00 Aug 04, 2020 16:22:51 GMT+08:00

Aug 04, 2020 16:15:35 GMT+08:00 Aug 04, 2020 16:14:21 GMT+05:00

Step 8 Set the following parameters.

e Username: Set a username, for example, test123.

e (Credential Type: Password

e User Groups: Select a created user group, for example, test.



HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 154

Create User

(@) Password

Access key

User Group = Description =

Operation
test

Remave

Can :E|

e Password Type: Set now
e Password Reset: Deselect it.
[ J

Password: Enter a password, for example, Huawei@123.

Set by user

Automatically generatad

(® Setnow

Require user to set a new password upon first login

+852 (Hong Kong SAR, China)

Previous “ Cancel

If the following page is displayed, the account was successfully created.

Users (3

1AM User Login Link https://a

uth-intl_huaweicloud.com/authui/login?id=hwstaff intl 00256854 LT

Q
Username = Description 4= Status 4= Last Login 4= Created J= Operation
. : Ersicd

Aug 15, 2000 15:53:13 GMT+08:00

——End
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4.3.2 Buying an ECS Using the IAM User Account

Step 1 Log out of the current account and log in again using the IAM user account.

Account Login IAM User Login

hw b

Password ®

.......... ®

Mobile Number Login Remember me

Remember me

LogIn

Login Free Forgot Account  HUAWEIID
Registration  Password Login Lagin

Free Forgot
Registration  Password

IAM User
Login

Use Another Account ~
Use Ancther Account ~

Step 2 In the AP-Hong Kong region, create a Linux ECS named ecs-test by referring to section

Elastic Cloud Server (0 7 Quick Links
The password reset plug-in can naw be installed after creating an ECS. Leam how ta install the plug-in

Mare = c||®C

Name/ID AV Status 7 Specifications/image 1P Address Operation

ecs-test 24CPUs | 4GB | c3large 2 - S
S556d484-d458-43c1-702-3c8F bl A funning CentOs 7.4 64bit TEIEEIET (e

Step 3  After the ECS is created, check whether you have received an SMS message from
HUAWEI CLOUD, indicating that the ECS creation operator is test123.

[HUAWEI]Dear

b , resource
ecs-test was created by test123 at
2020-08-1519:11:46 GMT+0800
using the ECS APL

Step 4 Switch to another region and view the ECS list.

If the system displays a message saying "You do not have permission to access this page.
Contact an administrator to request access", this account only has permissions in the AP-
Hong Kong region.
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UAWE| CLOUD

You do not have permission to access this page.
Comvact an S3miaEtor T TeaUeR 3

Step5 Switch to the HUAWEI Cloud account and add test123 to the admin user group.

Users (@
IAM User Login Link https://auth-intl.huaweicloud com/authuislog 256854 [J
Q
Username = Description 4= Status {= Last Login 4= Created T Operation
v etz Enabled  Aug 15, 2020 15:10:47 GMT+08:00 Aug 15, 2020 18:53:13 GMT+0E00 Set Credentials  Delet

User Groups
User Group J= Description J= Operation
test Remove
admin Full permissions Rem

-

n .:an‘:E|

Log in to the IAM console as user test123. Switch to another region, check whether you

Step 6
can access all of the ECSs.

HUAWEI CLOUD

Cloud Server Console Elastic Cloud Server &

toinstall the plug-in
c||® |
Q

1P Address Billing Mode Operation

stats T

Name/ID
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4.4 Cloud Eye
4.4.1 Monitoring an ECS

Cloud Eye is a multi-dimensional resource monitoring platform. In Cloud Eye, server
monitoring performs basic monitoring, OS monitoring, and process monitoring for

Servers.

Step 1 Log in to the management console as user test123, switch to the AP-Hong Kong region.
Click Service List, and under Management & Deployment, select Cloud Eye.

% HUAWEI CLOUD

Consal Search
=[sves | ’ a

Cloud Trace Service wirtual Private Cloud Elastic 1P

& Elastic Cloud Server Elastic Load Balance
& Relational Database Service Data Replication Service
Data Admin Service

i\ Auto Scaling
3
&> Bare Metal Server
X Security
(5]  Elastic Volume Service A
[ Volume Backup Service Scalable File Service
Application CON
5 virtual Private Cloud N - .
Application Orchestration Service
I.  Elastic Load Balance Seft 'y for Container Migration
®)  Elastic IP

Step 2 In the left navigation pane, choose Server Monitoring, and click Install and configure the
Agent.

HUAWEI CLOUD

Console \ Search glish reED i
Cloud Eye Server Monitoring @

Dashboard

© Hong-Kong

Resource Groups
Name - Qj||C

Alarm Management -

Name/ID Private IP Addr  ECS Status Agent Status Monitoring St: CPU Usage (7: Memory Usaqi Disk Usage Q Operation

ver Monitoring

ecs-test
9 0. unnin onfiguratio - 106% - - View Metric | More v
66560494-d458-42¢1-9702-3¢8. 122168 funning Configurat oo e

Cloud Service
Monitoring

Step 3 On Agent Installation and Configuration page, install the Agent based on the ECS OS
type.



Step 4

Step 5

Step 6
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HUAWEI CLOUD Console o Hong-Kong search (e} More English

< Agent Installation and Configuration

& _Agent Installation

OpenSUSE Debial 880,
a0
- Ubuntu: EulerOS:

F Oracle Linux: 69, 7.4

Linux: 130, 17.0

Mode 1: Normal Installation Mode 2: Batch Installation (Recommended)

allation, enswre that you have chang;

PUTTY to log

2. Run the following command on the first Elastic Cloud Server to install the Python package:

Create Iplist.txt in directory /userslocal. Copy the private IP addresses of the target ECSs to
nd ensure that each IP address is on a separate line.

he Agent in batches

word [

Go back to ECS console and locate the Linux ecs-test created in section 4.3.2. This ECS is
running Linux OS (x86_64), so Mode 1 is used to install the Agent.

Click Remote Login to log in to ecs-test.

€ @ Hong-Kong Search Q More English

Elastic Cloud Server (3 E# Quick Links

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in.

More ¥ C
Name/ID AZ Y Status 37 Specifications/Image IP Address
| R - 2vCPUs |4 GB | c3lar 19.8.33.27
A u g
B 9 Centos 7.4 64bit 192.168.0.157 ..

Run the following command to install the Agent on ecs-test:

cd /usr/local && wget https://telescope-ap-southeast-1.obs.ap-southeast-
1.myhuaweicloud.com/scripts/agentinstall.sh && chmod 755 agentinstall.sh && ./agentinstall.sh

ent0S Linux 7 (Core)
[Kernel 3.18.8-1862.12.1.el17.xB6_64 on an x86_64

ecs-test login: root

Welcome to Huawei Cloud Service

[rootBecs-test “1# cd ~usr-local && wget https:-rtelescope-ap-southeast-1.obs.ap-southeast-1.myhuaweicloud .com/scripts agent Ins
11.sh && chmod 755 agentInstall.sh && .-agentInstall.sh

Press Enter.

If the following information is displayed, the Agent has been installed.
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Abinscurl

ces flag MOT FOUMD in _ support_agent_list
Current user is root.

Current linux release wversion @ CENTOS
Start to install telescope...

In chkconfig

Success to install telescope to dir: ~fusr~local-telescope.
Starting telescope...

Telescope process starts successfully.

[rootWecs-test locall#

Step 7 Go back to ECS list, locate ecs-test, click More in the Operation column, and click Restart.

@ Hong-Kong Q More English
Elastic Cloud Server @ £ Quick Links
The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in.
Start Stop Reset Password Mare ¥ ‘ cle& |0
: Restart Q
Delete
Name/ID Az T Specifications/Image 1P Address Billing Mo.. T Operation
Change Billing Mode
- 0 2vCPUs | 4 GB | c3lar. 833 2 | Mo
A new are v
- fenew Cent0S 7.4 64bit 192.168.0.157

Change ECS Name
Modify Bandwidth

Unsubscribe

Step 8 After ecs-test is restarted, go back to the Cloud Eye Server Monitoring page and refresh
the page.

The Agent Status will be Configuration error. Click Configuration error.
On the displayed Restore Agent Configurations dialog box, click One-Click Restore.

Cloud Eye Server Monitoring @

d configure the Agent to enable fine-grained resource monitoring. Learn more
Name e Q | i}‘

Name/ID Private IP Addi ECS Status Agent Status Monitoring Stz CPU Usage (3 Memory Usagi Disk Usage (3 Operation

-9702-3c8. h -

Monitoring

Restore Agent Configurations @

© eefore the restoration, ensure that you have installed the Agent. Install the Agent

A ecs-test Restoring




Restore Agent Configurations @

@ Before the restoration, ensure that you have installed the Agent. Install the Agent

A ecs-test Restoration Successful

An agency has been configured for the server.
Current agency permissions are normal
The current agency is within the validity period

The security group rule of the default NIC or the DNS configuration has been supported

Step9 Wait for 3 to 5 minutes.
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If the Agent Status changes to Running and Monitoring Status is enabled, the ECS is

being monitored. Click View Metric.

Server Monitoring (@

Install and configure the Agent o enable fine-grained resource monitoring. Leam more

Name/ID Private IP Address ECS Status Agent Status Monitoring Status

1921680157 Running Running [ @

d458-42c1-9702-3c5F bdeaTcd

CPU Usage (@) Disk Read Bandwidth (2
05 B, = 0
A i
A
/\ \\ /f \\\
/
/ \ / \
—_ _—
4 om az s
Disk Read I0F5 (D Disk Write 10FS (@

~---End

4.4.2 Creating an Alarm Rule

CPU Usage (3

Name

0.05% 1077% 5.23%

Disk Write Bandwidth (D

A
A
A\
[\
7\
/ \L
Y
Outband Incoming Rate @
A

Memory Usage (%)  Disk Usage (3) Operation

Select Metric C

20884215

2762000

You can flexibly configure alarm rules and notifications on Cloud Eye to learn about the
resource running status and performance in a timely manner and to prevent potential

service losses.
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Step 1 On the Server Monitoring page, locate ces-test in the ECS list. In the Operation column,
choose More > Create Alarm Rule.

jent to enable fine-grained resource monitoring. Learn more

Mame - Qllc

Name/ID Private IP Address ECS Status Agent Status Monitoring Status CPU Usage (3) Memory Usage (2)  Disk Usage () Operation

1521580157 Running Runring «© o5 To7856 523

Madify Upgrade Method

Step 2 Set the following parameters:

Name: The system generates a name randomly but you can change it.
Method: Create manually

Alarm Policy: (Agent) CPU Usage (recommended), Raw data, 3 consecutive
periods, >=, 0.5, Every 5 minutes. In this exercise, set a small threshold to receive the
alarm notifications as soon as possible.

Alarm Severity: Major

< Create Alarm Rule

Description

* Resource Type Elastic Cloud Server

% Dimension ECSs

* Monitoring Scope Specific resources

* Manitored Object ecs-test
viethod Use template Create manually
Alarm Policy CPU Usage - Raw data - 3 comsecutiv v - | Every 5 minutes ¥
% Alarm Severity Critical '§' Major Minor Informational

Alarm Motification

Step 3 Go to the Alarm Rules page.

If the alarm rule is displayed in the alarm rule list, the alarm rule has been created.
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Narme - allc

Step4 Go back to ECS console, locate ecs-linux, and click Remote Login. Run the following
command to increase the ECS CPU usage:

for iin “seq 1 $(cat /proc/cpuinfo |grep "physical id" |wc -1)°; do dd if=/dev/zero of=/dev/null & done

Running Status ©  Running

ne CPU Usage(2 vCPUs)

Bandwidth Usage(s Mbit/s)

Wait for 5 to 10 minutes, then you can see the CPU increase.

Step 5 Refresh the Alarm History page to view the alarm rule status.

Alarm History @

——End

4.5 LTS
4.5.1 Creating Log Groups and Log Streams

A log group is a basic unit for managing logs. A log stream is a basic unit for reading and
writing logs. Therefore, you must create a log group and a log stream before using LTS.

Step 1 Log in to the management console as user test123. Click Service List. Under Management
& Deployment, select Log Tank Service.



HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 163

HUAWEI CLOUD g © Hong-Kong
e =
= ’
&  Elastic Cloud Server Recently Visited Services: Elastic Cloud Server

Virtual Private Cloud
.{-_'] Relational Database Service
/Ul Auto Scaling Data Replication Service
B Data Admin Service
@& Bare Metal Server
Elastic Volume Service Management & Deployment
Cloud Eye

5] Volume Backup Service

Identity and Access Management
AN Vi +
™ Virtual Private Cloud Cloud Trace Service
/s Elastic Load Balance Log Tank Service

Tag Management Service
Elastic IP 1

Step 2 In the left navigation pane, choose Log Management. In the upper right corner, click
Create Log Group.

HUAWEI CLOUD

Log Management Q| |Cc

Log Transfer Log Group Name/ID Log Retention .. Created |= Creation Type Operation
Agent Management

Configuration Center

Step 3 Set Log Group Name and Log Retention Duration (days), and click OK.

Create Log Group

Log Group Name lts-group-test | @

Log Retention Duration (days) 7 days (3

Log group creation is a free function, but LTS
usage will be charged by log size, Pricing details

Step4 On the Log Management page, click the name of the created log group.

Qal|c
Log Group Name/ID Log Retention ... Created |= Creation Type Operation
= 7 Aug 15, 2020 23:49:04 GMT+0800 Use Modify = Delete
843284 Tada-474b-achd-678b007f0e85 Aug 1a, AT ser odify | Delete



HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 164

Step 5 In the upper right corner, click Create Log Stream, enter the log stream name, and click
OK.

LTS console Log Management / lts-group-test 1 ~+ Create Log Stream

Log Management

Log Transfer Log Stream Name/ID Created |= Creation Type Custom Metr..  Operation

Agent Management 0%
Create Log Stream @&

Configuration Center

Log Group Name lts-group-test

Log Stream Name lts-topic-test [2] @

t / lts-group-test + Create Log Stream

Q |C

Log Stream Name/ID Created |= Creation Type Custom Metr.. Operation

e Aug 15, 2020 23:51:16 GM 0 ser —-  Search  Delete More
8d-f0fc 4b5a-8314-cec8bebd3fa (AT 1, TR 2R AR Use arch | Delete | More v

——End

4.5.2 Installing the ICAgent

ICAgent is a tool used by LTS to collect logs. It runs on servers where logs are collected.

Step 1 In the left navigation pane, choose Agent Management, and click Install ICAgent.

LTS console Agent Management (@

Log Management

ICAgent
Log Transfer
| Agent Management
Configuration Center Node Name = Node IP Address |= System type |= ICAgent Status ICAgent Vers.. =

Install ICAgent and enable application performance monitaring. Learn how to install ICAgent

& Install ICAgent

Step 2 Set the following parameters.

e OS: Linux
e |nstallation Mode: Obtain AK/SK
® AK/SK: Enter the AK/SK.
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Install ICAgent

Installation
Mode Create an Agency

You can install ICAgent in two ways. If you have a one-click installation for multiple hosts, please refer to Inherited
Batch Installation.

Step 1: Enter the AK/SK to generate the installation command. How to Obtain an AK/SE?
AK 4E06

SK cZI3v

Step 2: Copy the ICAgent installation command.

-~

Command Generated Copy Cor

curl http://icagent-ap-southeast-1 obs ap-southeast-1 myhuaweicloud comTCAgent linux/apm agent install sh >

apm_agent install sh && REGION=ap-southeast-1 bash apm agent install sh -ak 4E06IZ3ROKNTDOIQIEXH -sk
cZI3V43yErL2SYoucCSmRDOxezlsL BLAS YRWeFds -region ap-southeast-1 -projectid 09859dfddd00107a2f9c¢00a37f0c015
-accessip 100.125.6.104 -obsdomain obs.ap-southeast- 1 myhuaweiclond com;

Step 3: Use a remote login tool (such as PuTTY) to log in to the node as the root user and run the copied command. If the message
"ICAgent install success” iz displayed. the installation iz successful. After the installation iz successful. choose Agent Management
from the left navigation pane to view the ICAgent status.

Umninstalling ICAgent,

Step 3 Copy the ICAgent installation command and run it on ecs-test.

If the following information is displayed, the installation was successful.

[rootPecs-test “1# curl http:/sicagent-ap-southeast-1.obs.ap-southeast-1.myhuaweicloud.com~ICAgent_linux-apm_agent_install.sh >
bpm_agent_install.sh &% REGION=ap-southeast-1 bash apm agent_install.sh -ak 4EA6IZ3ROKN7DBIQIEXH -sk cZI3V3yErLZSYuucCSmRDOxez1
ELBLASYRWeFds -region ap-southeast-1 -projectid B9859dfdddA8187aZf f9cBBa37?fBcA1S -accessip 188.125.6.184 -obsdomain obs.ap-south|
past-1.myhuaweicloud .com:

» Total # Received ¥ Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

BB 7851 188 7851 ] 8 127k B ——i——i—— —-i--i—— ——i——1-— 129k
Etart to install ICAgent.
begin to dowmload install package from icagent-ap-southeast-1.obs.ap-southeast-1.myhuaweicloud.com.
L R R e R R R R R R R R R H R g 1600 .0

owmload success.
ktart install package.
ktart install ICAgent...
IS G R R I R R SR e 168 .82

Step 4 Refresh the ICAgent page.

When the ICAgent status changes to Running, the ICAgent has been installed.

Agent Management (@

&3 Install ICAgent &) Upgrade ICAgent T Uninstall ICAgent

o}
Q

Node Name |= Node IP Address |= System type |= ICAgent Status ICAgent Vers.. {= Updated At |=

ecs-test 192.168.0.157 Linux

5.1257 2020/8/16 00:02:37 GMT+0...
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——End

4.5.3 Configuring Log Collection Rules

Step 1 Go to the Log Management page, click the name of the created log group and the name
of the created log stream. On the displayed Log Stream page, choose Collection
Configuration > Host, and click Add Path.

|_:r;. Manage -—| | _'-'_ez'_l Its-topic-test
| Log Stream
Collection Configuration |o - Add path
b
Host Host.. J=  PrivatelP .. ICAgent.. J=  LogF..

Structured Configuration

Step 2 In Adding Collection Configuration dialog box, select ces-test.

Adding Collection Configuration

oAddHost _ Collection Path (3) Configure Collectio
Host Name |= Private IP Address System type ICAgent Version ICAgent Status
ecs-test 192.168.0.157 linux 5.1257 Running

Step 3  Configure the collection path by entering one ECS log path.
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X
Adding Collection Configuration
'i‘ Add Host e Configure Collection Path
4. The collection path must be unique. That is, the same path of the same host cannot be configured for different log groups and log streams.
Collection path:
T

I Jvar/logs/test] |

(® Add Collection Path

Step 4 Set the following parameters and then click OK.

® Log Format: Single-line
® Log Time: System Time

Adding Collection Configuration

9 Configure Collection Infor

igure Collection Path
mation

(1) Add Host

Log Format m Multi-line

| Log Stream
fost Host. (=  PrivatelP ICAgent. = logF. logSe. TimeWildca. Regular Expression  Log Collection Path Operation
Structured Configuration - 1on 1680, rureing Snge. Bysen. R .

Step5 Wait for about 1 minute. On the Log Stream page, select the Real-Time Logs tab and

view related logs.



HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 168

Jun 4 19:20:53 ecs-myecs NetworkManager[530]: <info= [1591269653.2951] device (eth0): state change: secondaries -> activated (1
eason none’, sys-iface-state: 'managed)

Jun 4 19:20:53 ecs-myecs NetworkManager[530] <info> [1591269653.2965] manager: NetworkManager state is now CONNECTED_
LOCAL

Jun 4 19:20:53 ecs-myecs dhclient[602]: bound to 192.168.0.29 - renewal in 15386851 seconds.

Jun 4 19:20:53 ecs-myecs NetworkManager[530]: <info> [1591269653.2993] manager. NetworkManager state is now CONNECTED_
SITE

Jun 4 19-20:53 ecs-myecs NetworkManager[530]: <info> [1591269653 2994] policy: set 'System eth0’ (eth0) as default for IPv4 routi
ng and DNS

Jun 4 19:20:53 ecs-myecs NetworkManager{530]: <info> [1591269653.3038] device (eth0): Activation: successful, device activated.

Jun 4 19:20:53 ecs-myecs NetworkManager[530]: <info> [1591269653.3042] manager: NetworkManager state is now CONNECTED_
GLOBAL

Jun 4 19:20:53 ecs-myecs NetworkManager[530]: <info> [1591269653.3045] manager. startup complete

——End

4.6 Deleting Resources

Step 1 Delete all of the resources created for these exercises using the IAM user account (for
example, test123). That includes any ECSs, alarm rules, cloud logs, and VPCs.

Step 2 Use the HUAWEI CLOUD account to log in to the management console and delete all of
the resources used for these exercises, such as user groups and IAM user accounts,
trackers and key event notifications in CTS, and also the VPC.

——End
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RDS

5.1 Introduction

RDS is a cloud-based web service that is reliable, scalable, easy to manage, and ready for
immediate use out of the box. This exercise introduces how to buy RDS for MySQL
databases, how to perform basic operations, and how to connect to DB instances.

5.1.1 Objectives

Upon completion of this exercise, you will be able to:

Buy an RDS MySQL DB instance and perform basic operations.
Master the method for changing the RDS MySQL database port.
Master the method for connecting to an RDS MySQL DB instance.

5.1.2 Tasks

e Buy an RDS MySQL DB instance.

e Connect to a MySQL DB instance through DAS.

e Connect to a MySQL DB instance through a private network.
e Connect to a MySQL DB instance through a public network.

5.1.3 Exercise Architecture

Security ECS
group +

-

Connect through a private network (ECS and RDS in the
same security group)

o Connect through a private network (ECS and RDS in
different security groups)

o Connect through a public network
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5.2 Buying an RDS MySQL DB Instance and Performing
Basic Operations

RDS provides a comprehensive performance monitoring system, multiple layers of
security, and a professional database management platform, allowing you to easily set,
operate, and scale a relational database in the cloud. On the RDS console, you can
execute all necessary tasks without any programming. This console simplifies the O&M
process, and reduces routine O&M workload. Therefore, engineers can focus on
application and business development.

5.2.1 Logging In to the Management Console

Step 1 Log in to HUAWEI CLOUD, click Console in the upper right corner of the menu bar, and
select AP-Hong Kong.

Step 2 Choose Service List > Database > Relational Database Service to go to the RDS console.
On the displayed page, click Buy DB Instance.

HUAWEI CLOUD

RDS

onsole v Search Q Viore R <
Relational Database Service @ Alarm Rule Setting @ Usage Wizard E# User Guide @

Name/ID |= Descripti.. DB.. |= DB Engin J=  Sstatus Billing M... Floating | Operation

Data Admin Service

Step 3  Set the following parameters:

e Billing Mode: Pay-per-use

e Region: CN North-Beijing4
e DB Instance name: rds-test
e DB Engine: MySQL

e DB Engine Version: 5.7

e DB Instance Type: Single

e Storage Type: Ultra-high 1/O
e AZ: optional

e Time Zone: by default
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Billing Mode Yearly/Monthly ®

Regioh AP-Hong-Keng - |

Regions are geographic areas isolated from each other. Resources are region-specif
the nearest re

DE Instance Name | rds-test | @

If you buy multiple DB instances at a time,
instance-0001, the second as instance-00

sy will be named with four digits app

nd 50 on.

DB Engine MySQL PostgreSQL Microsoft SQL Server

DE Instance Type (& Primary/Standby m

Storage Type Ultra-high I/O Learn more about storage types.

|

AL az az?

Time Zone | UTC+08:00 - |

e |nstance Class: General-enhanced (1 vCPU and 2 GB memory, minimal specifications
on the page)

e Storage Space: 40 GB
e Disk Encryption: Disable

Instance Class (? General-enhanced |1

vCPU | Memory Maximum Connections TPS/QPS @
@ 1vcPU|268 800 295 | 5,905
() 1vCPU 4GB 1,500 494 | 9,880
() 2vCPUs | 4GB 1,500 466.35 | 9,327.04
() 2CPUs | BGB 2,500 614.7]12,293.97
() 4vCPUs | B GB 2,500 969,14 19,382.91
™\ Aw™Dlke | 18 R £ nnn 172N 20 A ANT A

DB Instance Specifications  General-enhanced 1 wCPU 2 GB , Maximum Connections : 800 , TPS/QPS: 295 | 5805

=
® [T« 4o

We provide free backup space the same size as the storage space of the primary DB instance. After the free backup space is used up)

Storage Space (GB) 800 1,550 2,300 4,000

40 GB is recommended. Enjoy more benefits of free packages. Learn more

Disk Encryption Enable @ Use KMS. to secure your data for free
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e VPC: Select an existing VPC. Alternatively, create a VPC, refresh the page later, and
add the created VPC.

e  Security Group: sys-default

e  Administrator: root

e Database Port: 3306 (default value)
e Administrator Password: user-defined
e Parameter Template: by default

e  Quantity: 1

e Read Replica: Skip

@

VPC '® default_vpe v | default_subnet - O

A 1l WPC 1

Security Group (D default v | C Wiew Security Group

Database Port 3306

Administrator ‘oot
Administrator Password
Cenfirm Password

— . e . N

Parameter Template Default-MySQL-5.7 * | O arameter Template

Tag View predel
Quantity 1 + @ Increase quota

Step 4 Click Next. On the displayed page, confirm the specifications and click Submit. If you
need to modify your settings, click Previous.
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(1) Configure ———— (@) Confirm (3) Finish

Resource Configuration Billing Mode Quantity Price

GB,, Maximum Connections : 800, T

price $0.0758 USD,

o have read and sgreed to the tarms and canditions of the Servics
This or m

d

nav differ from the final orice. Pricing details

Step 5 Creating a DB instance takes about 5 to 9 minutes. During the process, the instance
status displayed in the DB instance list is Creating. You can periodically refresh the list to
see if the creation is finished. Once the DB instance is ready, the status changes to
Available.

Relational Database Service (@

All DB engines - D8 instance name v Q Search by Tag ¥ B0
Name/ID {= Description DBinsta. [S DBEngineVersi. IS  Status Billing Mode Floating IP Address  Operation
res-test Single P
- ¢ SQLST E 1521580 o View Met
060c211 ac094cE9b2063a2cb0568Tein...[J 1wCPU | 2 GE MysQL 5723 #ailzble G 1s80128 Login  View Metric | Mare w

——End

5.2.2 Modifying the Automated Backup Policy for an RDS MySQL
DB Instance

Step 1 Click a DB instance to view its details.

nstance Management rds-test A Available Log In View Metric Reboot

Basic Information

Backups & Restorations DB Instance Topology

EIPs
Prir
Connectior

Management
rds-test
Accounts

DB Information

rds-test 2 [J C D 060c21f1ac094c69b206f32

MysQL 5.7.29 ®  0200-06:00 Change
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Step 2 On the Backup & Restoration page, click Modify Backup Policy and modify the backup

policy based on service requirements.

HUAWEI CLOUD

Instance Management /  rds-test v © available
Basic Information
Backups & Restorations Full Backups Binlog Bacl
EIPs

| Create Backup I ‘ Madify Bacl
Connection

Management [] Backup Name |=

Accounts []  mysql-rds-test-2020081.
Databases

Logs

SQL Audits

Parameters

Advanced O&M

Tags

CloudDBA

——End

|Modify Backup Policy |

© once the automated backup policy is enabled, a full backup is triggered immediately. After that, full bi
created based on the backup window and backup cycle you specify, and an incremental backup is auto
every five minutes to ensure data reliability. When a DB instance is being backed up, data is copied anc
and uploaded to OBS at an average speed of 60 MB/s. You can set the backup retention days as requir

Automated Backup

Retention Period - 7 + | days
Time Zone GMT+08:00
Time Window 02:00 — 03:00 v
Backup Cycle All
Monday Tuesday
Friday Saturday

If you require a fined-grained backup policy, log in to the database.

Wednesday Thursday
Sunday

Cancel

5.2.3 Changing the Database Port of an RDS MySQL DB Instance

After a MySQL DB instance is created, the default database port is 3306. You can change

Step 1

Step 2

the database port if needed.

On the Instance Management page, click the target DB instance.

In the Connection Information area on the Basic Information page, click in the
Database Port field to change the database port if needed.
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s Available
| . DB Information
rds-test & [
MySQL5.7.29 @
Single
rds.mysglc2.medium | 1 wCPU | 2GB Change
root Resat Password @
arl
Connection Informatien e
[w]

1921680135 [J Chance

——End

5.3 Connecting to a MySQL DB Instance Through DAS

Go back to the RDS instance list, locate the target DB instance you want to log in and

Step 1
click Log In in the Operation column.

(@ Alerm Rule Setting ‘@ Usage Wizard B 1

Relational Database Service ()

All DB engines D8 instance name v Q Search

Name/ID |= Description DBlinsta.. J= DBEngineVersi. =  Status Billing Mode Floating IP Address  Operatior
rds-test Single

. " - MySQL 57.29 Available 152.168.0.135 Log In
060c21#1 ac094265b206f3a2cb056872in... [T 1vCPU | 2 GB MySQ . = E

Step 2  Provide the username and password. The username is root. The password is the one you
set when the instance was created.
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Database Login
% Ulzarnapns

raot

Daszword -

Backgromd Tasks CloudDEA {H0H

ﬂ DB Instance Mame  pds-test DB Engine Version: mysql 57.20
Database List
+ Create Databese U

Database Name Table Quantity Table Size Index Size Character Set Operation

Step 3  Click Create Database, specify Name, and click OK.

Create Database

= Mama rds_test

Character Set utfBmb4

Step 4 Click the name of the created database. On the displayed page, click Create Table.
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Import and Export Structare hisnaserment

Databaze Management-rds_test X

:'-.';'* Currant Datahaza: pd 5_test Change IP Addresz: 102.165.0.135 Porc 3306 Character Set mifmbd
Objects SQL Tuming Netadata Collection
Tabl | Craate Table
Views Table Name Created Buows (Extimated) Table Size Inde

Stored Procedures

Events rE
1]
\
N L]
Triggers N
Funictions

Step 5 Enter the basic information when prompted and click Next.

Objects S0QL Tuming Metadata Collection Create Tahla X

o Basic Informarion Cohumn Generated Col

Storage Enzme IneDB
Character Set aEmbd

Collation ke _seperal ci
Corrmant

Advanced Ssttmgzs W

Step 6 Specify Column Name, Type, and other information. Click Create.



- HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers Page 178

PR R 2 _

5 Courrant Diatahaszs: l'dS_TESI' Changs IP Addrazz: 192.168.0.135 Part: 3306 Character Sett urfRmb4

Objects SQL Tuning Metadata Collection Create Table X

o Basic Infarmation o Colurn

Add Insert Dialete Move Up hiove Down
Primary
No. Colomn Name Type Lenzth Nullable Kew g Comment
1 E
5 Currant Databaza: o] s_test Change IP Addrezs: 102.162.0.135 Port 3306 Character Set urfSmb4
Oibjects S0L Tuming Metadata Collection Alfter Table: table-test 3
|
Tews Table Name Created Fows (Evtimated) Table Size Index Size
Stored Procedures + 2020-08-16 12:24:55 [} 16EB 0B
Events
10/ page Toital Fecords: 1

Trigzers
Functions

Step 7 You can also use SQL statements to create a table. An example is illustrated in the
following figure. Click SQL Window, select database rds_test, clear any existing SQL

statements, and copy the following statements into the window to create a table named
person. Then, click Execute to create the table.

CREATE TABLE person (
number INT(11),

name VARCHAR(255),
birthday DATE

)
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Home Database Management-rds_test X SQL Wind -1 wv| X

- . _
Y Current Database:  1'ds_test = Master

Tune SQL B Format SQL F9) W Exccute SQL Plan (F6)
Database: ||rds_test 9

Tables K e 1| CREATE TABLE person

2| number INT(11),
Q C 3| name VARCHAR( 255, e

4] birthday DATE

» E table-test

Executed SQL Statements  Messages

Time SQL Statement

Step 8 Go back to the table list and check that table person has been created.

Objects  SQLTummg  Metadata Collection  Aler Table: table-test X
| + Craste Table Q C Rafrash

e Table N Created Ben Table i Index Si Ch s o
able Name reate e able Size ox Size aracter Sat -

Stored Procedures

persan 516 1 1683 utfBmbd oL Op

Evants
b 516 1 16803 utfBmbd QL Op

Triggers

Function: 10/ pag; Total Record:

Step 9 Click More in the Operation column and drop or maintain the table as required. In this
exercise, the table is not dropped.

---End

5.4 Connecting to a MySQL DB Instance Through a Private
Network

Step1 Go back to the HUAWEI CLOUD console, select AP-Hong Kong. Click Service List and
choose Elastic Cloud Server In the left navigation pane. Buy a Linux ECS (with an EIP) by
referring to section 1.1.4. The following uses an ECS running CentOS as an example.

Ensure that the VPC and security group of the ECS are the same as those of the RDS DB
instance.
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¢ Hong-Kong Q

Q  More  English

weihuanjie

Elastic Cloud Server & F# Quick Links

The password reset plug-in can now be installed after creating an ECS. Lea ow to install the plug-in.

More ¥

Name/ID AT Status Specifications/Image IP Address Operation

Az Running

Step 2

5 Linux ¥ (C
=] 3.18.8-186:.14.1 el b 61 on ¢

ecs-whj login: root
Password :

e lcomes to Hoawei Clouad

[rootPecs-whj ~ 18 _

Step 3 Run the following command to install the MySQL client. The installation is complete if
information in the following figure is displayed.

yum install mysql -y

stalled.
5.65-1.el?.x66_64.rpm: Header U3 RSA-SHAZ56 Signaturg

6_64.rpm is not installed

tylcentos.org>"

lunming tra
Updating

Uerifying
Uerifying
Verifying

Installed:
mariadb.xB6 64 1:5.5.65-1.el?

Complete?
[rootPecs-whj ™

Step 4 Run the following command to connect to the MySQL database on the target host:
(Note: If the ECS and RDS DB instance are in the same security group, the ECS and RDS
DB instance can communicate with each other by default. You do not need to set security
group rules. You can ping the RDS private IP address on the ECS for verification. If the



Step 5

Step 6

Step 7
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ECS and RDS DB instance are in different security groups, you need to set security group
rules for the ECS and RDS DB instance, respectively.)

mysql -h RDS private IP address -uroot -p RDS instance password

[rootBecs-whj ~1# mysql -h 192.168.8.136 -uroot -phuawei@lZ3t
elcome to the MariaDB wonitor. Commands end with : or \g.
our MYSQL commection id is 64594

[Server version: 5.7.29-2-log MySOL Community Server - (GPL)

opyright (c) 2888, 2818, Oracle, MariaDB Corporation Ab and others.

ype "help:’ or ’S\h’ for help. Type '“c’ to clear the current input statement.

ZinputB lost sync at byte 1
r resynced.

Run the following command to view the databases. You can see the default database and
the database created on the DAS console. (Operations on MySQL databases must comply
with the standard SQL syntax and end with semicolons (;).)

show databases;

MysSQL [none) 1> show databases:

———+
rmat ion_ cmaL |
| i
ormance_schema |
test i

;
1
1]

rows in set (H.H1 sec)

MySHL [ inone ) 1>

Run the following command to use the database:

use rds_test #the database created on DAS

SQL [fnonell> use rds_test
ling table information for completion of table and column names
You can turn of f this feature to get a quicker startup with -A

Jatabase changed
ol Lrds testll

Run the following command to view the tables created on the DAS in the database:

show tables;
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L [eds_testl> show tabhles:
Tables_in_rds_test

pPErs0ON
tahle-test

¥
[
I
#
i
I
[
[l
13

2 rows in set (H.B8 sec)

SL [rds_testl>

Step 8 Run the following command to exit:
exit;

MysQL [reds_testl> exit:

Bye
[rootbecs-wh] ~— I#

——End

5.5 Connecting to a MySQL DB Instance Through a Public
Network

Step 1 Buy an EIP on the network console by referring to section 3.2.

o Hong-Kong

[# Quick Links

EIPs &
EIP - Q || SearchbyTag w (]
EP Moni... Status 7 EIP Type Bandwidth 7 Bandwidth ... Y Associated In... T Billing Mode 7 Operation
Bandwidth Pay-per-use

L . width-36 _ . tare -

= Unbo Dynamic BGP bandwidth-3f6f 1 Mbitis Created on Aug 16, .. Bind More

PR . o - Bandwidth ecs-whj Pay-per-use . —
119.8.33.27 = Bound Dynamic BGP scswhpbandwd.. cos Greated on ug 16 Unbind | Mare +

Step 2 Go back to the RDS console. On the Instance Management page, click the target DB
instance. On the displayed page, choose Connection Management > Public Connection,

and click Bind in the EIP field.
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Instance Management /  rds-test

Basic Information
Backups & Restorations

EIPs

~ @ Available

Connection Information

Connection
EP
Management Ell

Accounts ssL D c
Databases

Logs Connection Topology

SQL Audits

Parameters

Advanced O&M

Tags

Private Connection

Connection Infermation

-
Y
192.168.0.135

Public Connection

e
Private Connection Public Connection

Bind EIP

the EIP is bound, use SSL to connect to the database and add inbound and outbound

Select EIP

C
Status Bandwidth

@unbound 1 Mbit/s

Cancel

306 2 (3B

Cannot bind DB instances?

Certificate o,

Page 183

Step 3  Click the security group. On the Inbound Rules page, add an inbound rule for port 3306.

Step 4

< default
Summary nbound Rules
Add Rule Fast-Add Rule

Protocol & Port 7 ()

TCP: 22

TCP - 3306

TCP 3389

Outbound Rules

Allow Common Ports

Associated Instances

4 Leamn more about security group configuration
Type Source (7)
1Pu4 defaull (3)
IPv4 0.0.0.0/0 3
1Pvd 0.0.0.00 (@
IPv4 0.0.0.0/0 3

On the ECS, check whether the RDS DB instance can connect to the MySQL database
through the EIP bound to the RDS DB instance. If information similar to the following
figure is displayed, the connection was successful. If the connection failed, check whether
they are in the same security group and whether the security group policy is configured

correctly.)

ping RDS-EIP
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[rootfecs-whj ~ I8 ping 121.36.4
; &1 . 3¢ B.9< J bytes of data.

) s (17
: from i

: from .J6 .46, icmp_ tt1=55

: from 121.36.46.° icmp_s b ttl=55

= from 121.36.46. icmp_: 7 tt1=55

from 12£1.36.46. iCmy B ttl=55

from Gl icmp_sed Lt1=55

from 121.36.46.92: icmp 4 tt1=55

f rom .36 .46 . 9: ic =41 tt1=55

= {rom .36 .46 42 tt1=55

= from 121.36.46. iCmp 3 ttl=55

from 121.36.46. icmp 44 tt1=55

from 1£1.36.46. 1CHy o ttl=o0a

butes from b .46 .9 icmp 46 tt1=55

byte=s from G920 icmp_seq=47 tt1=55

from .J6.46.9£: icmp 48 tt1=55

s from 121.36.46. icmp_: 49 tt1=55

Step 5 Run the following command to connect to the RDS DB instance again:
mysql -h RDS-EIP -P 3306 (database port number) -uroot -p RDS instance password

rl'IIIlT.Iir!IZZ'i—IleI‘i “I omysgl -h 192.168.8.135 -F 3386 -uroot -phuawei@lZ3t
Welcome to the MariaDB monitor. Commands end with @ or Ng.

‘four MySQL commection id is 11374

Server version: 5.7.29-5-log MySQL Community Server - (GFL)

Copyr ight (c) Z888, Z68186, Oracle, MariaDB Corporation Ab and others.

Type "help:’ or ‘sh’ for help. Type ‘sc’ to clear the current input statement.

MUSQL [noned 1>

Step 6 Run the following command to view the databases. You can see the default database and
the database created on the DAS console. (Operations on MySQL databases must comply
with the SQL statement standard and end with semicolons (;).)

show databases;

MysiL [(none)]l> show databases:
+ +

Datak > :

1
rmance_schema

H

—

. ]
1 |
" "
1 I
1} "
1 L
i est i
; ;
[] !
1 1
0

rows in set (H.HBH sec)

MysSOL [ inone ) 1
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Step 7 Run the following command to create another database:

create database rds_whj; #rds_whj is the name of the created database.

MySQL [(nonel]> create databazse rds
Query 0K, 1 row affected (B.88 sec

MySQL [inone ) 13

Step 8 Go back to the DAS console. You can see the created database is already in the database
list.

SQLOpastions  DabmeMamgamest  TopoimdExpt  SirociweMumgemest  DataScheme  BadkgowdTals  ClowiDBA ) Mo

Database Management-rds test X SQL Window X

ﬂ_ DE InstancaName:  rds-test  DE Engine Version: mysal 37.29

Database List
~+ Create Database. Q
Table Quantity Table Size Tndex Size Character Set
Step9 Go back to the ECS login page and run the following command to exit:
exit;
MySOL [inomel 1> exit:
Bye
[rootFecs-wh] ~ 1
----End
5.6 Deleting Resources
Step 1 Delete the RDS DB instance created in this exercise.
RDS Relational Database Service @ @ Alarm Rule Setting @ Usage Wizard [ User Guide
Change to Vearly/Monthly Reboot
All DB engines v | | DBinstance name v Q|| searchbyTag v | [C| |8 |0
Name/ID |= Description DB In. DB Engine V.. J=  Status Billing Mode Floating IP A. Operation
‘IJ:E;Z;;Wa::S4(ESb:Dn’EaE(bD£\ [ i”.?:u 2 RisQLE X el EREES gl | Gl

iange Type to Primary/Standby

Create Backup




Step 2 Delete DAS resources.

Enterprise Edition

CloudDBA

Standard Edition

My Database Logins

DB Engine Ve.. I

MySQL5.7.29

Instance |=

rds-test(192.168.0.135:3306)

Know More Help Center

Database Logins Shared by Others ()

Synchronize RDS D8 Instance

RDS DE instances

roat

Login Usemame
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Page

- AlLDE engines - al le
Remem.. Description U= Created = Sharers  Operation
Yes ereated by syne rds ins Aug16,20201.. 0

Step 3 Delete the ECS and related EIP and VPC resources.

HUAWEI CLOUD

Cloud server
Console

Bare Metal Server

Elastic Volume Service

d Distributed
vice

Management

Elastic Cloud Server @

Start Stop
v Name/ID

Auto Scaling -
Key Pair &
EIPs @
Modify Bandviidth -
P Moni... Status W
159.138.45.90 ® Unbo...
119.833.27 ® Unoo

Virtual Private Cloud @

Name

default_vpc

Reset Password

Mare ¥

Restart

tus W7
Change Billing Mode

Al Renew Running
Change ECS Name
Modify Bandwidih
Unsubscribe
EIP Type T Bandwidth T
Dynanic BGP bandviidth-3f6f
Dynamic BGP ecs-wh}-bandwid

IPv4 CIDR Block

192 168.0.0/16

‘The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in

Specifications/image

1¥CPUs | 1GB
Cent0s 7.4 64bit

EIP

Bandwidth Details

Bandwidth
1 Mbit's

Bandwidth
1 Mbit/s.

Name

Status

Awvailable

s2small.1

IP Address

Associated Instance __

Subnets

o

[# Quick Links

cllel[u
Billing Mode Operation
Pay-per-use I .
Crested on Aug 16, .. RemOte Login | More v

[ Quick Links

Q|| seacnyTag v | |C| || |®
Billing Mode T Operation
Pay-per-use
Cresledon Aug 16, °™ More =
Pay-per-use ) )
Creztedon Aug 16, O™ More =

Q

SearchbyTag v | | C | |3

Route Tables  Operation

1 Modify CIDR Block = Delete

186

Check whether there are still any resources that have not been deleted in the account. If
there are, delete them. Make sure that all resources created in this exercise are deleted.
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Comprehensive Exercises: HA
Architecture for Enterprise ECSs

6.1 Application Scenario

An enterprise intends to deploy their website on HUAWEI CLOUD with the following

requirements:

e Data nodes and service nodes are deployed separately, and service nodes are

deployed on ECSs.

®  The number of ECSs can be dynamically adjusted based on service traffic.

® Service traffic can be automatically distributed to the ECSs.

® Service statuses can be monitored.

6.2 Solution

Requirement Solution Involved
Services
Service nodes are deployed Buy ECSs as service nodes. Use the VPC | ECS and
on ECSs. service to provide network resources for | VPC
the ECSs.
The number of ECSs can be Use AS to dynamically increase or AS and IMS
dynamically adjusted based decrease the number of ECSs based on
on service traffic. service traffic to ensure stable service
running. ECSs are created based on the
existing AS configuration (service node
configuration).
Service traffic can be Use ELB to automatically distribute ELB
automatically distributed service traffic across multiple ECSs for
across the ECSs. better fault tolerance.
Service statuses can be Use Cloud Eye to monitor service | Cloud Eye
monitored. statuses.
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6.3 Preparations

Step 1

Step 2

Step 3

Create a VPC.

e Visit the HUAWEI CLOUD official website and click Log In in the upper right corner.
Enter username and password, and then click Login.

® On the management console, switch the region to AP-Hong Kong. In the left
navigation pane, choose Service List > Network > Virtual Private Cloud. Create a VPC.
For details, see section 3.2.1.

o Hong-Kong a English

Virtual Private Cloud @ [# Quick Links
Name - Q Searchby Tag ¥ c|iC
Name 1Pv4 CIDR Block Status Subnets Route Tables ~ Operation
vpe-whj 152.168.0.0/16 Available 0 1 Modify GIDR Block | Delete

Create and configure a security group.

1. On the network console, choose Access Control > Security Groups and create a
security group.

Network Console

Security Groups @ [ Quick Links
Dashboard
Name - alle

Virtual Private Cloud

Name Security Group Rules Associated Instances  Description Operation
Subnets
Route Tables

defaull 4 0 defaull Manage Rule | More v

Access Control

rity Groups

Metwork ACLs

2. Click the security group name. On the page that is displayed, click Inbound Rules and

then Add Rule to add an inbound rule with the following parameter settings:
- Protocol & Port: All

- |P address in Source: 0.0.0.0/0

Summary Inbound Rules Outbound Rules Associated Instances

Add Rule. Fast-Add Rule Allow Commaon Ports

Protocol & Port 7 () Type Description

Al 1Pus sgti D Allow ECSs in the same security group to commur
1oMP - Al Pus 00000 @ Used1o test the EGS connectivity uith the ping co
ToP-22 Pus 00000 @

TCR: 80 Pus 00000 @

TCP: 443 Pus 00000 @

TCR: 3389 Pus 00000 @

Buy a Linux ECS in the AP-Hong Kong region.


https://www.huaweicloud.com/intl/en-us/
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When setting parameters for the ECS, select the VPC and security group created in Step 1
and Step 2 of this procedure.

toinstall the plug-in

The pas: plug
M EIEE
a

A2 Y Staws 1P Address Billing Mode 7 Operation

AZ Running

——End

6.4 Setting Up the Apache HTTP Server

Step 1 Switch back to the Elastic Cloud Server page and click Remote Login in the Operation
column of the purchased ECS.

B Quick Links

lastic Cloud Server @

The passward reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in.

More ¥ E @0
Q
Name/ID Az Y Status Y Specifications/Image 1P Address Billing Mode Y7 Operation

Azl Running

Step 2 In the VNC window, enter the username (root for Linux by default) and password for
login.

CentDS Linux 7 (Co

Kernel 3.18.8-1862.12.1.e17.xB6_64 on an xB6_64
-whj login: root
aord !
ast login: Wed Jun 17 15:11:18 on ttyl

Welcome to Huawei Cloud Service

[rootPecs-whj ~ 1% _

Step 3 Run the following command to install LAMP and enable desired processes:

yum install -y httpd php php-fpm php-server php-mysql mysql

[rootlecs-whj ~ I8 yum install -y httpd php php-fpm php-zerver php-mysgl mysgl

After the command is successfully executed, "Complete!" is displayed.
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mariadhb. E H= el? b_f 6_64 B:5.4.16-4

5 apr-util
b4 B:8.18.1 3 mailcap.

61 8:5 G =17 php-pdo.

Step 4 Run the following command to configure httpd:

vim /etc/httpd/conf/httpd.conf

It contains the
uctions.

hints or
docs., You have been waened .,

1fi
that expl 1
=0 7 lo
y the
_log” will be

: The top of e dire 1y tree under which the server’s
conf iguration, error, and log files are kept.

not add a slash at the end of t

If you wish

4
4
i
i
#
i
ul
il » you will meed to chan
[

i

ServerRoot Ve

b ject (DS0) Support

2 the func a module which was built as a D30 you

Step 5 In the configuration file, press Shift+G to go to the last line of the configuration file, press
| to enter the editing mode, move the cursor to the end of the configuration file, and
press Enter. Then, copy and paste the following code:

ServerName localhost:80

# Supplemental conf iguration
#

# Load config files in the "setocshttpdecont .4 directory, i any.
Inc ludelot ional conf . d-=.cond
jerverfame localhost (B8




Step 6

Step 7

Step 8

Step 9

Step 10
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Press Esc to exit the editing mode, enter :wq, and press Enter to save and exit the
configuration file.

Supplemental conf iguration

Load config Files in the "setocshttpdscont .d™ directory, if amy.

[ne ludelpt ional co o conf
Serverfame localhos
! L

Run the following command to download the WordPress installation software:

wget -c https://hciacloud.obs.ap-southeast-1.myhuaweicloud.com/wordpress-5.3.1.tar.gz

If information similar to the following is displayed, the WordPress installation package
has been downloaded.

‘AZA-B8-16 18: 229 MbBrs) - “uwx

rootBecs-whj ~

Run the following command to decompress the WordPress installation package to the
/var/www/html directory:

tar -zxvf wordpress-5.3.1.tar.gz -C /var/www/html
wordpresssdp-adminswidgets . php
wp-admi tup-conf ig.php
Aup-adminsinstal | . php
wp—admi in-header . php
p—aud m g

y-admi
p—-trackba
wp-comments-post . php
[rootlecs-whj ~ I

Run the following command to grant the read and write permissions to the directory
where the file locates:

chmod -R 777 /var/www/html

[rootBecs-whj ~ I8 chmod -R 777 suvar- usas-himl

[rootBecs-whij ™ 1#

Run the following command to enable httpd:

systemctl start httpd.service

[rootBecs-whj ~ 1k systemct] start hitpd.service

[root@ecs-whj ~ I8 _
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Step 11 Run the following command to enable php-fpm:

systemctl start php-fpm.service

[rootPe L-Jll.-i Ik systemct]l start hitpd . ser
emct]l start php-fpm.=e

Step 12 Run the following command to check the httpd status, which is active (running):

systemctl status httpd

B: Current traffic: B Brszsec”

wh i = 1%

Step 13 Run the following command to check the php-fpm status, which is active (running):

systemctl status php-fpm
¢ disabled)
, Begquests: B, slow: B, Traffic: Breg-sec”

(retcophp-fpm, conf )

1468 php-fp
1461 |'||'|1‘I F'I'l .

rting The PHP F ] Hanager. . .

tarted The PHF Fa "I Hanager.

Step 14

Step 15 Run the following command to set php-fpm to automatically start upon system startup:

systemctl enable php-fpm
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LLOW SEFCNE2 feus SN2 peur i [ f [-m2ek  foLief "moupesbpb-Lhw 2ekajce po sm2ks [ ]psaizpemgseniz e bpb-g ' 2eLnjce

1 i enzgewcp] cuapre hph-phw

Step 16 In the browser, enter the EIP bound to the ECS.

If the following information is displayed, LAMP has been installed.

C @ Notsecure | 159.138.45.90 w @

This page is used to test the proper operation of the Apache HTTP server after it has been
installed. If you can read this page it means that this site is working properly. This server is
powered by CentOS.

——End

6.5 Configuring Server-Level HA
6.5.1 Configuring ELB

Step 1 Log in to the management console and choose Service List > Network > Elastic Load

Balance.
HUAWEI CLOUD Console ¢ Hong-Kong
Service List ¥ Q
Elastic Cloud Server Recently Visited Services: Elastic Cloud Server Relational Database Service Object Storage Service dentity and Access Manage

Relational Database Service Computing Storage Network
El C | virtual Private Cloud

 § Elastic Volume Service

Auto Scaling

Dedicated

Bare Metal Server

Elastic Volume Service

Volume Backup Service

Virtual Private Cloud

Elastic Load Balance

Elastic IP

Step 2 Click Buy Elastic Load Balancer.
Step 3  Set parameters as follows:

e Type: Shared
® Region: AP-Hong Kong
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e Network Type: Public network
® VPC: Select the created VPC from the drop-down list.

® Subnet: Select the created subnet from the drop-down list.

* Region AP-Hong-Kong -

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be u
network conneclions. For low network latency and quick resource access, select the nearest region

* Metwork Type Private network @

* VPG vpe-uehj v | O ViewVPC
# Subnet subnet-77af (192.168.0.0/24) ~ | (C View Subnet Available private IP addresses: 247
* Private IP Address Automatically-assigned IP ...«

e EIP: New EIP

e EIP Type: Dynamic BGP
e Billed By: Bandwidth

e Bandwidth: 1 Mbit/s

o Name: Enter a name.

* EIP @ NewEIP Use existing (7)
* EIP Type Dynamic BGP
* Billed By Bandwidth o Traffic
For heavy/siable traffic For light'sharply fluctuating traffic

Billed based on usage duration and bandwidth size

* Bandwidth _ 2 5. 10 100 200 Custom 1 +

Anfi-DDoS protects rces from network and application layer DDoS attacks and sends nofifications the instant aftacks are detectec
DDoS Console | Advanced Anfi-DDoS Console

* Name elb-whj

Advanced Setfings * Description Tag

Step 4 Click Next, confirm parameter settings, and click Submit.

Step 5 Switch back to the network console and verify that the created load balancer is in the
Running state.

Load Balancers @ [# Quick Links

Hame - Q|| seachiyTag v | |G| |03
Name Status Type IP Address and Network Listener (Frontend Prot...  EIP Billing Information Billing Mode  Operation

192.168.0.2 (Private IP addr 1 Mbits
elb-whj Running  Shared 159.136.42.217 (EIP) Add listener Pay-per-use - Modify Bandwidth | Delete | More v

vpcuthj (VPC By bandwidth
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Step 6 Click the name of the load balancer to view its details. Click Listeners and then Add
Listener. Set the Name and Frontend Protocol/Port and click Next.

< || elb-whi | € Running
Basic Information Backend Server Groups Monitoring Tags

e x i
Add Listener .
I—I Add Listener | |
@ confiure Listener (2) Configure Backend Server Group (3) Finish
Name listener-whj
Frontend Protocol/Port TCP
Select TCP or UDP fo atla
Obtain Client IP Address ®

Cancel

Step 7 Configure the backend server group.

e Backend Server Group: Create New
® Name: Enter a name.
e Health check configuration: Kee the health check function disabled.

®  Other parameters: Retain their default settings.

Add Listener

'i' Configure Listener e Configure Backend Server Group |3 ) Finish

Backend Server Group Use existing

Name server_group-whj

Backend Protocol

Load Balancing Algorithm Weighted round robin - @
Sticky Session @
Description

Health Check Configuration

Enable Health Check  (7)
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Step 8 Click OK.

Add Listener

Configure Listener

Progress

Listener listener-whj added successfully.

—_— '2' Configure Backend Server Group —M8Mm

Backend server group server_group-whj added successfully

You can mow add servers to the newly created backend server group

——End

6.5.2 Creating an Image

€ Finish

Step 1 Switch back to the Elastic Cloud Server page and stop the ECS.

Elastic Cloud Server (%

Step 2 In the left navigation pane, choose Service List > Computing > Image

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in

Name/ID

ecs-whj

£50532a2-22de-47c6-befc-8c

Service.

HUAWE

HUAWEI CLOUD

Service List

Elastic Cloud Server

Relational Database Service

Auto Scaling

Bare Metal Server

Elastic Volume Service

"
Elastic Volume Service

Wirtual Private Cloud

Elastic Load Balance

| O

Mare *

Status 7 Specifications/image

2v(PUs | 4 GB | c3.large.2

@ stopped CentOS 7.4 64bit

Recently Visited Services: Elastic Cloud Server

Computing
Elastic Cloud Server |
Auto Scaling )

Image Management Service

Dedicated Host

Cloud Container Engine

Bare Metal Server |
FunctionGraph

Dedicated Cloud

IP Address

159.138.45.90 (EIP

192.168.0.79 (Privat

[# Quick Links |

Billing Mode Y7 Operation

Pay-per-use
Created on Aug 16, ...

Management
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Step 3  Click Create Image in the upper right corner of the page.

e Type: System disk image
e Source: Click ECS and then select the purchased ECS.
o Name: Enter a name.

< | Create Image

| 0 The IMS service is now in commercial use You will be charged the private image storage fees. For details. see IMS pricing.

Image Type and Source

# Type Systemn disk image Full-ECS image Data disk image 150 image

# Source ECS mage File

= ¥ou can only use a running or stopped ECS to
= You need
Cloudbase-In

te a private image.
suit your needs. For example, you need to install Clowd-init if the ECS runs Linux and install

first customize and optimize t
2 ECS runs Windows. L

= Do not perform any operation on the selected ECS or assodated resources during image creation.
all statuses - Name - Q C
Mame os Stahs Private IP Address Created
v (@) ec-whj CentO5 7.4 S4bit @ Stopped 192.168.0.79 Aug 16, 2020 181003 G...

salected: ecs-whjl0s: Cent0s 7.4 G4bitisystemn Disk: High 1/0 | 40 GE

Buy ECS
Image Information

Encryption Unencrypted (7:1
# Mame ims-whij

Step 4 Wait until the image status becomes Normal. Then, switch back to the Elastic Cloud
Server page and start the ECS.

Image Management Service @ E

The IMS service is now in commercial use. vou will be charged the private image storage fe

be incurred after you delete the created images. For details, see IMS pricing

Public Images Private Images mages Shared with Me

You are advised to optimize private images that do not support fast ECS creation. To check whether a private image supports this function, go to its details page Leam more

&l images v || alloss v || name - Q|| seachbyTeg ¥
Name J= Status 05 Type os Image Type Disk Capacity (GB)  Encrypted Crested T 17 Operation

ms-whi normal Linux Centos 7.4 Sabit ECS system disk image w0 N AUg 16, 2020 20:3743 GMT+0%00  Apply for Server | Modify | More =
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Elastic Cloud Server &

The password reset plug-in can now be installed after creating an ECS. Learn how to install the plug-in.
Start Stop Reset Password Mare ¥
B nameno Az v Status Y Spedfications/image

2wCPUs | 4 GB| cilarge
CentOS 7.4 &4bit

N N AZY Running
e50532a2-72de-47c5-befc-8c052e70abes 4

——End

6.5.3 Configuring AS

Step 1 In the left navigation pane, choose Service List > Computing > Auto Scaling.

= service List »
71 Elastic Cloud server Recently Visited Services: Elastic Cloud 5
Relational Database Service Computing

Elastic Clowd Server

(i auto scaling

3 Bare Mat

arver

Elastic volume Sarvice

— R Cloud Container Engine
Wolume Backup Service

Bare Metal Server

¢ wirtual Private Cloud o
FunctionGraph

. Elastic Load Balance Dedicated Cloud

Elastic IP

Step 2 Click Create AS Configuration.
Step 3  Set AS configuration parameters.

® Image: Select the created system disk image from the drop-down list.

e Security Group: Select the created security group, which is the same as that of the
ECS.

e FEIP: Do not use

®  Other parameters: Set them as required.

# Image Public image Private image Shared image
ms-whj (40 GE) -
# seruity Group (@) 3
| sg-whj (Inbound:TCP/20-21, 3306, 338 v | C create sacurity Group

nbound: TCP/20-21, 3305, 3380, 22, B0, 443; ICMP| Outbound: -

e (2 Do not use Automatically assign
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Step 6

HCIA-Cloud Service Lab Guide for HUAWEI CLOUD Service Engineers

Click Create Now.

Instance Sealing @

AS Groups AS Configurations
Nam: Statu Specifications imag

System Disk

High 0| 4068

Data Disks

Login Mode

Created

Creste AS Group Create AS Configuration

Name

nnnnnnn
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Click Create AS Group, set the parameters as shown in the following figures, and click

Create Now.

# Region AP-Hong-Kong
. = =
z (3 AT Z

# Multi-AZ Extension Policy L?;' 0 Load-balanced

# Name as-group-whj
# Max Instances 2
# Expected instances () 2

# Min. Instances

# Region AP-Hong-Kong
o — -
z A2 = =

# Multi-AZ Extension Policy LG,' 0 Load-balanced

# Mame as-group-whj

# Max Instances 2

# Expected Instances (2 2

# Min. Instances

Sequenced

Sequenced

# Health Check Method () ELE health check -
# Health Check Interval (2) = minutes -
# Health Check Grace Period (s) () 500

Click View AS Policy.

£arn more
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Instance Scaling @

s As on Curren instancs stance i Instanc . In
Enabled u o 2 1 3 E Jble | More

Step 7 Click Add AS Policy.

For example, when CPU Usage is greater than or equal to 60, AS automatically adds 1

Add AS Policy
Palicy Name =s-policy-wh
i as-alarm-whj
o —
Trigger Condition CPU Lsage &0
Monitoring Interva 5 minutes
o @
i i A instances
cldow 15 @

Step 8 Go back to the Instances tab on the AS group page and check whether the number of
instances is changed.

On the AS Policies tab on the AS group page, click Execute Now in the Operation column
of the created AS policy to trigger the AS policy.

< | as-group-whj

Overview Monitoring Instances Scaling Actions AS Policies Notifications Tags Lifecycle Hooks
A @ Prot
Name Lifecydle Status T Health Status W AS Configuration Instance Add Mode Instance Protection 7
Hormal tomatic
25-config-whi TISP7MKO Mormal tomatic

6.6 Visiting the Website

In the address box of the browser, enter http://£/P bound to the load balancer/Port
number to access the website.
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C @ Notsecure | 159.138.42.217

This page is used to test the proper operation of the Apache HTTP server after it has
installed. If you can read this page it means that this site is working properly. This se
powered by CentOS.

Just visiting? Are you the Administrator?

The website you just visited is either experiencing pr0b|em5 You should add your website content to the directory /var/wwmw/ht

or is undergoing routine maintenance. To prevent this page from ever being used, follow the instructions i
/etc/httpd/conf.d/welcome. conf

When the preceding page is displayed, server-level HA has been configured.

6.7 Monitoring Resources

Step 1 Switch back to the management console and choose Service List > Management &
Deployment > Cloud Eye.

Sarvice List »

Elastic Cloud Sarver

Relational Databass Service Dedicated Cloud

Application coN

pplication (

LenEner Migration

Log Tank Service

Tag Managament Senvice

Elastic Load Balance

El Enterprise Intelligence

Elastic IP ol al envice Ty
o BotSene Cloud Communications

Step 2 View resource usage.
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10 0811 081z 08z 0814 GEN1S 08/16

Network Moritoring (Elastic IP and Bandwidth) () -

£CS Meritoring

— N\

Top5 Disk Name Read/Write Bandwidth Tops Disk Name Read/Wirite 10PS

35-config-whj-TISPTMKO vda az2kEs 1 a5-config-uh)-TISETMKD-vda 0.47 Requestsfs

Step 3 In the left navigation pane, choose Alarm Management > Alarm History to view alarms
and handle them.

Cloud Eye Alarm History @
shboar P alle
Alarm Rule Name Alarm Generated Resaurce Type Abnormal Resource Alarm Policy Alarm Severity V' Status

Step 4 In the left navigation pane, click Server Monitoring or Cloud Service Monitoring to view
monitoring information.

Before monitoring an ECS, make sure that the Agent has been installed on the target
ECS. For details, see 4.4.1.

---End

6.8 Deleting Resources

Step 1 Delete the ECSs used in these exercises.
Elastic Cloud Server @

The password reset plug-in can now be installed after creating an ECS. Leamn how to install the plug-in.

Stams T Specifications/image
— 1vEPUS |1 GB | s23mall1
unning ims-whj
cumning 1vEPUS |1 GB | s23mall1
- ims-whi
S —
@ e uhiTseio . — 1wCPUs | 1 6B | s2smallt
asefagbe-3dsc-abl-91c0-a58b1907eabf = unning ims-whj
acs-wh ~ ~ 2vCPUs | 4 GB | calarge
[+] AZ1 Running =

e50532a2-22de-47c6-befc-Bc052e 70abes Centos 7.4 G4bit
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Step 2 Go to the IMS console and delete the private image.

Image Management Service @

The IS service is now in commercial use. No charges will b incurred after you delete the o
Public Images Private Images mages Shared with Me
| You are advisad to optimize private images that do not support fast ECS creation. To check whether a private image supparts this function, go to it

Delete Share

B nMame = Status 5 Type 05

B imsowh Hormal Linux

Al images
Image Type

CentOs 7.4 64bit ECS system disk image

Step 3 Delete the load balancer.

Access the network console, choose Elastic Load Balance > Load Balancers, and click
Delete in the Operation column of the target load balancer.

Load Balancers (2

Name - Q| [ searcntyTag ‘E
Mame Status.

Type 1P Address and Metwork Listener [Frontend ProtocoliPort) EIP Billing Information

Billing Mode Operation
182.186.0.2 (Private IP addr... 1 Moits
elb-whj © Running Shared 198.126.42.217 (EIF) Add listzner Payperuse - Modify Bandwidth Mare +
vpe-whj (VPC) By bandwidth
X
Are you sure you want to delete this lcad balancer?
o Exzrcise caution when performing this operation.
If yo 8y b bound to other resources, which will incur fees.

Status IP Address

Rurning 150.138.42.217 (EIP

[ Rekase the EP

[T

Step 4 Delete AS resources.

e Delete the AS group.

Instance Scaling

e Delete the AS configuration.
Inance Saling @
AS Groups AS Configurations
N ajl|c
Name Status. Specificat Image System Disk Data Disks ~ Login Mode Crested Operation
~ Unbound s2sma L1117 vePuUs | - (sletad High 10 | 40 GB PR Aug 18, 2020 2031 \

Step 5 Delete VPC resources.

Page 203
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e Delete the security group.

Security Groups @ [ uink Links

® Delete the subnet and VPC.

Subnets @

e tam Q h by Tag G
Name veo GIDR Bioek status Network ACL Route Table
2108002
Virtual Private Cloud @) [ Quick Links
[ Q| [ searcng
Name IPV4 CIDR Block Status Subnets
192.168.0.015 Aziasie

Step 6 Go back to the management console, choose Resources > My Resources in the upper part
of the page, and verify that all the resources you purchased have been deleted.

——End



